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Abstract—This paper presents a highly ef cient and accurate mentioned three solutions rely heavily on the availabitify
link-quality measurement framework, called EAR (Ef cient and  accurate link-quality information to select the best reiages.
Accurate link-quality monitoR, for multi-hop wireless mesh net- Second, applications, such as video streaming and Vol®, als

works, that has several salient features. First, it exploits three d the link litv inf i i t S i
complementary measurement schemes: passive, cooperatiaad lee e link-quality information to support QoS guarastee

active monitoring. By adopting one of these schemes dynamically Over WMNs. Third, diagnosing a network, especially a large-
and adaptively, EAR maximizes the measurement accuracy, and scale WMN, requires accurate long-term statistics of link-
its opportunistic use of the unicast application traf ¢ present in  quality information to pinpoint the source of network faids,

the network minimizes the measurement overhead. Second, EAR and reduce the management overhead [11]. Finally, WMNs

effectively identi es the existence of wireless link asymmetry by . L
measuring the quality of each link in both directions of the link, commonly use multiple channels [12]-{14], and determining

thus improving the utilization of network capacity by up to 114%.  the best-quality channel among multiple available chanel
Finally, its cross-layer architecture across both the network laye requires the information on the quality of each channel.

and the IEEE 802.11-based device driver makes EAR easily Unfortunately, there are several limitations in using tngs
deployable in existing multi-hop wireless mesh networks without techniques to measure the quality of links in WMNSs. First,

system recompilation or MAC rmware modi cation. EAR has . : .
been evaluated extensively via botms-2based simulation and Broadcast-based Active Probing (BAP) has been widely used

experimentation on our Linux-based implementation in a real-life ~ for link-quality-aware routing [7], [12], [15]. Even thotgit
testbed. Both simulation and experimentation results have shown incurs a small overhead (e.g., 1 packet per second), bredca
EAR to provide highly accurate link-quality measurements with  ing does not always generate the same quality measurements
minimum overhead. as actual data transmissions due to different PHY settiags, (
Index Terms—Wirless mesh networks, wireless link-quality, modulation). Thus, BAP provides inaccurate link-qualitgan

link asymmetry, measurement, distributed systems surements. Moreover, its use of an identical type of prolring
both directions of a link generatdsi-directional results, thus
I. INTRODUCTION un-/under-exploiting link asymmetry. Second, unicastduh

Recently, wireless mesh networks (WMNSs) have been draRtobing provides accurate awdi-directionalresults owing to
ing considerable attention due mainly to their potential fdts resemblance to the use of actual data transmissionst but
last-mile broadband services, instant surveillance systand incurs signi cant overheads. Finally, passive monitoriig]
back-haul service for large-scale wireless sensor newwoiR the most efcient and accurate since it uses actual data
[1]-[4]. However, due to their deployment in large andrafc, butit also incurs the overhead of probing idle links
heterogeneous areas and their use of open wireless medid© overcome the above limitations of existing measurement

wireless links often experience signi cant quality uctiisns techniques, we propose a high-accuracy and low-overhead

To deal with such wireless link characteristics, signi tanfollowing three salient features. First, EAR consists aleth

efforts have been made to improve the network performang@mplementary measurement schemes—passive, cooperative,
by reducing the overheads associated with unexpected lid active monitoring—that commonly usicast for its
quality changes. For example, EXOR [7], [8] is a routingccuracy and “opportunistically” exploit the egress/srvaf ¢
protocol that tries to reduce the number of retransmissigms Of €ach node for ef ciency. Using unicast, all three schemes
cooperative diversity among neighboring nodes. MASA [9] igeasure link-quality under the same setting as the actual da

a MAC-layer approach that tries to minimize the overhead ff@nsmission, thus yielding accurate results. By expigitiata
recovering lost frames via nearby “salvaging” nodes. fynal traf ¢ in the network as probe packets, and dynamically and
NADV [10] is a link metric that assists a geographic routingdaptively selecting the most effective of the three sclieme
protocol to choose the relay node by optimizing the trade-d£AR not only reduces the probing overhead, but also decsease
between proximity and link quality. the measurement variations, thanks to the large number of

In addition to the above efforts, accurate measuremefigtural” probe (i.e., real trafc) packets. o
of wireless link quality is essential to dealing with link- Second, EAR's link-quality measurement is matiection-
quality uctuations for the following reasons. First, theave- aware to effectively capitalize on link asymmetry. Wireless
link quality is often asymmetric due to such environmental
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data frames in that direction, instead of taking a longeoulet geographic routing protocols, designed under the strang li

path. By direction-aware measurement of link quality dediv quality assumptioh often suffer performance degradation or

from actual data transmissions and ACK receptions, EAReak connectivity [5], [6], [20].

can identify and exploit link asymmetry, thus improving the Accurate link-quality measurement is essential to sohee th

utilization of network capacity as well as routing performa. problem associated with varying link-quality in WMNSs, as one
Finally, EAR is designed to run in a fully-distributed faghi can see from the following use-cases.

and to be easily deployable on existing IEEE 802.11x-based gelection of the best relay nadéccurate link-quality
WMNSs. It runs on each node and periodically measures thejnformation can reduce the recovery cost of lost frames
quality of link to each of its neighbors to maintain up-ta@la caysed by link-quality uctuations. For example, EXOR
link-quality information. On each node, EAR is implemented [7], [8] and MASA [9] attempt to reduce the number of
at the network layer and a device driver, and intelligen8gsi  yansmissions with the help of intermediate relay nodes
several features of the MAC layer, such as transmissior{sesu i retransmitting lost frames. Both solutions are based on
and data rate, by interacting with the MAC Management captyre effectghat allow in-range nodes to cooperatively
Information Base (MIB) [17]. Moreover, this design does not relay “overheard” frames, but one key question is how to
require any system change or MAC rmware modi cation, gelect the relay node that has the best link-quality.

thus making its implementation and deployment easy.

We conduct an in-depth evaluation of EAR via batb-
2-based simulation and experimentation on a Linux-based
implementation in our testbed. Our simulation results show
that EAR's unicast-based techniques decrease the root-mea
square error (MSE) in measurements by at least a factor o
four over the broadcast-based approach, while reducing th
overhead by an average of 50%, even in large-scale WMNs
Next, EAR is implemented as a routing component along
with the extension to Orinoco 802.11b device driver, andhthe ) ’ o ] o
evaluated on our experimental testbed. Experimental tesul Network failure diagnosisLink-quality statistics can be
show that EAR effectively exploits existing applicatioaftc used to diagnose and isolate faulty nodes/links (or faulty
in measurement (up to 13 times more probing packets tharfi'€a@s) in WMNSs, facilitating network management [11],
BAP's). Moreover, our measurement results show that therel22]: WMNs covering shopping malls, a campus or a city,
exist many asymmetric links, each lasting for a few to dozensUSually consist of a number of nodes, and each node must
of minutes, and that EAR's uni-directional measuremenpsiel €@l with site-speci c link conditions. Thus, WMNs require
the routing protocol improve the end-to-end throughput by accurate information on link conditions for troubleshagti
up to 114%. Finally, EAR's implementation is extended and Motivated by these and other use-cases, we would like
evaluated to demonstrate the feasibility of supportingtmulto address how to measure link-quality and how bene cial
radio WMNs [12], [18], [19]. accurate measurements can be in utilizing network capacity

The rest of this paper is organized as follows. Section I
describes the motivation of this work. Section Il presents. Limitations of Existing Techniques
the EAR architecture ar_ld aIg_orithms. Sectipn v evalu_ates.l.here has been a signi cant volume of work on link-quality
EAR. using ns-2—pased simulation, and. Section V descrlbeﬁ'leasurement. We discuss pros and cons of using existing
our implementation of EAR and experimental results on O't’échniques for WMNS.
testbed. Section VI discusses the remaining issues atsicia _ )

1) Accuracy and efciency: A measurement technique

with EAR, and nally concludes the paper. : )
must yield accurate results at as low a cost as possible.
First, Broadcast-based Active Probing (BAP) has been widel
Il. MOTIVATION used for adopting link-quality-aware routing metrics such
as Expected Transmission Count (ETX) [15] and Expected
We rst advocate the importance of accurate measurementgnsmission Time (ETT) [12]. BAP uses simple broadcast-
of wireless link quality to WMNSs. Then, we identify the Iim-ing of identical probe packets from each node and derives
itations in applying existing measurement schemes to WMNmk-quality information by multiplying the percentage of
successful transmissions in each direcfioBven though it
is inexpensive, broadcasting uses a xed and low data rate
(e.g., 2Mbps), which is more tolerant of bit errors than othe
Wireless link quality varies with environmental factorsfates, and which may differ from the actual data-transmoissi
such as interference, multi-path effects and even weatfiate (€.9., 11Mbps). Thus, as we will show later (in Figure

gondlttlo?rsl .[5]’ [ZOI]’ d[21l]. EspetCI_aII)? n mu'g'hhoﬁ WMNSs, 1For examplejf | can hear you at all, | can hear you perfectly.
ue fo their usual deployment In farge an elerogeneouse, gy though the measurement technique (BAP) and the link-

areas, wireless link quality uctuates signi cantly, antus, quality derivation (BAP-ETX) are orthogonal, in this paper we use
the various network protocols, such as the shortest-path ahe single term "BAP' to mean both for simplicity.

Supporting Quality-of-Service (QaS)ireless link-quality
information enables applications and network protocols to
effectively meet users' QoS requirements. For example,
applications, such as VoIP and IPTV, can dynamically adjust
heir service level that can be sustained by varying link-
quality in the network. On the other hand, link-quality-ava
outing protocols [12], [15] can accurately locate a patit th
‘satis es the QoS (e.g., throughput and delay) requirements
based on the link-quality information.

A. Why Accurate Link-Quality Measurement?



(a) Link-Quality of Asymmetric Link 1 (b) BAP-based Link-Quality Measurement (c) Effects of Packet Sizes on Measurement
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Fig. 1. Needs for Asymmetry-Awareness: (a) Wireless linklityids often asymmetric. (b) BAP's bi-directional measurementler-estimates quality of
asymmetric links as shown in measurement results for 4000sllyFi(@ measurement results are affected by the size of pgopackets.

12), BAP yields less accurate link-quality information rtha1(b)), the measurement result via bi-directionality ofterder-
a unicast-based approach (e.g., 10.2% error by broadcastrages the quality of the link's both directions (lower curve
1.6% error by unicast). Note that although recent devideven though BAP may overcome this limitation using multiple
drivers (e.g., MADWIFi [23]) allow for using multiple data types of probing (e.g., different-size probe packets)hsaic
rates in broadcasting data, such multi-rate BAP will notyonlapproach incurs additional overheads, and using broadcast
increase the probing overhead but also suffer from inateuranay still under-/over-estimate link-quality as we will sho
measurements due to proprietary algorithms built into the Section V-C2.
rmware of NICs, as we will show in Section V-C4. Next, unicast-based probing and passive monitoring are
Next, the unicast-based approach to measuring link bandually uni-directional in the sense that their measureémen
width [12], [24], [25] can yield accurate results as it usemcludes the delivery ratio of data and ACK frame trans-
the same data rate for probing a link as that for actual datassions? Thus, the measurement results accurately re ect
transmissions over the link. However, frequent probingrd | the link-quality of actual data transmission. Again, in the
to each neighbor incurs a higher overhead than BAP. As thiet example, because ACK packets of a small size are
number of neighbors increases, probe packets might tharotilsually successfully transmitted in the severe interfeseas
the entire channel capacity. shown in Figure 1(c), uni-directional measurements ddrive
Finally, without injecting probe packets, passive monitgr from the high-quality link direction of DATA transmission
yields accurate link-quality measurements without inicgr and the reverse-direction quality of ACK transmissiongphel
any overhead. Signal-to-Noise Ratio (SNR) monitoring may [effectively identify asymmetric link and guide nod& to
the cheapest, but it is shown to be not strongly related wehictdirectly transmit packets to nod® without taking a detour
link-quality [5]. Self-monitoring [10] could be attracgvdue path.
to its use of actual data-frame transmission results. Hewev 3) Flexibility and feasibility: Measurement techniques
it also incurs a large overhead in probing links when theee af st he exible enough to cope with time-varying link-
no data packets sent over them. quality. First, aperiodic measurements, which capture link-
2) Link-asymmetry-awareness: Measurement schemesquality only for a certain period as in [26], [27], might beeth
must be able to identify and exploit wireless link asymmetrgimplest way to monitor link conditions. However, it yields
that results from interference, obstacles, or weatheritiond poor measurement accuracy in wireless environments due to
[1], [15], [16]. For example, if there is interference in therequent link-quality uctuations or requires signi caeffforts
vicinity of node A, then signals from a remote nodieto A to determine the optimal measurement period.
might be disrupted, whereas signals from nédare normally ~ On the other hand, the simplen-demand link-quality
strong enough to overcome the interference. WHilenight measurement used in MANETs [28], [29] might be cost-
reachA via nodeC that has high-quality links to both andB, effective. However, it mainly focuses on link connectiviiye.,
nodeA can use the direct link t8, saving network resources.a binary value) instead of actual wireless link quality. &Eve
First, BAP has limited asymmetry-awareness. It was originough several approaches (e.g., [30]) have been proposed
nally designed to be aware of link asymmetry [12], [15]. BARo elaborately measure link-quality using SNR, their main
independently measures the qualif the link's both direc- purpose is to maintain stable connectivity, rather tharptcg
tions, and then multiplies them. However, the results are hb the link dynamics in real time.
directional—giving the same link quality in both directiens Finally, the measurement techniques have to be easily
due to the same type of probing used in both directiongnplementable and deployable in existing WMNs. BAP and
and often under-estimate the quality of asymmetric linkanicast-based approaches can be implemented at any drotoco
Figure 1(a) shows the packet-delivery ratio of each diogcti layer without requiring any signi cant system change. Rass
of an asymmetric link in our testbed, and Figure 1(b) is monitoring can be developed in the network and MAC layers.
sample measurement result of BAP over the link for a longowever, it needs to exploit the information from the MAC
period (4000 s). As shown in these gures, even though of&yer, which might not be available to the public [31].
direction of link has good quality (upper curve in Figure
4Although unicast-based probing includes transmissions in both di-

3For the time-being we use the delivery ratio of data frames of linlections of each link, we use the term “uni-directional” to emphasize
A! B as the link quality. We will elaborate on this in Section IlI-B.the dominant effect of a data-packet transmission on link quality.



IIl. THE EAR ARCHITECTURE Algorithm 1 EAR at nodei during Cx

. . . . . 1) During a Measurement-Period2 (Cx 1;M
This section details the architecture of EAR. First, the' )for evgry neighbor nodg do 2 (Cx M)

design rationale and main algorithm of EAR are outlined. S a monitoring scheme for the link from nodeo |
Second, we de ne the link-quality parameters that EAR deals if Sj == PASSIVE or ACTIVEthen
with, and then describe its three measurement schemes,. Next monitor egress traf ¢ to node

else if Sj == COOPERATIVEthen

we explain FTARS cross-layer interaction, and nally arzgy monitor egress traf ¢ from nodeto k that nodg overhears
the complexity of EAR. end if
if nodei received a cooperation reques} from nodej then
] overhear cross traf ¢ from nodg to node”
A. Overview of EAR end if

. . end for
EAR is a low-overhead and high-accuracy measurement )
At the end of a Measurement-Peridds My

. S . (2)
framewo_rk that is aware of asymmetric wireless links and for every neighborj do
also easily deployable in 802.11-based WMNSs. EAR has the  1ecord measurement results from ndde nodej

following distinct characteristics. if nodei received a cooperation reques from nodej then
Hybrid approach EAR adaptively selects one of three enze:;d nodg a report of overhearing traf ¢

measurement schemes (passive, cooperative, and active) end for

to opportunistically exploit existing application traf@s  (3) puring an Update-Period,2 (My: My + Uy)

probe packets. If there is no application traf ¢ over a link,  process a measurement report(s) from other nodes, if any
EAR uses active probing on the link at a reasonable cost4) End of an Update-Period,= My + U, (or,t = Cx)
Otherwise, EAR switches itself to passive or cooperative for every neighborj do

monitoring that gratuitously uses existing traf ¢ for cetit- Ca'°;ﬂat(t3 the_tqualitxl/ Of_t"hnk f(fonll_nOdEtZO)Jf USin% Eq. (1)
H S H H H run the transituon algorithm (in Figure or noge
ing the link-quality information. if transition to COOPERATIVEhen

Unicast-based uni-directional measuremeAR uses choose nodéd that nodej can overhear
unicast(instead of broadcast) in each direction of a link for send a cooperation requek) o nodej
measuring its quality. Unicast, which uses the same setting €IS iftransition to ACTIVEthen
as the actual data transmissions, allows different schémes enzcik;edule active probe packets
generate homogeneous measurements. Moreover, since thegng for
quality of each link's direction is independently measured
via unicast, the measurement results are uni-directional.

Distributed and periodic measuremenEAR indepen- B. Link-Quality of Interest
de_ntly measures the guqlity of link from.a node to its every AR focuses on link cost and capacity as link-quality
neighbor in a fully-distributed way. This measurement i§arameters, which are de ned as follows. First, the linktdes
also taken periodically to cope with the varying link-q#ali 4e ned as the inverse of the delivery ratid) (of MAC frames.
and its period is adapted based on a link-quality history. Thjs de nition re ects the expected transmission count atk

Cross-layer interactionEAR is composed of “inner EAR” data frame. The costC) of link A! B is calculated by
(IEAR) that periodically collects and derives link-quality 1 N
information in the network layer and “outer EARSBEAR) C= o and d = (1 ) d 1+ N—S Q)
that monitors egress/cross traf ¢ at the device driver. Sehe ! t
two components interact across the two layers to intelfthere di is the smoothed delivery ratio, a smoothing
gent'y exploit MAC_layer information W|thout any mod| - ConStanﬁ Ns the number of successful tl’ansmiSSionS, md
cation of MAC's rmware. the total number of transmissions and retransmissionsgluri

EAR' I : be d ibed in f _almeasurement period of theh cycle.
s overall operation can be described In four sequential pap 5150 measures link capacity by using the data rate

steps as shown in Algorithm .1' Fir;t, during a measureme(%tained from MAC frame transmissions. The data rate can
penold M), every node monltprs link quality using one Ofbe an upper bound of capacity that the link can achieve, and
pa;sr:\l/:)e, cohoperatlvhe, an dd Mactlve rgeasureaner;‘t schemes i®%sed to derive a net capacity along with link cost via such
neighbor. Then, atthe end bf,, a hode recor ‘Q’,t € measur_eﬁinetrics as ETX [15] and ETT [12]. In EAR, the rate is derived
link qual_|ty and exchanges the |_nformat|on with nelQ_Jhbgrmbased on the recent statistics of dominantly-used rateeat th
nodes, if necessary. N?Xt' during an upda_te pgnU;;I),( MAC layer during the previous measurement cycle. This is
nodes.process link-quality repo.rts from their neighbofs, done jointly with the collection of the link costNG: Ny).

any. Finally, after an c;rdered pair o, and Uy .(called th_e Upon completion of data transmission to its neighbor, EAR
measurement. cygle!:x ): each n'ode updates its chal, IInk'updates the frequency of the data rate used. At the end of
state table with directly and indirectly measured linkdgya the measurement cycle, EAR uses the frequency to infer the

Lﬂz);n;iil(é;&énd then decides on its measurement scheme MAC's current data rate for the neighboring node. This sinpl

6We set to 0.3, but also evaluate other values dffor link-quality
5We setCy to 10 seconds (=99« ) + 1s (Ux)) in our evaluation. awareness, as shown in Figure 13(b).



yet cannot provide as accurate results as the passive scheme
(that uses the actual traf c).

In a WMN, there is usually enough egress and relay traf c
through each node. EAR employs the passive scheme to
accurately measure link quality by capitalizing on thislrea
traf ¢ while minimizing the measurement overhead. There, ar
however, several design issues to be resolved before using t
scheme as follows.

i

Heterogeneous packet sizd$e packet size greatly affects
the delivery ratio [5] (also shown in Figure 1(c)), and thas,
Fig. 2. Three measurement schemes and their inter-transifigf consists ~ Meéasurement scheme has to derive the ratio by using packets
of passive, cooperative, and active measurement phases! 8asee amount ~ of same or similar size in order to obtain accurate and
of egress/cross traf € Tegq; Terss ), EAR adaptively switches from one  consistent link cost. EAR's passive scheme monitors packet
measurement scheme to anotH@fresh and Cyyresnh  are the thresholds . .
for passive and cooperative schemes, respectively. W'thm a 100-byte range of each of three popular sizes l_-lsed

in the Internet [33]—60, 512 and 1448 bytes—and derives
the link cost corresponding to each size. EAR can also
algorithm enables EAR to work with any rate-control scheme measure the link costs for other packet sizes similarly, or
(e.g., xed, autg) in MAC and yields accurate link-capacity by using the estimation technique in [10].
information without incurring any communication overhead Network-level vs. MAC-levePassive monitoring can be
Note that even though EAR can be easily extended toimplemented at either the network layer or the MAC
measure other parameters, such as delay and jitter, asba@scr layer. The network layer solution is simple, but requires
in Section VI-A, we will focus on the link cost and capacity a neighboring node's feedback on each successful packet
as main link-quality parameters in the remainder of thisgpap  delivery. This consumes network bandwidth, and its result
is oblivious of the retransmission results at the MAC layer.
C. Hybrid Approach EAR ehmmate; th.|s overheapl py placing itself at a dewcle
. ] ) ) _driver and monitoring transmission results based on MAC's
As mentioned earlier, EAR consists of passive, cooperativeyiit-in ACK mechanism without additional cost or MAC
andhac;t::/e ng)eatsrl;lremer;]t scdherlr;e?,ﬂ\:vhich arr]e Complir_negary LPnodi cation (see Section V-A).
each other. On the one hand, all of these schemes unicast pro . . .
packets through which any of the schemes provides consistennlijfmzftic':ﬂn’/'\a;n;o:jn;ﬁgn'Eﬁvzrgbﬁgff;?gdtousi) elm\:lcﬁji d
measurement results. On the other hand, although one scheniﬁ : e get

: : . . e dif culty of modifying MAC rmware. Proprietary
(i.e., active probing) provides accurate measurementitsesu MAC rmware makes it very dif cult if not impossible
(e.g., 7% error ird as we will see in Section IV-B) compared . . y . P ’

. for designers to modify MAC for direct use of chan-
to BAP (34% error), the other schemes can further improve thenel information. Throudh a device drivers interface. EAR
accuracy (1.5% error) by opportunistically exploiting alets . g . e

can access MAC management variabl@sRetryLimit

egress/cross traf ¢, if any. . .
. . . . Exceeded, TxSingleRetryFrames, and TxMultiple
Figure 2 depicts the EAR's hybrid measurement approachRetrylzrames 8_%0 infe>; transmission results. P

based on the three schemes. When a measuring mojle (
has egress traf cTeqq, to a neighbor noden), m passively ~ Suppose, as an example, that noblehas (statistically)
monitors the traf c. WhenTeqq decreases below a certainenough egress traf c to nodB. Then, A requests its device
threshold,Pyresh ,/ M nds another neighbor node to whichdriver to record the status of each of its packet transmissio
m has egress traf ¢ and that can overhear the traf ¢, and The device driver then keeps track of the three variables of
cooperatively (with node n) measures the quality of link MIB for the trafc, and derives the number of successful
m! n. Finally, when the actual trafc over the link is low transmissionsNs), the total number of transmissionsly(),
(< Ciresh ), M actively measures link quality by unicastingand the data rate. Next, at the end of a measurement period
probe packets over the link. Next, we give a detailed accou;), EAR at the network layer obtains the measurement
of each measurement scheme with its rationale. results from the device driver. Finally, at the end of an upda

1) Passive measurement via egress traf c:When there period {;), it derives link quality using Eq. (1).
is enough egress traf c, EAR favors passive monitoring over 2) Cooperative measurement using cross traf c: EAR
active monitoring for its accuracy and ef ciency. The passi switches to cooperative monitoring when a measuring node
scheme (e.g., [10], [32]) can collect accurate and stahle li (e.g.,B in Figure 3) has no egress traf ¢ to a neighbor node
quality information from a large volume of existing datafta (C), but to others4). We call the neighbor node with no traf c
without incurring any overhead. By contrast, many activa “cooperative” node. Due to the broadcast nature of wiseles
schemes (using either broadcast or unicast probe packeats as

[15], [24], [25]) must consume network resources for prghin  8Note that these variables are specied in IEEE 802.11 stan-
dard [17], and most of 802.11 chipsets, including Prism, Hermes and
"We set bothPyresn  and Ciresn  to 10, which is the rate of active Atheros, provides interfaces to access these variables from a device
probing (e.g., 1 packet per second during a 10-second measuteycle).  driver or above [23], [34].



accuracy, as we experimentally show in Section IV-B.

Selective overhearingA cooperative node has to selec-
tively overhear cross traf c whose data rate is the same
as the rate from a measuring node to itself as if it were
the destination of the traf c. Because the data rate affects
greatly the delivery ratio as we will show in Section
V-C2, overhearing all cross traf ¢ with different rates ids
inaccurate and noisy results. In EAR, the measuring node
(B) selects, based on its local information, neighbor nodes
(A) that the cooperative nod€) has to monitor, and then
includes the selection in its cooperation request message
(i.e., CooperateREQ (A)) sent to the cooperative node.

Ambiguity of retransmissionsThe cooperative scheme

+ ) - must exclude packet retransmissions in measurements, sinc
O e R ) ‘ | retransmissions are not caused by the link to the cooperativ
G - 5 - node. In addition, retransmissions cause both the measur-
\ ( ing node and the cooperative node ambiguity in counting

overheard packets. In Figure 3, because the cooperative
fo s & o of nodd i o i node. O node C) cannot receive duplicate frames from its MAC
1g. o. Xample or no 'S cooperative monitoring wi no . nce . . .
nodeB exchanges a cooperation message @iCooperateREQ : source layer even in the promlspuous mode, the measuring #Bode
MAC address(B), overheard MAC address(A)), nd@@switches its NIC into  cannot use the retransmitted packets for measurements (e.g
a promiscuous mode and starts overhearing traf c from nBde nodeA. the fourth overheard packet). Also, if there are multiple
Then, it sends the overheard results back to nBdgCooperateREP : —— :
report Cy), overheard MAC address (A)) retransmissions, the cooperative node canno; count tak tot
: number of packets that are successfully delivered to node
C, due to a single retry bit in the frame and the ignorance

) ) of duplicate frames at MAC (e.g., the last overheard packet
media, the cooperative nod€)(can overhear the traf c from  delivered to node).

the measuring nodeBj to the other neighborsAj—we call

the traf c cross traf c. The overhearing result is then used
for the measuring node to derive the quality of ligk C. b
This scheme not only helps the measuring node avoid t

active probing, but also improves the measurement accur%(c)iynodeC On receiving the request. nod® switches its
by using a large amount of cross trafc. Note that al nOdeIﬁIC modé to the promiicuous r?mde' and starts to overhear
in WMNs are assumed to faithfully cooperate. Preventir}%e trafc from B to A At the samé time. nod® also
malicious behaviors, such as DoS attacks, is beyond theasc%%gins counting within.the cross traf rst-'time sucehs|

of this paper. e S
i pap , ) transmissions G;)—the number of total transmissions for
To incorporate this scheme into EAR, we must resolve thgeasyrements. In the second update period, a report of over-
following design issues. heard resultsGooperateREP (Cp)—the number of successful

Overhearing cross traf c The promiscuous mode in IEEE transmissions—as in Figure 3(c)) frafhis sent toB, and then
802.11 NIC allows each node to overhear data fram@snew delivery ratio (i.e.g> = 2) is calculated. Note that
destined for nodes other than itself. Due to the broadcadt messages are reliably delivered to the destination siode
nature of wireless media, packets with the same netwdfkough timer-based message/ACK handshakes.

ID (or ESSID) can be captured by MAC and sent up to the 3) Active measurement using shared unicast:When
upper layer. EAR at a device driver can choose this mogée_re is no egress/cr_os_s traf c, EAR swltches to active mon-
upon making/accepting a cooperation request, and monitéing and opportunistically sends unicast probe packets
the cross traf ¢ immediately. Even though this cross traf ('€ighbor nodes. Since it uses unicast-based probing, EAR ca
consists of data-frame transmissions in one direction ofcg!l€ct more accurate results than broadcast-based robin
link, the cooperative scheme yields measurement accur&e) the other hand, by employing “cooperative” monitoring,
comparable to the passive scheme's. While the passive argR ¢an reduce the active probing overhead to as low as
active schemes use data/ACK frame transmission resultsBP's overhead (e.g., 1 packet per second). Also, it carméurt
measurement, the direction of ACK transmissions sho/gduce the probing overhead by adaptively adjusting thbepro
mostly a good delivery ratio even over a highly lossy linfréquency based on the history of the link's quality.

(see the case of 80 bytes in Figure 1(c)), due to its small TO |.ncorpor.ate .th|s scheme into EAR, one must address the
packet size (64 Bytes) and low/reliable transmission ratgllowing design issues.

(2Mbps). Therefore, link quality is mostly governed by Minimize the interference caused by probing trafithere

the direction of data-frame transmissions, and the use ofare cases when a node needs to do active probing of link
cross traf c makes a marginal impact on its measurementto one of its neighbors even though a channel is heavily

Let's consider the example in Figure 3(a). In the rst update
eriod, nodeB decides to use the cooperative scheme, based
n the algorithm in Figure 2, to measure the quality of link
C by using traf c B! A. Next, CooperateREQ (A) is sent



used by others. For example, in Figure 4, (a) a channel
is used byA, B and D, but C needs active probing of
links to the other three, and (B) has enough ingress traf ¢
(e.g., video streaming), but it needs to probe linksBto
and C. EAR reduces the probing overhead by sharing the
probe packets via cooperative monitoring. In Figure 4 (a),
C probes only the link toA and also measures the quality
of links to B; D through cooperation witB8 and D, which
overhear the probing traf c fromC to A. Note that this

is different from BAP in the sense that probe packets are
transmitted at the same rate as that of data transmission
(as opposed to a broadcasting rate).

Reduce the probing overhead on stable/idle links link In
has a small quality-variance and experiences low actsyitie
EAR need not trigger active probes often. Thus, it uses
an activity-based backoff timer that (i) is exponentialty i to
creased upon its expiration, with an upper boumah@low), tiv
if the variance/activity has been below a minimum thres
old, and (ii) linearly decreases every measurement cycie. &

Fig. 4.
egress/cross traf ¢, and thus needs active probing whiterohodes do not.

S
Need for active monitoring: In Figure 4(&), does not have any

Figure 4(b),D has ingress traf c, but the opposite direction does not.

be in the 11 Mbps-group arid the 2 Mbps-group, respec-
ely. Also, based on the backoff timeZ,schedules the active

fprobing to the 11 Mbps-group rst. During the rst update
eriod,C broadcasts a cooperation requesttiyeCooperat

the other hand, if there has been either the minimum activREQ(B)) indicatingB's cooperation. Then, for the following

or quality- uctuation {var), EAR resets the timer to 0 an

gMmeasurement period; triggers the active probing té and

triggers the active probing, as described in Algorithm g.(1measures the quality of link! A andC! B through pas-

Need to probe at different rate®\ measuring node that
uses several data rates to its neighbors cannot “shares pr
packets with all neighbors. Instead, the measuring no

m

turn, generate lots of probe packets during one measurem
cycle. To reduce this possibility, EAR distributes a set

probing packets over several cycles during which it is n%
scheduled to probe links due to its backoff timer. Because

sive and cooperative monitoring, respectively. In the sdco
easurement period; schedules the active probing to the 2

i

needs the same number of sets of probes as the numbegtg[)
data rates the node uses for its neighbors, which might,tma

ps-group (i.e.D) based on the above scheduling rule. In
third update period, if the link€!' A and C! B show

le quality and had no activity, EAR skips its probing for
11 Mpbs-group and schedules the probing for the next

H)tup (i.e.,D) if its backoff timer has been expired.

Cross-Layer Interaction

links are idle under the active scheme and the backoff timerAS Shown in Figure 5, EAR's two-tier architectureEQAR
increases exponentially, there are usually enough unuSttfl 0OEAR) allows for cross-layer interactions as well as easy
cycles to accommodate all sets. If not, EAR schedul&&tension of EAR to support multi-radio WMNs.

probes for all data rates in a round robin fashion over

Access to information on underlying layes explained

available cycles so that every rate has an equal chance tin the hybrid approachiEAR at the network layer uses

be probed (see Algorithm 2.(2)).

Let's consider an illustrative example. Suppose n@la
Figure 4(a) switches to active monitoring. Based on its-link
quality variance and data-rate histofy, classi es A and B

Algorithm 2 Active-probing scheduler (ever@, in a node)

(1) Update an exponential back-off timetj) (
for every link i do
if ti == 0 then
wi (wi 2> window ) ? window : w;
ti  rand(O,w;)
end if
ti  (variance; >var) ? 0 :t;
end for
(2) Select an active-probing group for the next measure-cycle
for every active-coop group do
if g has links with expired back-off timer then
G G[fagg
end if
Onext groupg 2 G that has waited for probing most
schedule active-probing to gro@Rex: if gnext exists
end for

2

1

information on the MAC layer througbEAR in a device
driver. Recently, a couple of open-source device drivers
provides various interfaces to access those information. F
example, the MADWIFi [23] device driver includes Hard-
ware Abstraction Layer (HAL) for Atheros [35] chipsets to
access or con gure parameters in the MAC/PHY layers.
EAR's design allows to use this capability for accurate
and exible link-quality measurements by decoupling link-
quality monitoring from link-quality management.

Architecture for multi-radio extension of EARoday's
WMNs are usually equipped with multiple radios [12],
[18], [19] to increase network capacity. EAR can be easily
extended to support link-quality measurements on multi-
radio WMNSs. As shown in Figure 5(b), EAR's architecture
can accommodate as many interfaces as possible in each
mesh router. Basically, EAR simply requires an additional
monitoring module ¢EAR) per NIC and interacts with one
management modulEAR, making EAR scalable.

Pull-based cross-layer interactio€ross-layer interactions
in EAR rely on pull-based message exchanges. For each in-
terface (NIG), individual oEAR; in its device driver PD )



Fig. 5. Cross-Layer Approach in EAR: EAR's two component®.(i.

iEAR and oEAR) interacts with each other to derive accurate link-tjyal Fig. 6. Simulation topologies: We used the above topologiils different
information (Figure 5(a)). In addition, this approach eeshEAR to support traf c and shadowing model values to evaluate the accuracEAR. The
link-quality measurements for multi-radio WMNs as shown in Feg6(b). bottom of each topology shows the change of link quality imm@etdomain.

monitors network traf ¢ that is passed through the integfacthe different values to simulate asymmetric and varying-lin
and extracts the monitoring results. TheéEAR in the quality. CMU 802.11 wireless MAC extension ims-2is used.
network layer periodically pulls the monitoring informai Throughout the simulation, the following parameter sg#in
from eachoEAR and aggregates the information. Based omere used. First, RTS/CTS handshake was disabled to study
the aggregated results AR updates routing protocols andthe effects of link-quality uctuations and co-channel ént
coordinates the monitoring schemes across multiple NIC&rences. Second, UDP ows were mainly used to emulate

Implementation details for the cross-layer approach véll ijersl trag ¢ with ?p(;axpoc?efnti?l distrib;tion and a packete
provided in Section V-A, and a prototype of EAR's multi-radi ©f 1000 bytes. Third, a default MAC data rate was set to 11
extension will be discussed in Section V-C5. Mbps. Finally, all experiments were run for 1000 secondsd, an

the results of 10 runs were averaged unless speci ed otkerwi
Note that we intentionally did not use a rate control aldporit
E. Complexity of EAR because of the lack of relation between a radio propagation

The operation of EAR consumes less network resourcéwdel and different modulation schemes. The SNR-based
than the broadcast-based approach due mainly to its usg@#io propagation model relies on a unit disc model, which
hybrid monitoring. As the egress/cross traf ¢ increase8RE has limitations in simulating realistic channel charastars
in each node passively monitors its traf ¢ at the sender,sid®]- However, we enable the control algorithm and evaluate
eliminating the need for active probing. With cooperatingR over real wireless links in our test-bed, as we will show
monitoring, EAR only requires a periodic report message pér Section V-B.
cycle from a cooperating node to the measuring node. Since
the cooperating node sharesello message to send a reporg aAccuracy
every cycle, its overhead is negligible. Finally, even iseaf
active monitoring, EAR's resource consumption is less than
that of the broadcast approach due to its exponential active
timer, triggering active probing less frequently.

We show the accuracy of EAR with uctuating and asym-
etric link-quality and compare it with the accuracy of BAP.
1) EAR: We rst evaluated the accuracy of each of EAR's
measurement schemes. To simulate time-variant asymmetric
link-quality, we set the quality of a link's one direction {Ip

IV. PERFORMANCEEVALUATION to the default value, 4, of the shadowing model, while the
We conducted simulation to evaluate EAR under controlle@pposite direction (D2)'s quality is set to 4 during [Os, 28R0

environments. We rst describe our simulation model anchthdo 8 during [200s, 600s), and to 12 during [600s, 1000s].
present the evaluation results of EAR. Given this scenario, we used T1 of Figure 6 to evaluate the

passive scheme by measuring the delivery ratio, while ngni
) . one UDP ow in both directions at 1.0 Mbps. We also used
A. The Simulation Model & Method the above settings without UDP traf c for the active scheme.
The ns-2[36] is used to evaluate the advantages of EARinally, we used the topology T2 and one UDP ow froih
under the approximated link-quality models. The simulatioto A for the cooperative scheme; while changing the quality
was run on the topologies of Figure 6 for evaluating the accaof link B! C to the same as D1 and D2 each, we measured
racy of both EAR and BAP as well as random topologies fahe delivery ratio over the link betwedhand C.
evaluating EAR's scalability. Note that nodes in all topyiks Figure 7 shows the progression of the delivery ratio mea-
do not move (as in mesh networks), and two adjacent nodaged by EAR and BAP for stable (D1) and unstable (D2)
are separated by 150-200 m. directions of a link. First, EAR's passive and cooperative
In all simulation runs, we used the shadowing radio progchemes show almost the same results as the ideal case
agation model in thens-2to simulate time-varying wirelessas shown in two upper gures of Figures 7 (a) and 7
link quality as suggested in [20] and adjusted the standerd ¢b). Speci cally, the root mean-square errors of the passiv
viation of the model as a link-quality parameter. The staddascheme's delivery ratiorfnseq) are 0.012 for D1 and 0.015
deviation is based on the values in [36], and a wireless alanfor D2, and those for the cooperative scheme are 0.017 and
is modi ed so that each direction of the channel can be set @021. It is worth mentioning that the use of cross trafc



1 1 1 . 1 !
kel 2 2 2
308" g o0s¥ T 0.8 W——" 1% 0.8 T
206 1206 2061 2061
2 2 2 2
T 041 13 0.4 T 041 1T 041
o 02 Passive ) ) o 0.2 L®Coop ) ) =] 02 Passive ) ) =] 0. L® Coop ) )
“o 200 400 600 800 1000 O 200 400 600 800 1000 o 200 400 600 800 1000 0O 200 400 600 800 1000
1 Time (s) 1 Time (s) 1 Time (s) 1 Time (s)
o s & ! o " ! ! ! o ) ! i o ! !
© 08 Y il T 08 & & %® ¢ 1 ToOS8 © I
> L » > 9.? N" %oe” ‘o.' . e L > L >
S 06 S 0.6 [on [ W X) e, $ 06 S
2 2 d eV W e Q% > 2
© 0.4 o 04 o o=° o ] © 041 ©
o o2 L® Active . . o 0 L=BAP, . . o o2 L® Active . . aQ o . .
“o 200 400 600 800 1000 O 200 400 600 800 1000 “o 200 400 600 800 1000 O 200 400 600 800 1000
Time (s) Time (s) Time (s) Time (s)
(a) Stable direction (D1) of a measured link (b) Unstable direction (D2) of a measured link

Fig. 7. Accuracies of EAR and BAP: Figure 7(a) shows that EABIdg accurate results close to the ideal values (solids)inehile BAP generates
uctuating and skewed results, affected by unstable dioectFigure 7(b) shows that EAR accurately measures the ligity even with unstable link states,
whereas BAP shows inaccuracies and large variances.

in the cooperative scheme makes a marginal impact on the
measurement accuracy (e.g., 0.005 differencenise over

the passive scheme), conforming its design rationale. @n th
other hand, the both schemes quickly adapt themselves to the
change of link quality—rmseof the ratio's standard deviation
(rmses) is 0.002 and 0.003 for the passive scheme, and 0.002
and 0.006 for the cooperative scheme, respectively—thanks t
the use of a large portion of existing traf ¢ as probe packets
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On the other h_and' the accuracy of the active SChe_me lﬁ& 8. Effects of the number of neighboring nodes on overbead
between the previous two schemes' and BAP's accuracies. For
example, for stable direction (D1), the active scheme &see
rmseq (0.064) by a factor of 4 over the passive schemg. scalability

whereas BAP increasesnsey (0.287) by a factor of 26. : . .
Even though the active scheme increases the error rate du}éve evaluated the efciency and scalability of EAR with

to the small number of probe packets, the error rate (7%) e}sgrge numvt\>/(|avr”\?f ne|ghb9r(|jngt]hnoo%s'[ct>) S|m;1lateda I?rge 5
much lower than BAP's (34%). Moreover, the active sche ense , We varie € number of nodes from

successfully captures link-quality asymmetry (in corttrizs to d9§ in an area of 200 T dZOO m. We measure? a |
BAP), as shown in two lower gures of Figures 7(a) andl0U€s average message rate during a measurement cycle,

7(b). Note that the error in the active scheme is slightl n_cluo_ling th_e numbe_r of control and active probe packets. In
large due to the probabilistic nature of the shadowing chhn IS s|,|mu|at|on, we did not traljsport any tfaf ¢ to evaludne .
AR's worst-case overhead (i.e., the active scheme) and did

model inns-2 However, as we will show in Section V-C2, it with BAP th h which h node iniect
the active scheme evaluated in our testbed incurs only 1.655mpare 1t wi rough which each node injects one

error, whereas BAP incurs 10.4%, demonstrating EAR's*i;{biIiprObe packet (of 1448 bytes) per second.

of accurately capturing link quality even under complex and Even in the worst case, EAB measuremgnt oyerhead§ are, on
realistic channel conditions. average, only one half of BAP's, thanks to its activity/zarte-

based backoff timer. While maintaining a given measurement
variance, EAR effectively avoids unnecessary probing & id
links. As shown by Figure 8, in case of low node density (1-
10 nodes), EAR's overhead is a one-sixth (ewjindow=4,

2) BAP: We also evaluated the accuracy of BAP for th@ "EAR-WA4") of BAP's. Even though the timer expires
purpose of comparison with EAR. We used topology T1 iﬁasny (thus increasing the overhead) as the number of nodes
Figure 6 with no trafc, and measured bi-directional linkncréases (1070 nodes), EAR also reduces the overheads by

quality based on the link cost in Eq. (1). As shown in two BAR" average of 50% (e.gwindow=16, or "EAR-W16") of
gures in Figure 7, BAP yields poor measurement accurady\P'S: by adjusting the maximum window size of the timer.
(i.e., rmseq is 0.287 for D1 and 0.158 for D2), due mainlyEVeN in a highly dense environment (70 nodes), EAR's

to the bi-directional nature of BAP. BAP's accuracy is 4 tsne®vVerhead does not surpass BAP's. Even though BAP can
worse than the active scheme's and 26 times worse than 8@9Pt this timer to reduce overhead, BAP triggers the timer

paSSIVe. Schemes. O.n thg other hand, alt.hOUQh BAP Is sensil °The neighboring abstraction in EAR is not deterministic but
to vz_":lrylng Ilnk-quallty_(l.e., D2) E_md yl_elds meas_urememﬁrobabilistic. That is, EAR actively colleckello messages from one-
relatively close to the ideal case, its variance is stilb@d hop-away nodes and maintains links whose quality (packet-delivery
twice) larger than the active scheme's (Figure 7(b)). ratio) is greater than a minimum threshold (0.2).
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V. SYSTEM IMPLEMENTATION AND EXPERIMENTATION

‘

every measure-cycle because of its sharing of probing pecke ﬁl E
with all neighboring nodes and its error (large variance) in ¢
measurement (see Figure 7). —

We also implemented EAR in Linux-based systems and o
evaluated it on our testbed. We rst give the architectural b
details of this implementation, and then describe our exper
imentation setup. Finally, we present the experimentalltgs

A. Implementation Details
. . . . Fig. 10. EAR testbed: 10 EAR nodes are placed on either gepisnels
We implemented EAR in Linux-based systems with botbr high-level shelves to send/receive strong signals instmee oor of our

Pentium-based devices (e.g., laptops) and StrongARMeba&epartment building (70 m 50 m).
devices (e.g., Stargates) and Lucent IEEE 802.11b NIC.

1) iEAR at the network layer: As shown in Figure 9, . ) . o
iEAR is implemented in the network layer as a loadabi@ere are route changes. Finalgighbor discoverynaintains

module of net lter [37] and is composed of the followingn€ighbors by exchanging periodiello messages.

six components. Firstask queue with timerss responsible  2) oEAR at a device driver: oEAR is implemented as
for releasing periodic EAR messages, such as cooperationdgb-functions in an Orinoco 802.11 Linux device driver, and
quest/reports, and triggering measurement/update eWéex$, js composed of two monitoring functions (i.e., outgoing and
message and task processwocesses the EAR messages anficoming traf ¢ monitoring) and several interfaces witBAR
dispatches them to the corresponding task functionEAR. and MIB, as shown in Figure 9. Firsbutgoing traf ¢ mon-
If necessary, it sends/receives periodic reports and s¢§|Ugtoring observes the egress trafc to each neighboring node
to/from neighboring nodes. and collects transmission statistics suciNas N; and a data
When measurement timers expineeasurement componentgate, based on MAC MIB information. Nexncoming traf ¢
in the middle of Figure 9 take measurements and derive lipkonitoringoverhears cross traf c. When there is a cooperation
states as follows. First, the measurement scheme selegteddyuest fromiEAR, oEAR switches the mode of NIC into a
EAR records the measurement results obtained fronoB#R  promiscuous mode and begins overhearing the cross trafc
(stamper), and then exchanges the results with neighbori&ween two neighbors. FinallpEAR has severainterfaces

nodes during the update-period, if necessary (exchanger). through which it requests transmission/reception regtdts
nally, it updates link states and determines which measemémthe MAC layer (i.e.,EventTx, EventRx ) and periodically

scheme to use for the next measurement period (transiliongelivers collected statistics AR (i.e., ioctl).
Link-state table and disseminatapdates the local link-
state table at the end of measurement cycle. Then, the update
information is periodically disseminated to every othed@o
(e.g., once every 30s) through a sequenced ooding mess%e
and is re ected to other nodes’ link-state table. Based on1q gyaluate our implementation, we constructed a testbed

the update information, theouting-table managerlocally i the Electrical Engineering and Computer Science (EECS)
calculates new routing paths with link-quality-aware mgt g jiiding at the University of Michigan. This building has

metrics, including ETX [15] and ETT [12], and invokesigoms with oor-to-ceiling walls and solid wooden doors,dan
a kernel function that updates the kernel routing table, jifys relatively straight corridors. This environment pdes

enough multi-path effects from obstacles and interferdrmwa

public wireless services.
[

Experimental Setup

In this environment, we deployed 10 nodes in the topology
of Figure 10. We placed 5 laptopd (—N 5) in different of ces
and 5 stargatesN(6-N 10) along the corridors. All nodes
were deliberately placed on either ceiling panels or higtel
shelves to send/receive strong signals to/from neighbors.

All nodes were equipped with the same Lucent IEEE
802.11b PCMCIA card and were equipped with EAR. Each
card operated at channel 11 (2.462 Ghz), less crowded channe
in the building, and was set to use a built-in automatic rate

(- control algorithm (i.e.auto) for its data rate. Next, each node
dynamically loaded EAR into both the device driveEAR)
Fig. 9. EAR's software architecture: EAR is composed ofiBAR at the and the network layeiEAR). Finally, BAP was implemented
network layer and aEAR at a device driver. and tested for the purpose of comparison.
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Fig. 11. Benets of EAR's hybrid approach: EAR effectivelx@oits existing traf ¢ for their measurements through thebhgl approach. While increasing
the number1f; ) of UDP ows in our testbed, we measured the average number ckgta that are used for measuring the quality of each link the sum
of both active probing packets and existing data packeis),the number of cycles (in percentage) used by each measursoieme.

(ai) Broadcast-based Link-Quality Measurement {b) Unicast-based Link-Quality Measurement
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Fig. 12. Broadcast vs. unicast measurement accuracy: Brstadsaally yields high link quality because it uses loweustheliable) data rate than that for
actual data transmission (top curve in Fig.12(a)). By catffBAR's active probing provides almost the same results eal jdassive monitoring (Fig.12(b)).

C. Experimental Results in our testbed such as N3, N4 and N5, whereas links with high
gggress traf ¢ are located at center nodes such as N1, N2 and

uses real data traf c with its hybrid approach for measurin S, wh_ere I_arge ows are often relayed. On the other hand,
link quality. Then, we show that by using the data trafc nks with high cross trafc can be placed at center nodes

EAR's unicast-based approach measures link quality more %laat ha.\;eﬂlot_:, OI rel?ty traf ¢, but might not use some links to
curately than the broadcast-based approach. Finally, we sh ransmit the traf ¢ often. .
2) Improved accuracy with unicast packetsle also evalu-

that EAR's uni-directional link quality effectively ideings : f
link asymmetry, and improves the ef ciency of utilizing th gted the accuracy improvement of unicast-based measuremen

channel capacity over BAP's bi-directional link quality. in EAR over the broadcast-based measurement._We use_d two
1) Effective exploitation of data traf c:We evaluated the adjacent nodes (N1, N2) and measured the delivery ratio of

effects of EAR's hybrid approach by measuring the number Bpk N1 N21.o with both BAP and EAR's active prgblnglfor
probe packets per link. We ran several different numbeys ( 400 cycles (i.e., 4000s). As a reference (called “ldeal®, w
of UDP ows at 100 Kbps for 40 minutes, each pair of whicf?e‘)""r""t(aly fan one UPP ow 'at 1 Mbpsl from ,Nl to N2
were randomly chosen once every 4 minutes. While increasi‘ﬂ| ? mr(]easured the.dehvery ratio by. EAR's passive scheme.'
ns , we measured the average number of packes} sed for € t a_t the passive scheme provides accurat_e r_esults as it
measurement of each link's quality per cycle and derived tf#§1VeS link-quality information from the transmission af

percentage of cycles during which each measurement sch te n;meBir\POf _alcdtuall data packtets. Dlljte :ﬁ |tstrllow, gedt
is used. Figure 11 plots representative links with différe ata rate, ylelds less accurate results than the unicas

amounts of measurement packets. based approach. The top line in Figure 12(a) shows the

While the broadcast-based approach uses a xed num gparession of one direction quality of link NIN2 with

. . dcast probing. Since actual data transmission uses 11
of probe packets (i.e., 10) per cycle, the hybrid approach poa P 9 . ) ) )
EAFI)? indeped increg\seap a)sethe r?/umber of yows inF():?eases. bps, BAP generates a higher delivery ratio than the ideal

As shown in Figure 11n, of links with high egress traf c does due to its low data rate (i.e., 2 Mbps), which is more

. L tolerant of bit errors. By contrast, owing to the use of usica
approaches 130, ang, of links with high cross traf c grows ’ .
ugpto 135 packetsn%n thle otr\:élr hafu; of links withg Io\\:vv packets, EAR's measurement results (average is 0.778 (1.6%

traf ¢ is even smaller than BAP's since EAR reduces activ%r(?)gi Séagfjr?hgivgﬁgog %%3722) irg 5(!;) seer(';(r) tgeogfg;% A
probing based on an exponential backoff timer. 791, 0.014) se (0. (10.2% error), 0.064) o,

Next, the percentage of each measurement scheme per IIrlkThis link is randomly chosen to show its link-quality among mea-

depends on the link's geographical location and traf c @att  syrements of more than 24 wireless links in our testbed. Measurement
In Figure 11, links with low traf ¢ are located in edge nodesesults of all other wireless links are discussed in the next section.

Using the above setup, we rst show how effectively EA
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(a) Var|ous Types of L|nk Asymmetry (c) Beneflts of Unl dll’eCtIOF‘Iallty

(b) Limitation of Bi- dlrectlonallty
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Fig. 13. Benets of uni-directionality's on link-asymmetrywareness: Wireless link quality is often asymmetric as shawi@a), and the good-quality
direction of an asymmetric link is under-estimated since theitgictional result is affected mainly by the poor-qualifyedtion as shown in (b). By contrast,
EAR's uni-directional link quality improves capacity efency as shown in (c).

as shown in Figure 12(b). directional link quality on utilization of asymmetric lisk We

On the other hand, the bi-directional link-quality inforbegan with a simple case using three nodes (N2, N5 and
mation derived from BAP (the bottom line in Figure 12(a)N10) and one UDP ow from N10 to N2. Since the quality
provides worse results than the ideal case. This is due @blink N2! N10's one direction is worse than the opposite
the poor quality of link N2 N1 and yields under-estimateddirection, BAP's under-estimated bi-directional measueat
quality of link N1 N2. This bi-directionality is evaluated in makes the ow detour through N5. By contrast, EAR's uni-
the following experiment. directional link quality enables the ow to directly route N2,

3) Gains of uni-directionality on link asymmetnBefore Mproving the good-put by 27.45% as shown in Figure 13(c).
showing the uni-directionality bene ts on asymmetry, westr Similarly, N9 N6! N7 and N1 N6! N7 have 35.2% and
measured the asymmetry of wireless links in our testbéd-87% good-put improvements, respectively.
and evaluated the limitation of BAP's bi-directionality ome We further evaluated how much uni-directionality improves
asymmetry. To this end, we repeated the experiment in Sectibe overall network performance. This evaluation is doni wi
V-C1. This time, we xedn; to three, and measured thesix nodes (N1, N2, N5, N6, N7, and N10), two asymmetric
delivery ratio of all links in each direction as well as bidinks (N2 N10, and N1 N7), and one UDP ow from N10
direction with BAP. to N7. As shown in thef4's result of Figure 13(c), EAR's

From extensive measurements, we found that wireless lirk@/Mmetry awareness improves the network ef ciency over
often have signi cant link asymmetry and show various inBAP by up to 114%, mainly by nding shorter paths (e.g.,
teresting characteristics, in terms of lifetime and degoée N10' N2!' N1 N7) with asymmetric links than detouring
asymmetry. Figure 13(a) shows the number of links in ofaths (e.g., N10 N5!' N2 N1!' N6é! N7).
testbed that have different asymmetry lifetimes with défe 4) Limitation of multi-rate BAP: For fair evaluation, we
link quality in each direction. For the case of ¢lift 0.1 (i.e., have also implemented the multi-rate BAP (mr-BAP) and
idtorward Opackward j >0.1), a small degree of asymmetryevaluated its accuracy. Recent advances in device drivers
occurs very often for short (4 minutes) to long periods (4&.g., MADWIiFi [23]) for Atheros-based IEEE 802.11 chip-
minutes). On the other hand, some links experience a hights enable BAP to use different data rates for broadcast
degree of asymmetry (e.g., dif-0.4) for more than 25 transmissions, through which BAP may be able to overcome
minutes of a 40-minute runtime. its limitation in measurement accuracy. To evaluate theceff

Observing the various link-quality asymmetry, we foun@f data rates, we have implemented mr-BAP in the MADWiFi
that bi-directional link quality measured by BAP is ofterflevice driver (version 0.93) on top of Atheros-based LirkSy
affected by the worse-quality direction of an asymmetnid,i 802.11a/b/g NICs. mr-BAP periodically injects a set of lokoa
thus yielding under-estimated results. To illustrate,tivis rst cast probing packets with a target data rate and derives the
derived the correlation coef cient | between bidirectional packet-delivery ratio in one direction of link. Note that we
quality (d;) of each asymmetric link measured by BAP and thiatentionally use one direction to exclude the effects fritw
delivery ratio ;) of the worse-quality direction of the asym-bidirectionality of BAP.
metric link over 40 minutes. As shown in the bi-direction&as  Even though mr-BAP improves its accuracy over the use
of Figure 13(b), BAP generates skewed measurement resufSa basic data rate, it still suffers from inaccuracy due to
More than 75% of links are closely correlated with the worsgyroprietary algorithms embedded into NICs. We ran mr-BAP
quality direction of asymmetric links (i.e., > 0:8). Next, with different data rates over a wireless link between two
we derived between forward (e.g., link AB) and backwarchodes equipped with mr-BAP in our testbed and measured
(link BA) link-qualities of each asymmetric link measurechacket-delivery ratios over 1000 seconds. Figure 14 shows
by EAR. As shown in the solid line in Figure 13(b), EAR'sthe link-quality results measured by mr-BAP with different
unidirectional link-quality measurement shows indepewee data rates as well as different amounts of data traf c. First
between forward and backward link-qualities. More than 75%s expected, using low data rates (e.g., 1 Mbps, 18 Mbps)
of links show weak correlation (0:2< < 0:2). overestimates link-quality, as shown in Figure 14 (a) and

Finally, we evaluated the improvement of EAR's uni{b) (RMSE is 0.19 and 0.23, respectively). However, mr-
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(a) BAP /w 1 Mbps of data rate (b) BAP /w 18 Mbps of data rate (c) BAP /w 54 Mbps of data rate (d) BAP (54 Mbps) /w existing traffic
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Fig. 14. Accuracy of mr-BAP: Multi-rate BAP is feasible, butaccurate in measurement. As expected, using low data ratses@averestimation of
link-quality—(a) and (b). However, using the same data ratéha actual data transmission for BAP also causes inaccai@Eyo to proprietary algorithms
built in NICs (e.g., (c)) as well as the existence of datadréd). Resultant RMSE of each BAP is 0.195, 0.202, 0.203, ar233, respectively.

Measurement in MR-WMNs Disseminating link-quality informationAlthough this paper
005 ™ link of radiol ‘ ‘ focused on how to measure link quality in WMNSs, dissemi-
0.04 |- fink O 1adi0Z oo nation of the measured link-quality information is an egual

-4 important problem. Broadcast-based sequenced ooding [40
| is one popular solution to this problem in small networks.
| There are also a couple of well-known approaches to the
dissemination problem in MANETSs [41], [42]. However, the
10 15 20 25 30 information dissemination in WMNs has several challenges to
Duration of Measure-Cycle (s) overcome, including scalability and fault-tolerance. Wal w
(a) Prototype (b) Measurement address these issues in a separate forthcoming paper.

Fig. 15. Prototype and measurement of a multi-radio mesh nod® EA Measuring Other Iink-quality parametersin _thiS paper,
implemented to support a multi-radio WMN and effectively measutee  the packet-delivery ratio and data rate—suitable for high-

quality of links across multiple radios. throughput metrics—are considered as the link-quality pa-
rameters. However, QoS parameters, such as delay and jitter

BAP with the same data rate as that for data transmissio’?ﬁou'd be measured to support real-time applications. erhes
(ie., 54 Mbps) still experiences inaccuracy in measurémeffr@meters can be accurately measured by EAR, based on MIB

as shown in Figures 14(c) and (d). One reason would [J]e7] and NIC buffer clearing time [43]. Thus, along with th_e
manufacturers' proprietary algorithms built into the Nierf Ngh-throughput parameters, EAR can support such applica-

broadcast transmission [38]. NIC manufacturers inclugrth ioNs @s VOIP, IPTV that use the time-related parameters.
own algorithms for improving resource utilization, such as
power consumption [39], which potentially causes uctoati B. Concluding Remarks

RMSE

and inaccuracy in measurements. This paper has presented a novel link-quality measurement
5) Support for multi-radio WMNsWe have prototyped a gramework, called EAR, for wireless mesh networks. EAR is
multi-radio WMN (MR-WMN) and evaluated the EAR with o064 of three complementary measurement techniques—

multi-radio extension. As shown in Figure 15(a), we havg,qgje cooperative, and active monitoring—which minemiz

built multi—radio mesh nodes, each with a low-power desktqp, probing overhead and provide highly accurate link-igyal
(Pentium-Ill CPU, 256 MB memory) and two PCMCIA-tyP€jnormation by exploiting each node’s egress and crossctraf

NICs. Multi-radio extension of EAR is implemented basegy,reover, hased on accurate and direction-aware linkigyual
on the architecture shown in Figure 5(b). Then, each ra

easurements, EAR identies and exploits under-utilized

in a_node is_tuned to a different orthogonal channel, {:md tngmmetric links, thus improving the utilization of netkor
qualities of links between two nodes are measured via EAt%pacity by up to 114%. Finally, EAR is designed to be
W'th. multi-radio extension. ) . . easily deployable in existing IEEE 802.11-based wirelesshm
Figure 15(b) shows the progression of link-quality measure oy orks without any change of MAC rmware or system
by EAR. As shown in the gure, EAR maintains accuraCyyerme| compilation. EAR has been evaluated extensively via
while supporting measurements for two radiB®SEs in the i s 2pased simulation, and experimentation on a Linux-

packet-delivery ratio for radio 1 and radio 2 are 0'917 af5sed implementation, demonstrating its superior acgwaad
0.019, respectively). Thanks to EAR's two-tier architeetu ef ciency over existing measurement techniques.

the link-quality of each radio can be measured indepengentl
Link-quality in radio 1 is stable, and thus, more tolerantof
long measure-cycle than one in radio 2. EAR can adaptively

change the measure-cycter radio depending on QoS or The work reported in this paper was supported in part by
error-tolerance requirements. NSF under Grants CNS-0435023 and CNS-0721529. This is a

superset of the paper [44] presented at ACM MobiCom 2006.
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