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ABSTRACT
Numeroustransportprotocolshave been proposedin relatedwork
for useby mobile hosts over wireless environments. A common
themeamongthedesignof such protocols is that they speci�ca lly
addressthe distinct characteristics of the last-hop wirelesslink,
such as random wirelesserrors, round-triptime variations,black-
outs, handoffs, etc. In this paper, we arguethatdueto the de�ning
roleplayedby thewirelesslink onaconnection'sperformance,lo-
catingtheintelligenceof atransportprotocolatthemobilehostthat
is adjacent to the wirelesslink canresult in distinct performance
advantages. To this end, we present a receiver-centric transport
protocol called RCP (ReceptionControl Protocol) that is a TCP
clonein its general behavior, but allows for bettercongestioncon-
trol, lossrecovery, andpower management mechanismscompared
to sender-centricapproaches. More importantly, in the context of
recenttrendswheremobile hostsare increasingly beingequipped
with multipleinterfacesproviding accessto heterogeneouswireless
networks, we show that a receiver-centric protocol such as RCP
canenable a powerful and comprehensive transport layersolution
for suchmulti-homedhosts. Speci� cally, we describe how RCP
canbeused to provide: (i) a scalablesolution to support interface
speci�c congestioncontrolfor asingleactiveconnection; (ii) seam-
less server migrationcapability duringhandoffs; and(iii) effective
bandwidth aggregationwhenreceiving data through multiple inter-
faces,eitherfrom oneserver, or from multiple replicated servers.
Weuseboth packet level simulations,andreal Internetexperiments
to evaluatetheproposedprotocol.
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1. INTRODUCTI ON
TheTCP (TransmissionControl Protocol) transport layerproto-

col is a sender-centricprotocol with thedata sender performingall
important tasksincludingcongestioncontrolandreliability. There-
ceiver participates in the operation of theprotocol, but contributes
only by sendingfeedback in theform of acknowledgments. While
numerousTCP variants and alternatives have been proposedfor
mobile hosts operating in a wirelessenvironment,all such proto-
cols still retainthe sender-centric natureof TCP [2, 3,11,14,30].
Althoughthe role of the receiver is appreciably larger in someof
theaboveprotocolsthan in TCP, it is still limited to providing more
meaningful feedback, with thesender having �na l control over all
key tasks.

In this paper, we make the casefor a receiver-centric transport
layerprotocol1 for wirelesspacketdatanetworks.Whilewepresent
in-depth discussions in Section 2, our arguments arebased on the
following two factors:

1. Any transportprotocol tailoredfor mobilehostsin awireless
environmenthasto tackle the uniquecharacteristics of the
“last-hop” wirelesslink, and the consequences of the end-
point being mobile. In fact, the commonthemebetween
the wide variety of transport protocols proposedfor differ-
ent wirelessenvironments, is indeedthe notion of address-
ing the problemsinduced by the wireless last-hop. Despite
thewireless-aware behavior of thesetransportprotocols, the
congestion controlandreliability mechanismsof theconnec-
tionarestill predominantlycontrolledby thesender, aremote
hostin thebackbonenetwork. However, we arguethatplac-
ing the transport protocol's intelligence at the mobile host,
which is an end-point of the wirelesslink, canenablefun-
damentallysmartermechanismsfor congestion control, loss
recovery, andpower managementwhencompared to sender-
centric approaches.

2. With themyriadof wireless networking technologiesevolv-
ing to provide ubiquitouscommunication,a mobileuserto-
day has several options for wirelessInternet access. Not

1In considerationof the typically prevalent server-client natureof
traf�c in the Internet,we term the protocol “receiver-centric” al-
thoughprecisely it is themobile hostthatdrivestheprotocol oper-
ation. Notethatin thispaper, wede�ne thesenderand thereceiver
of aconnectionwith respect to thedirectionof thedata�o w.



surprisingly, mobile hostsare increasinglybecomingmulti-
homed,possessing two or moreinterfaces. Thedistinct ad-
vantages offered by the different technologiesfurther spur
theneedfor mobilehosts to havemultiple interfaces. For ex-
ample,wirelessLANsoffer highbandwidthsbut suffer from
low coverage areas,while wirelessWANs offer larger cov-
erage areasbut cannot supportashigh bandwidths as their
LAN counterparts.Thusmobile hosts are, or can increas-
ingly beexpectedto be,equippedwith heterogeneous wire-
less interfacesproviding accessto wirelessnetworksthatcan
potentially belong to even different autonomous domains.
Wearguethat areceiver-centric transportprotocol,wherethe
receiver controlshow much and which datato receive from
thesender, will beableto farebetterthan traditionalsender-
centricapproaches in addressingthisheterogeneityat there-
ceiver, and provide distinct advantages from theperspective
of thetransport layer functionality achievable.

To understand the above factors better, in Section 2, we provide
detailed argumentsfor the speci�c bene�ts enabledwhen usinga
receiver-centric transportprotocol for mobile hostsin a wireless
environment.

Wethenproposeareceiver-centric transportprotocol calledRCP
(Reception Control Protocol), which is a TCP clone in its gen-
eral behavior. RCP is TCP-friendly in its operations, but enables
smarter transport layermechanismsfor congestioncontrol, loss re-
covery, and power management. Brie�y , thereceiver in RCP con-
trolsall thekey functionalit iesof theprotocolincludingcongestion
control,�o w control, andreliability, while thesender's role is min-
imizedto thatof responding to the receiver's directions. We evalu-
ateRCP bothto demonstrateits TCP-friendliness,and to highlight
its unique bene�ts whencompared to sender-centric transportpro-
tocols. We alsoshow why the transpositionof the key function-
ality to make the protocol receiver-centric, does not impose any
appreciable increasein the CPU and energy consumptionat the
resource-constrained mobile host. We provide detailsof the RCP
design,protocol, andits evaluation results in Section 3. While sev-
eralprotocols have beenproposedwith increasedreceiver partici-
pation[8,12,24,30, 33,38], to the bestof our knowledge,this is
the �rs t effort to systematically investigatethebene�ts achievable
using receiver-centricprotocols in wirelessnetworks.

Finally, we proposea purely receiver-only extension to RCP
calledR2CP (Radial RCP),designed speci�cally for multi-homed
mobile hosts. R2CP is a multi-statetransportprotocol that effec-
tively aggregatesmultiple RCP connectionsinto one abstract con-
nectionfor thehigherlayer application. An R2CPconnection has
multiple independentRCPsenderscommunicatingwith their cor-
respondingRCPreceivers, with thereceiverscoordinatedby R2CP.
R2CPfacilitatesseveralimportanttransport layer functionalities for
multi-homedmobile hostswith heterogeneous wirelessinterfaces
including: (i) seamlesshandoffs, (ii) server migration,and (iii) ef-
fective bandwidth aggregation. We describethedifferentfunction-
alities,and how R2CPachieves themin Section4. Wealsodiscuss
why thesefunctionalities cannot be supported,or not effectively
supported, by sender-centricapproaches.

The restof the paper is organized asfollows: In Section 2 we
motivatea receiver-centric approachfor mobile hostsin a wireless
environment. In Section3 we presentdetails of the RCP proto-
col, and its performancegains. In Section 4 we extend RCP to a
multi-stateprotocolcalled R2CP that providesfunctionality gains
to mobile hosts with heterogeneouswireless interfaces. Section 5
discussesoverheadswhenusing a receiver-centric protocolat the
mobile host,andseveral RCP extensions.Finally, Section 6 dis-
cussesrelated work, andSection 7 concludes thepaper.

2. WHY RECEIVER CENTRIC?
In thissection, wediscussthebene�tsof usingareceiver-centric

transportprotocol for mobile hostsin a wirelessenvironment. We
focusonascenariowheremobilehostsact asreceiversfor datasent
from serversin thebackbonenetwork, andhencewe use the terms
“receiver” and“mobilehost” interchangeably in thefollowing dis-
cussions. While we explain in Section 3 variousprotocol func-
tionalities that canbe moved from the sender to the receiver, for
purposesof discussions in this section, we assumethata receiver-
centrictransport protocol controls howmuch datacanbesent, and
which datashouldbesent, by thesender. Thesendermerely acts
based ontherequests fromthereceiver. We�r stdiscusstheperfor-
mancegainsfor amobile hostby dealingwith thecharacteristicsof
thewireless last-hop, andthendiscussthefunctionality gainswhen
the mobile host is equippedwith multiple heterogeneous wireless
interfaces.

2.1 Tackling the Wir elessLast­Hop

2.1.1 LossRecovery
TCPassumesthat all losses aredueto congestion, and hence it

invokesits congestion control mechanisms when recovering from
losses. In thepresenceof non-congestion-relatedlossesintroduced
by wirelesslinks such aschannel errors, delayvariations, black-
outs, andhandoffs, TCPsuffersfromperformancedegradationdue
to unnecessarywindow cutdowns. Hence, many approachespro-
posedto improvetheperformanceof TCPin wirelessenvironments
havefocusedonproviding TCPwith informationaboutthecharac-
teristicsof thewirelesslink for it to distinguish thecausesof losses
and take appropriateactions. The informationcan be in the form
of loss classi�cation (whether a loss is due to congestionor cor-
ruption), RTT sample �ltering (excluding RTT samplesadversely
in�a teddueto link retransmissions), channel statesor potential link
outages(handoffs or blackouts), etc [2–4,11].

Since the mobile host is adjacent to the wireless last-hop, it is
obviously better equippedto obtain �rs t-hand knowledge of the
above piecesof information. In TCP, since the lossrecovery (in-
cluding lossdetection)is performedat thesender, themobilehost
needsto convey therequisiteinformationto theserver for it to take
“wireless-aware” actions. While this model of operationhaspre-
dominantly been adoptedin related work, it hassome key limita-
tions: (i) Providing feedback to thesender incursa �nite overhead
in termsof the throughputconsumed on the reverse path. This
cantranslateinto degraded performancefor connections,especially
when the forward and reversetraf�c sharesthe samebottleneck
channel (as is thecase for thewirelesslast-hop),or when thefeed-
back is lost. (ii) Providing all available information as feedback
within a limited transportprotocol framework can beunwieldy to
achieve. For example, somemobilehosts might use a reliable link
layer thataffects the round-triptime of theconnection, and hence
might chooseto feedback informationto �lter speci�c RTT sam-
ples. Othermobile hosts might have an unreliable link layer, but
canprovidefeedback information aboutthereasonsfor losses(ran-
dom or congestion-related). If transport protocol headersneedto
bechangedtoaccommodatesuch information,how canthechanges
bemadegeneric enoughto accommodateany possiblefeedback in-
formation? (iii) Alongthesamevein, how can asender bedesigned
generically to operate with potentially a widevarietyof suchtypes
of feedback comingfrom mobile hoststhat useany arbitrarylink
layerprotocol?

A receiver-centric transport protocol that performs loss recov-
ery at thereceiver, however, canavoid the feedback overheadsand
latency, andberesponsive to thedynamics of the wirelesslink us-



ing the information obtained locally. Moreover, while any intelli-
gence added to sender-centricapproachesrequireschanging both
the backboneserver (for reaction) and the mobile host (for feed-
back), a receiver-centricapproachinvolveschangingonly themo-
bile host. Thebackboneserver that is not in chargeof lossrecovery
doesnot needto beawareof thecharacteristicsof thewireless link.

2.1.2 CongestionControl
The congestion control mechanism that TCP uses is designed

for wiredenvironments, without taking into considerationthechar-
acteristics of wirelessenvironments. Related work that aims to
achieve optimal performancein variouswirelessenvironmentshas
proposed differentcongestioncontrol mechanismstailored to the
characteristicsof thespeci�c target environment[14,21,30,38]. For
example, WTCP [30] has beenproposed for wirelessWANs with
very low bandwidthsand reversepath congestion, while STP[14]
hasbeen proposed for satellite networks with highly asymmetric
linksand longpropagationdelays.

To achieve optimal performance, a mobile host should ideally
use the congestioncontrol mechanism (or transportprotocol) de-
signed for the speci�c wirelessnetwork it has access to. How-
ever, in sender-centric approaches, these network speci�c conges-
tion controlmechanisms need to be implementedat thebackbone
server. While it is conceivablethatamobilehost hasaccessto only
averylimited number of wirelessnetworks,abackboneservermay
needto support a signi�cantly large amountof connections from
mobile hosts belonging to any arbitrary wirelessnetwork. Given
the increased heterogeneity of the wireless networks, the disad-
vantagesof sender-centric approaches is pronounced in termsof
its lack of deployability. Not only is it infeasible for the server
to implementall possible congestioncontrol mechanismsdesigned
for various wireless environments, but it is unscalable to require
theserver to change its protocolstack whenever a new congestion
control mechanismoptimized to a new wirelessaccess technology
is introduced.

A receiver-centricprotocol wherethereceiver is responsiblefor
congestioncontrolthushasuniqueadvantagesover asender-centric
one.Sincethesenderis not tasked with implementing theconges-
tion control mechanismof theconnection, its functionality can be
signi�c antly simpli�ed and made transparent to the speci�c con-
gestion controlmechanismsused at thereceiver.

2.1.3 Power Management
While a majority of work on the performance of TCP has fo-

cusedon thethroughput achievable,recently the energy ef�c iency
of TCPhasalso gainedattention [29,37,40]. It isshown in [37,40]
thatsincechannelerrorstendto bebursty(correlated),it is energy-
conservingto cut down the window size (and hence reduce the
numberof packetsin �ight) whenwirelesslossesaredetected. This
is becausepacketsretransmitted immediatelyafter wireless losses
are likely to be lost again, thus wasting the energy. While TCP-
SACK achievesbetterthroughput performancecomparedto other
TCP variants, in fact it is the leastenergy-conservingprotocolof
all when thechannel errorrate is high [29].

Therefore,an energy-ef�c ient transport protocol shouldavoid
persistently accessing the channelwhen the channel condition is
hostile, as energy consumed during this period for attemptingto
transmit or receivepacketsis likely to bewasted. Instead, it should
adjustthe retransmission policy accordingto the channel dynam-
ics. While it is possible to implement such power management in
a sender-centric transportprotocollike TCP, thereareseveral lim-
itations to this approach: (i) While the receiver is moreawareof
the channel condition thanthe sender, any power-saving decision
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Figure1: A Mobile Host with Multip le Wir elessInt erfaces

cannotbemadelocally at thereceiver. This isbecausethesenderis
responsiblefor congestion controlandlossrecovery, andhenceany
“unexpected” prolongeddelay incurred at thereceiver (thatdecides
to refrainfromaccessing thechanneluntil thechannel conditionis
morefavorable)in receiving datapacketsor transmittingACKscan
easily cause thesender to timeoutor wrongly in�ate its RTT esti-
mation. (ii) Evenif the receiverdecidesto inform thesender of the
power-saving decision, the feedback informationwill suffer from
the sameproblemsthat we discussed in Section 2.1.1. More im-
portantly, packets transmitted for conveying such feedback infor-
mation incur extra energy consumption– especially if thechannel
condition is bad suchthat multiple retransmissionsare required.
Theoverheadsincurredin sending the feedback informationhence
limit thegranularity andeffectivenessof any sender-centricpower
managementscheme.

On theotherhand,in a receiver-centric protocol the receiver de-
cideswhich andhow much datait needsto receive,andthesender
merely respondsbased on thereceiver'sdirection. Ef�c ient power-
conserving decisionscanbemadeatthereceiverwithouttriggering
any adversereactionat thesender. Hence,thereceiver hasahigher
degreeof �e xibility to control the transmission or retransmission
decisions, without involving thesender.

2.2 Suppor ting Heterogeneous Interfaces
Theprimary reason for amobilehost to beequippedwith hetero-

geneouswirelessinterfacesis theperformancetradeoffs thatdiffer-
ent access technologies exhibit, in terms of mobility support, cov-
erage area, network capacity, andtransmission power. The avail-
ability of heterogeneousinterfaces,however, has given riseto new
challengesto existing transportprotocols in termsof thefunction-
aliti es they provide. In the following, we discuss the functionality
gainsthatareceiver-centrictransportprotocol canachieveto lever-
agetheexistenceof multiple interfacesat themobilehost.

2.2.1 SeamlessHandoffs
When the coverageareasof differentaccesstechnologies over-

lap, it is possible to achieve seamless handoffs at the link layer.
However, such link layerhandoffs do not necessarily translateinto
seamless handoffs at the transport layer. Speci�cally, whena mo-
bile hosthandoffs from oneinterface to anotherwith anIP address
changehandled by Mobile IP, theprolongeddelayfor registration
with the home agent [27] can potentially introduce packet losses
after the link layer handoff has completed. To prevent TCP from
having adversereactionsdueto packet losses during handoffs, the



mobilehost needsto inform thesender of thehandoff decision.As
we discussed in Section 2.1.1,whenever feedback information is
required,a receiver-centric protocol hasadvantagesover a sender-
centriconedueto thelocality of informationneeded.

However, while it is possibleto freezeTCPduringhandoffs [11],
such a stall causesconnection disruption andpreventsusersfrom
enjoying seamless handoffs. One solution to avoid the handoff
latency without relying on infrastructuresupport [9], is to usea
mobility-enabled transport protocol for achieving end-to-endhost
mobility [26]. Whenthe mobile hostdecides to performa verti-
calhandoff [34], it cancreateanew “datastream” for data transfer
throughthenew address, assoon asthenew interface becomes ac-
tive. With anapproach like [15], themobile hostcanusemultiple
TCPpipes(streams) simultaneously withoutexperiencingany con-
nectionstall as long asthelink layersupportsseamlesshandoffs.

A receiver-centric transportprotocol thushasadvantagesover a
sender-centricone in sucha scenario,since thereceiver can accu-
rately control which and how much data to send througheach pipe
basedon thestatus(say, signal strength)of each interface. More-
over, aswediscussedin Section2.1.2, whenthereceiverdecidesto
switch to anotherinterface speci�c congestion controlmechanism
after handoffs, suchdecisiondoes not need to involve the sender,
which otherwisewould be tasked with, in addition to supporting
a plethoraof congestioncontrol mechanisms, theseamlesstransi-
tion from onecongestioncontrol mechanismto anotherfor a live
connection.

2.2.2 Server Migration
Server migration is necessary for achieving service continuity

when a mobile host handoffs from one network to another, and
fails to connect to the original server using the new network ad-
dress. For example, considera mobile host with both WWAN
(Network A) andWLAN (Network B) interfaces asshown in Fig-
ure1. Whenit initially usestheWWAN interfaceto connectto the
E! Online server, it is provided accessto the proxy server inside
theWWAN that mirrorsthesamecontent (e.g.considera WWAN
serviceprovider suchasEarthLinkthat teamswith Akamaifor im-
proving thenetwork service it provides [1]). Whenthemobilehost
moves to within the coverageareaof the WLAN and undergoes
a vertical handoff, it cannotconnect to the original proxy server in
theWWAN (dueto,say, �re walls). However, it mayhaveaconnec-
tion to a different server through the WLAN interface, andhence
caninitiateservermigrationto enjoy servicecontinuity.

Server migrationmayrequire support from theapplication [35]
or the transport protocol [31], to synchronize the statesbetween
servers. A well-designed transportlayer protocolcanfacilitatesuch
a synchronization process. If a sender-centric transport protocol is
used for server migration,statesmaintained at the server for per-
formingcongestion controlandlossrecovery needto betransferred
fromoneserver to another. Moreover, for TCP, after thenew server
assumescontrolof theconnection, themobilehosthasto �ush any
out-of-order data from its resequencingbuffer, to avoid confound-
ing the server by acknowledgingdatathat the sender hasnot yet
sent [31]. As much as a window's worth of databufferedat the
receiverneedsto be �ushed after server migration.

On theotherhand, in a receiver-centric transport protocol, since
thestatesmaintainedfor protocoloperationsare biased toward the
receiver, overheadsincurredin transferringprotocol statesfromone
senderto another areminimized. Moreover, since the receiver has
access to thereceive buffer and has control over which datato re-
ceive from thesender, there is no needto �ush thebuffer after mi-
gration. Thereceivercansimplyrequest every“hole” in thereceive
buffer fromthenew sender.

2.2.3 BandwidthAggregation
When the coverageareasof different wirelessnetworks a mo-

bile hosthasaccessto, overlap, the mobile hostcan use multiple
interfacessimultaneously, with thegoal of enjoying theaggregate
bandwidthavailable.

Whileapproachesfor achievingbandwidthaggregationonmulti-
homedmobile hosts using sender-centric transportprotocols have
been proposed[15,20], they are limited to using only oneserver.
Such point-to-pointbandwidth aggregation,however, might not be
possibleor desirable in somecases. For example, aswe discussed
in Section 2.2.2,someproxy servers areaccessible only through
the designated wirelessinterface, and hence it is not possible to
achievebandwidthaggregationusing additionalwireless interfaces
that have no access to the existing server. In sucha scenario, a
sender-centricapproach would not bedesirablesince it would oth-
erwise require explicit coordination betweenthesegeographically-
spacedservers. Moreover, it is possible thatmobilehosts want to
leveragethe existence of multiple active interfaces in an oppor-
tunistic fashion,basedonthe tradeoffsbetweendifferent interfaces
in termsof achieved throughput,power consumption, and thecost
incurred. Thedecisionto use or shut down anactive interfacethus
can be dynamic, based on the channel conditions (e.g. lossrates
and delays) andthe policy of bandwidth aggregation that the mo-
bile hostdesires.

It is advantageousto useareceiver-centrictransportprotocol for
achieving different instantiations of bandwidth aggregation. For
multipoint-to-point bandwidthaggregation,sincethereceiver is the
centerof control, it caneasilycoordinatethe transmissionof mul-
tiple senders internally, without any explicit coordinationbetween
senders themselves. For policy-basedbandwidth aggregation, any
policy canbeeasily implementedandupdated at thereceiver based
on thecharacteristicsof thelast-hopand thepreferenceof theuser.

3. RCP: RECEPTION CONTROL PROTO­
COL

We now present detailsof a receiver-centric transport protocol
calledRCP. Brie�y , RCP movesthe responsibili ty for performing
reliability andcongestioncontrol from the sender to the receiver.
We �rst give a short review of the sender-receiver interaction in
TCP, andhow it is transposedin RCP. We thengive an overview
of the protocol operationin RCP, and presentdifferent protocol
functionalitiesincluding connection management, congestioncon-
trol, � ow control, andreliability. Finally, weusesimulationresults
to show that while RCP is indeed TCP-friendly, it achieves better
performancein wirelessenvironments in terms of intelligent loss
recovery, scalablecongestion control,andef�cie nt power manage-
ment.

3.1 Transposition of Functionalities
TCP is a connection-orientedtransportlayer protocol that pro-

videsreliable in-sequence datadelivery to theapplication. Its pro-
tocol operation mainly consists of the following four functional-
ities: connection management,�o w control, congestion control,
and reliability. Figure2(a)shows a schematicview of thesender–
receiver interaction in TCP, alongwith severalstatevariablesusing
thenotationintroduced in [25]. Theconnection management is re-
quired by any connection-orientedprotocol to synchronizeconnec-
tion statesbetweenthecommunicatingpeers. After theconnection
is established,thesenderin TCPcontrolstheprogressof datatrans-
fer. Thesenderdrainsdatafrom its buffer based on theamountof
data that the receiver can accept (�o w control), andtheamount of
datathat thenetwork cansustain(congestion control).Thereceiver
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Figure2: Sender–Receiver Interactions

performs resequencing and acknowledges datareceived. Reliable
datatransfer is achieved throughloss detection and lossrecovery
performedat thesender.

It is clear thattheconnectionmanagementcannotbeimplemented
only at onesideof theconnection, but needsparticipationof both
thesenderandthereceiver. For theotherfunctionalities,while TCP
usesasender-centricapproach, RCPdelegatestheresponsibil ity to
the receiver as shown in Figure 2(b). Brie�y , while the receiver
in TCP merely sendsbackACKs with no control over which and
in whatsequencedatais transmittedby thesender, in RCP there-
ceiver explicitly controlsthesefactorsand the reliable delivery of
data. Moreover, the RCP receiver also assumestotal control over
thebandwidth theconnectioncan consume,using thesamewindow
basedalgorithmemployed by the TCP sender. Finally, although
�o w control in TCP involvesthesender, it is performedsolelyby
thereceiver in RCP. Therefore,thereceiver in RCPdetermineshow
much data the sender can send (via congestion control and �o w
control),andwhich datathesendershouldsend(via reliability).

3.2 Overview
In RCP, since the control of data transfer is shifted from the

senderto thereceiver, theDATA–ACK style of handshakingin TCP
is no longerapplicable. Instead, to mimic the self-clocking char-
acteristics of TCP, RCP uses the REQ–DATA handshake for data
transfer, whereany data transferred from the sender is preceded
with an explicit request (REQ) from the receiver. Equivalently,
RCPuses the incomingdata to clock therequestfor new data. The
sendersimplymaintainsthesendbufferwith onepointer(SND.NXT)
indicatingthemaximumsequencenumbersentthusfar.

After the connection is established,the receiver requests data
fromthesenderbasedon thesizeof theinitial congestion window.
The progression of its congestionwindow follows the slow start,
congestion avoidance,fast retransmit,andfast recoveryphasesjust
like in TCP. The key differencein theoperation is that any trigger
for performing congestioncontrol is inferredbased on the arrival
(or non-arrival) of data segments. For example,a loss is inferred

upon the arrivals of three out-of-orderdatasegments – instead of
ACKs. Upondetection of a segmentloss, RCP cutsdown its con-
gestion window, and retransmitsthecorrespondingREQasking for
thelost segment. Finally, thereceiver performsdataresequencing,
andgives in-sequencedatato theapplication.

3.3 Protocol
In thefollowing, wepresentdetailsof theRCPprotocol in terms

of the REQ–DATA handshake, anddifferent functionalitiesinclud-
ing connection management,congestion control,�o w control, and
reliability. For simplicity of explanation, we assumea backlogged
(network-limited) traf�c sourcein the following discussions. We
revisit theimplicationsof other traf�c typesin Section 5.

3.3.1 REQ–DATA Handshake
In theDATA–ACK handshake,TCPusesthecumulativeacknowl-

edgmentfor achieving robustnessto losses.To emulatethisbehav-
ior and tolerateloss in the reverse path, RCP allows the receiver
to sendrequest eitherin a cumulative modeor in a pull mode, by
appropriatelysetting thepull �ag (PUL) in thepacket header. The
receiver by default usesthe cumulative modeto requests for new
data, and usesthe pull modeonly for retransmission of requests.
Whenthesender receivesa requestwith thepull � ag set, it sends
only the datasegment indicated in the packet header. Otherwise,
thesender cumulatively transmits data from SND.NXT that hasnot
beensentyet. Hence,the lossof REQin cumulativemodehassim-
ilar impact to thatof ACK loss in TCP. To protect REQin thepull
modefrom losses,RCPalso usesasimilar mechanism usedby TCP
for protectingSACK from losses. The receiver putsthe mostre-
centblocksof sequencenumbers(weuse threeblocksasproposed
in the SACK option [23]) it requestedin the REQ header. The
sender, in addition to maintainingthesendbuffer, also maintainsa
cyclic buffer consistingof themostrecentblocksof sequencenum-
bers (threeblocks)it sentout. Uponreceiving the request from the
receiver, the sender checks the consistency between the blocks in
REQand its cyclic buffer. Any mismatchis an indication of REQ
losses, andwill berecoveredby thesender. Note thata request in
thepull modefor a speci�c datasegmentwill becarriedin at least
four REQs. Werevisit therobustnessof REQ in Section 3.4.1.

3.3.2 Connection Management
Just like in TCP, either the RCP sender or the receiver can ini-

tiate theconnectionsetup. Thesetup process consists of thesame
SYN– SYN+ACK – ACK handshake asin TCP. However, oncethe
connection is established, instead of the sender sending the �rs t
data segment,the RCP receiver transmitsthe � rst REQ with the
initial sequencenumber. The sender then transmitsthe �rs t data
segment uponreceiving theREQ. Theconnectionteardown in RCP
also follows that in TCP.

3.3.3 Congestion Control
In RCP, thereceiver performscongestioncontrolandmaintains

the congestion control parameters including the congestion win-
dow CWND and round-trip time information. Since RCP is a TCP
clone,it adoptsthewindow basedcongestion controlused in TCP.
The slow start,congestionavoidance, fast retransmit,andfastre-
covery phases are triggeredand exited in the same fashion as in
TCP. Note that while the samewindow adaptationalgorithm (ad-
ditive increase,multiplicative decrease)canbe implementedeither
at thesenderor at the receiver for performingcongestion control,
thesemanticsof thecongestionwindow andthetriggerfor window
increaseor cutdown are different. In TCP, thesizeof the conges-
tion window limits the amount of unacknowledged DATA in the



network, andthe senderusesthereturnof ACKs to trigger the pro-
gressionof thecongestionwindow. In RCP, thesizeof theconges-
tion window limits theamount of outstandingREQsin thenetwork,
andthereceiver usesthe return of DATA to triggertheprogression
of thecongestionwindow.

3.3.4 Flow Control
Flow controlallows the receiver to limit theamountof in-transit

datato theavailablebuffer spaceat thereceiver– whenwaiting for
theapplicationto read(andpurge) in-sequencedata, or waiting for
thearrivalsof out-of-orderdata.In RCP, arequestis sent out only if
thecorrespondingdata, once received,doesnot cause buffer over-
�o w at thereceiver. This canbeachievedby creatinga “dummy”
sk buff [6] (that does not contain any data) in the receive buffer
for each data segmentrequested.New requestsareissuedaslong
asnew space is createdin thebuffer. Note that thesenderin TCP
relies on the window advertisementfrom the receiver to perform
�o w control. However, in RCPsincethereceiver maintainsthere-
ceive buffer, and hastotal control over how muchdatathe sender
cansend,�o w control is internal to thereceiver. Interestingly, RCP
also needsawindow �eld (SEG.DEQ) in thepacket header to inform
the sender of the highest in-sequencedatareceived so far (which
canbe calculated at the sender usingSEG.REQ - SEG.DEQ), thus
allowing the sender to purge suchdata from its sendbuffer. The
window scale option[17] usedin TCP canalso beappliedto RCP
in thesamefashion.

3.3.5 Reliabili ty
As Figure 2(b) shows, in RCP the resequencingand reliabil-

ity functionalities are collocated at the receiver. Upon receiving
a data segment from the sender, the receiver enqueuesthe datain
thecorresponding sk buff (createdwhenits requestwastransmit-
ted),andupdatesRCV.NXT aftertheresequencing process. In TCP,
since reliability is performedat the sender while resequencing is
performed at the receiver, RCV.NXT is conveyed as the cumula-
tive ACK to the senderfor it to perform lossdetection. However,
RCV.NXTconveys limited informationabout thestateof thereceive
buffer, and henceearly implementationsof TCP that rely on the
cumulative ACK for performing lossdetection, suffer from recov-
eringat most onelossper round-triptime, in addition to incurring
frequenttimeouts [10]. The SACK option is proposed to address
this limitation, using which the TCP senderaimsto construct the
bitmapof thereceivebuffer in the“scoreboard” datastructure[23].
However, in RCPthereceiverhasdirectaccessto thereceivebuffer,
andhenceit can timely andaccurately performloss detection and
loss recoverywithout relying on theuseof SACK.

While RCP can useany loss recovery algorithm optimized to
the wireless environment, in the current implementation of RCP
we adoptthe algorithmsproposedin [5, 22]. Brie�y , (i) the same
threshold in termsof thenumber of out-of-orderarrivals isusedfor
detecting all holes (not just the �rs t one)in thereceive buffer; (ii)
RCPdoesnot incura timeoutwhenaretransmittedsegment is lost;
and(iii) thereis no needto clear thereceive buffer upona timeout
(whereasaTCPsender using SACK shouldclearitsscoreboarddue
to thepossibility of receiver reneging [23]).

3.4 PerformanceGains
In this section, we show through simulationsthe performance

gainsof a receiver-centrictransport protocolover a sender-centric
one.We �r st show thatRCP is indeeda TCPcloneandis friendly
to TCPin thewiredenvironment. Wethen show thatin thewireless
environment, RCPachievesbetterperformancethan TCP in terms
of loss recovery, congestioncontrol, andpowermanagement.

��� ���

���	��

�������������

���

�

� �

�

�

� � �

������ "!$#

%�&'#

�(���� (!)#

*+&�#

,.-0/�,�1+2

�.3

���� "!$#

4)5�&�#

Figure3: Network Topology

Weusethens-2network simulator[36] andadumb-bellnetwork
topology shown in Figure3 for performance evaluation. For fair
comparisonsbetweensender-centric and receiver-centric protocols,
we modify the implementationof TCP-SACK in ns-2 to include
betterlossrecoverymechanismsuchasbetter estimationof thepipe
size [22], and prevention of timeouts due to lost retransmissions
(referto Section 3.3.5). Unlessotherwisespeci�ed, eachdatapoint
in the �gures is an averageof 10 samplesusing randomseeds, and
eachsample is run for 300s.

3.4.1 TCPFriendliness
We introduce20 �o ws betweenS0:::19 and D0:::19 with different

proportions of TCPandRCP �o ws, to studytheimpact of RCPon
existing TCP�o ws. Wevary thenumberof RCP�o wsfrom0 to 20
(theothersareTCP� ows), andobservefor eachscenario theshort-
term andlong-termbehaviorsof all �o wsin thenetwork. As shown
in Figure4(a) andFigure 4(b),we plot themeanandcoef� cient of
variationof theper-�o w throughputat different time instantsafter
thesimulationstarts. Thecoef�cient of variation(CoV) is obtained
by dividing the standarddeviation of the throughput by the mean
throughput [13]. Note that for clarity of presentation, the direc-
tion of the time-axis in Figure4(b) is reversed. We can�nd from
both �gures that the impactof introducing RCP �o ws on existing
TCP� ows in termsof thethroughput re-distribution is minimal, as
evident from the “�a t” curve acrossdifferentproportionsof RCP
�o ws. Speci�cally, sinceCoV is anindex of unfairness in thenet-
work, it is clearfrom Figure4(b) thatTCP�o wsdonotsuffer from
unfairness in the presenceof RCP�o ws. (Otherwise, CoV would
have increasedwith increasing numberof RCP �o ws.)

To pro�le therobustnessof therequest mechanismusedin RCP,
weconsiderascenariowhere thereis signi�cant lossin thereverse
path. As indicated in Figure3, we introduce0 to 100 on/off UDP
�o ws in thereversedirection of thebottlenecklink to emulate the
�a sh crowds (e.g. WWW-like traf�c) in the Internet[13]. These
on/off �o wsgeneratetraf� c based ontheParetodistribution,where
theshapeparameter is setto 1s, themeanidle time is setto 2s, the
meanbursttimeis set to 1s,and thedatarateduring theburstperiod
is setto 500Kbps. Such �ash crowds introduce signi�cant packet
drops(to ACK or REQ) in the reversepath. For example,with 100
on/off traf�c sources, each of theTCP(or RCP) � ows experiences
apacket droprateof approximately40%in thebottleneck link. We
introduce20 RCP�o ws in the forwardpath, and compare theper-
�o w throughput achieved againstthat of using 20 TCP �o ws. As
Figure4(c) shows,despitetheheavy lossesin thereversepath,the
performanceof RCP closely tracks that of TCP. This substantiates
our argument madein Section3.3.1that thedesign of thecumula-
tive requestandtheuseof cyclic buffer helpRCPtoleratelosses in
thereversepath.

Thus far we have comparedthe performanceof TCP and RCP
only in a wired environment. In the following, we considera mo-
bile host with wireless access to thebackbonenetwork. As shown
in Figure 3, the wireless link between the mobile host MH and
the accesspoint D0 hasa bandwidth of 2Mbps,andaccessdelay
of 15ms. It allows the mobile host to connect (usingeither TCP
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Figure4: RCP is Friendly to TCP

or RCP)to thebacklogged traf�c sourceS0 for, say, �le download.
Weintroducerandompacket lossesfrom 0.01%to 10%in thewire-
less link (in bothdirections), andusetheachievedthroughputand
power consumptionat themobilehostto comparetheperformance
of the two protocols.

3.4.2 Intelligent Loss Recovery
Information from lower layers about the characteristicsof the

wirelesslink allowsthetransportlayerprotocol to identify thecause
of losses, and henceto intelligently perform lossrecovery. As we
discussed in Section 2.1.1, a key motivation for using receiver-
centricprotocolsat themobilehostis to avoid the feedback over-
heads and latency seen in sender-centric protocols, and to allow
more�e xible layercoordination without being limited by the for-
mat of the packet header. While it is not the focus of this paper
to provide assorted instantiations of wireless-awaretransport pro-
tocols leveraging such bene�ts, we usethe following exampleto
show theperformance gain achievablewhen the informationused
for lossrecovery is locally available.

Explicit lossnoti�cation (ELN) [3] hasbeenproposedas a TCP
optionthatallows TCPto distinguish wirelessrandom lossesfrom
congestion losses. Mobile hosts, with or without the assistance
from the base station [3, 4], keep track of packet drops due to
wirelesserrors. Whencumulative acknowledgmentsindicatingthe
packet lost dueto wireless errors aregenerated,theELN �ag in the
packet header is set by the mobile host. Upon detecting a hole
with theELN �a g set, theTCP sender retransmitsthe lost segment
withoutcuttingdown its congestion window. As wecanseein Fig-
ure 5(a), the performanceof TCP improves substantially for loss
ratesbetween 0.2% and2% whenELN is used. However, when
thelossrate increases beyond2%, the performance gain decreases
rapidly. This is becausethe ELN bit allows the sender to identify
only onewireless error, and hencewhenmultiple wireless losses
occur in oneround-trip time, ELN fails to provide thesenderwith
the necessary loss classi�cation information, making the perfor-
manceof TCP-ELN degradeto thatof vanillaTCP.

RCP with ELN, on the other hand,shows a much better per-
formanceeven when the lossrate is high. The primary reasonis
that thewireless loss informationmaintainedat themobilehost is
directly accessible to RCP. Hence RCP has accurateinformation
aboutthe cause of lossesfor all holesin the receive buffer, which
allows it to recover from eachloss intelligently. While it is possi-
bleto coupleSACK with ELN, andredesigntheTCPpacket header
such thateach un-SACKedsegmenthasits own ELN �a g, this ap-
proach in fact exposesthe limitations of sender-centricprotocols
thatwementionedearlier in thissection. Wenotefrom Figure5(a)

that even in the absenceof ELN, RCP constantlyachievesbetter
performancethanTCP, with theperformancegain increasingasthe
packet error rate increases. The reason,aswe discussed in Sec-
tion 3.3.5, is becauselossrecovery andresequencingin RCP are
collocated at thereceiver. Theeffectivenessof theSACK blocks in
helping theTCPsenderconstruct thebitmapof thereceivebuffer, is
impaired whenboththedatasegmentsandACKs suffer from high
lossrates(recall thatweintroducerandomlossesin bothdirections
of thewirelesslink).

3.4.3 ScalableCongestion Control
As we mentioned in Section 2.1.2, various congestion control

mechanismshavebeenproposedfor usewith different wirelessen-
vironments. Until a uni�ed congestion control framework is avail-
able, to achieve optimal performance, a mobile host needsto use
the congestion control mechanism designedfor the speci�c wire-
lessnetwork it hasaccessto. In sender-centricprotocols, sincecon-
gestion control is implementedatthesender, thebackboneserver is
overloaded with supportingaplethoraof congestion control mech-
anismsfor all possiblewireless networksmobile hostsmight con-
nect from. In this section,we present how a receiver-centric trans-
port protocol likeRCPcanaddress thisproblemin ascalableway.

To startwith, weconsiderasatelliteenvironment with longprop-
agationdelay andhighly asymmetriclinks, compared to theterres-
trial wirelessnetworks. Theauthorsin [14] show that TCP(SACK)
fares badly in suchan environment. They proposea new transport
protocol called STP(SatelliteTransportProtocol)with improved
performance.However, STPis a sender-centric protocol like TCP,
and hencea mobile host using the satellite network to accessthe
backbone server, cannot use STPunlessit is implementedin the
protocol stack of theconcerned server. Now, by using thealgorithm
presented in [14], andthe techniqueof functionality transposition
discussed in Section 3.3,we transformSTP into a receiver-centric
protocol called RCP-STP. By virtue of thesimple senderdesign in
receiver-centricprotocols, while STPuses a fundamentally differ-
ent congestioncontrol algorithmfrom TCP, the RCP-STPsender
usesthesamealgorithmastheRCPsender. Hence, the backbone
server as an RCP sendercan communicatewith any mobile host
acting either asan RCPreceiver, or as anRCP-STPreceiver – de-
pendingon theaccessnetwork themobilehost uses.

Weusethesamenetwork topology andscenariousedin [14] for
evaluating theperformanceof STP, RCP-STP, TCPandRCP(RCP-
NewReno).Brie�y , thenetwork topology resembles thedumb-bell
topology in Figure3 with thesource(S0) anddestination(D0) sep-
arated by a satellitelink (link R1 � R2). The satellite link is the
bottleneck link with a bandwidthof 1.5Mbps,andpropagationde-
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Figure5: Performanceof RCP

lay ranging from 50ms to 250ms. Link asymmetry is emulated
using backloggedTCP � ows in the reverse direction. Four HTTP
traf�c sourcesareintroduced in eachdirection to emulatetheback-
groundtraf�c. As evidentfrom Figure5(b), theNewRenostyleof
congestion control usedin TCP (and RCP)doesnot perform well
in the satelliteenvironment, while STP and RCP-STPachieve a
muchbetterperformance. Wecan makethefollowing observations
from theresults: (i) theperformance differencebetweenTCPand
STPsubstantiates theneedto usenetwork speci�c congestioncon-
trol for achieving optimal performance; and (ii) the performance
difference betweenSTP and RCP-STPreinforcesthe bene�ts of
receiver-centricprotocolsoversender-centric ones.

3.4.4 Ef� cient PowerManagement
We now show the performance of RCP in terms of facilitating

power management at the mobile host. As we describedin Sec-
tion 2.1.3,whenthe channel conditionis severe, it is not energy-
ef�cient for a mobilehostto perseverewith persistent retransmis-
sions. Since the mobile host is an end-pointof the wireless last-
hop, it is awareof the channel condition (via, say, measuring the
signal strength in thereceivedpacketsor beaconsfrom theaccess
point). Upondetectinga hostile channelstate,themobile hostcan
save thebatterypower by reducingtheamountof datain transitor
refraining from transmissions.However, notethatwhile signi�cant
energy savings can be achievedby operatingthewireless interface
cardin thesleep mode,doingso without thesenderbeingawareof
such energy-conserving tacticsmaycause adversereactionsat the
senderandcauseperformancedegradation[19]. A receiver-centric
protocol suchas RCP does not have this problemsincethemobile
host hasfull control over how much data thesendershould send.

To evaluate theperformancebene� ts in power consumption,we
use the IEEE 802.11bwirelesscard as a casestudy. The IEEE
802.11bcard consumes 1.65W, 1.4W, and 0.045Wwhenoperated
in thetransmit,receive,andsleepmodesrespectively [19,28]. We
considera two-stateMarkov error model for varying the channel
conditionof thewireless link [2]. Thepacketerror ratein thegood
stateis set to 0.01% andthatin thebad stateis setto 10%(for deep
fades). Themeanduration of thegoodstate is setto 10s,while that
of the bad statevariesfrom 1s to 10sdependingon the scenario.
Weassumeanenergy-frugal mobilehost that entersthesleep mode
whenever it detectsthe channel is in the bad state. Once in the
sleep mode, all data transmissions and receptionsare suspended
(henceall packets in transit that arrive duringthis periodarelost).
Themobilehost wakesupperiodically every 100msto listen to the
beaconsfrom theaccess point [16], during which it also measures
the channelstateusing the received signal strength. The duration

of the beacon is 2ms,and the power consumed for receiving the
beacon is based on thevalueassumed for thereceive mode.Once
themobilehostdecidesthat thechannel is in the good state,it de-
freezesand resumesdatatransmission asusual.

Figure5(c)compares theperformanceof RCPand TCPin terms
of powerconsumptionand achievedthroughputwhenthemeandu-
ration of the bad statevariesfrom 1s to 10s. We assumethat the
sender is unaware of the channel state, and hence when TCP is
used,the mobile host receivesdata andtransmitsACKs irrespec-
tive of the channel state. On the otherhand, when RCP is used,
themobilehostentersandleavesthesleepmodeasmentioned be-
fore. The mobile host freezes the RCP timer when it entersthe
sleepmode. When it wakesup, RCP resumesdatarequestbased
on the state(holes)of the receive buffer. As expected, the longer
themobile hoststaysin thesleep mode,themoreenergy savings it
canachieveusing RCP. While theenergy savingsareobvious, Fig-
ure5(c) also showsaninteresting result that comparestheachieved
throughputbetweenTCPandRCP. Since themobilehost suspends
all packet transmissions andreceptions in thesleepmode, it obvi-
ously suffersfrom throughputloss in termsof giving up thedatain
transitandgiving up thetime to use thechannel.However, for var-
ious conditions of thechannel state, thethroughputachieved using
RCP is in fact no less thanthat when usingTCP. The reasonthat
TCP suffers from a morepronounced performance degradation is
due to theadversereaction of thecongestioncontrol mechanism in
thepresenceof severepacket losses.

4. R2CP: RADIAL RCP
Wehaveshown in Section 3 thatareceiver-centrictransportpro-

tocol likeRCPhasperformancegainsoverasender-centric one,in
termsof intelligent lossrecovery, scalable congestioncontrol, and
ef� cient power management. However, the recent trendswhere
mobile hosts are increasingly equippedwith heterogeneouswire-
less interfaces, have severely exposedthe limitations of the func-
tionalities provided by existing transportprotocols.Speci�cally , as
wediscussedin Section 2.2,whenamobilehosthandoffs fromone
interfaceto anotherduringaliveconnection, it canbene�t from the
following functionalitiesthetransport protocol supports: (i) seam-
less handoffs without relying on infrastructuresupport, (ii) server
migration for achieving service continuity, and (iii) bandwidth ag-
gregationusingmultiple active interfaces.

In thefollowing, wepresenthow amulti-stateextension of RCP
at thereceiver called R2CPcan achieve thedesiredfunctionalit ies,
without the requirementof changingthesenders.We � rst discuss
thedesign motivation of theR2CPprotocol, and then presentthear-



chitectural overview andprotocol details. Finally, we demonstrate
the functionality gainsachievablein R2CP using network simula-
tion andtestbed emulation.

4.1 Design

4.1.1 Receiver­Centric Operation
To achieve optimal performance, a mobile host may needto

use network (or interface) speci�c congestioncontrol. Whenthe
mobilehostis equippedwith heterogeneouswirelessinterfaces,a
receiver-centricprotocol allows it to freely usethedesiredconges-
tion control mechanismdependingon the interface it chooses,or
the access network it migratesto, without involving the remote
server. In addition,duringperiodsof mobility, themobilehostmay
needto handoff from one server to another (for servicecontinu-
ity), or changethenumber of serversit connectsto (for bandwidth
aggregation). It is thusadvantageousfor the mobile host to usea
receiver-centricprotocol with a simplesenderdesign,allowing the
mobilehostto have controlover thereliabledelivery of datafrom
the sender(s). RCP, beinga receiver-centric protocol that allows
themobilehost to drive the protocol operationsuch as congestion
control and reliability, henceturns out to be an ideal protocol for
thetarget environment.

4.1.2 Maintaining MultipleStates
Existing transportprotocols suffer from performance degrada-

tion during handoffs acrossheterogeneousnetworksdueto thepro-
longedhandoff latency Mobile IP introduces. While end-to-end
host mobility withoutrelying onthesupport from theinfrastructure
hasbeenproposed[32], it doesnot fully addressthis problemdue
to thesingle-statedesignin TCPthatmaintainsonly oneTCB [25]
perconnection.When link layerhandoffs invalidatethestatemain-
tainedat thetransport layer (e.g.dueto thechangein IP addresses),
thetransportlayer protocolneedstomodify its stateaccordingly for
achieving transport layer mobility. Although[32] intelligently per-
formsconnection migration, it introduces packet lossesby “over-
writing” theold stateright after thenew oneis created. An ideal so-
lution for achieving statemigration, however, shouldallow thetwo
states to co-exist in the connectionfor aslong asit takes to hand-
off thestates(considering packetsin transit). Therefore,to support
transparenthostmobil ity without infrastructuresupport,atransport
layerprotocolshould beable to handlemultiple states. We hence
build R2CP asa multi-state extensionof RCP. R2CP dynamically
creates anddeletesRCP statesaccordingto the number of active
interfacesin use.It effectively maintainsmultiplestatesat themo-
bile host without requiringexplicit supportfrom theremoteserver.
No change is necessary at the RCP sender to supportthe multi-
stateoperation at thereceiver. R2CP thusis differentfrom related
approaches[15,26] thatrequirechangingbothendsto supportthe
multi-stateoperation.Since R2CP is a receiver-only extension of
RCP, it allows the mobile host to establisha multipoint-to-point
connection to communicatewith multiple servers, while in related
work multiplestatesarecon�ned to within aunicast connection.

4.1.3 Decouplingof Functionalities
An R2CPconnection with k active interfaces consistsof k states

at the receiver. Effectively, R2CP maintains one RCP pipe per
end-to-endpaththat exists between thereceiver and thesender(s).
R2CP minimizestheoverheadsdue to maintaining multiple states
in a connection, by decoupling the transportlayer functionalities
associatedwith theper-pipecharacteristicsfrom those thatpertain
to theaggregate connection. For example,congestioncontrol, be-
ing a per-pipe functionality, is handledby individual RCP pipes.
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Figure6: R2CP Ar chitecture

On the other hand, reliability andsocket buffer management per-
tain to the aggregateconnection, andhence arehandled by R2CP
itself. Therefore,the R2CP enginecontrolswhat datato request
from eachsender, andindividual RCPpipescontrolhow muchdata
it can requestalongits path.Theoverheadsdueto repetitive imple-
mentationsof transportlayerfunctionalitiesareminimized.

4.1.4 EffectivePacketScheduling
A key challengein maintaining multiple statesin a connection

is the effective multiplexing of pipeswith mismatched character-
istics in termsof bandwidths,delays, and lossrates. Speci�cally,
sinceR2CP uses multiple RCP pipesacross heterogeneousinter-
facesto request data from oneor multiple senders, datasegments
with smaller sequencenumberstraversing theslowerpipesmayar-
rive later than thosewith larger sequence numberstraversing the
fasterpipes. Out-of-orderarrivals at the receive buffer thusmay
causehead-of-lineblocking and make the aggregate connection
stall. R2CP achieves effective multiplexing andbandwidth aggre-
gation by scheduling transmissions(requests)basedontheconges-
tion window and the round-trip time of eachRCP pipe. Brie�y ,
R2CP assigns thesequenceof requeststo eachRCP pipebasedon
the(estimated) time therequestedsegmentwill arrive throughthe
concerned pipe. Moreover, a request is assigned to an RCP pipe
only when there is spacein its congestionwindow. Any loss de-
tectedby individual RCP pipesis reportedto R2CP such that the
corresponding requestis reassigned to anotherpipe thathasspace
in its window, to prevent the aggregate connection from stalling.
Hence, head-of-lineblockingdueto segment losses, andbandwidth
or delay mismatchesof individualpipesis minimized.

4.2 Overview
Figure 6 presentsan architectural overview of R2CP andits key

data structures.An R2CP connection consistsof onereceiver, and
one or multiple senders.Differentsendersof anR2CP connection
can be located at one or multiple hosts. While a unicastR2CP
connection is in fact equivalentto anRCPconnection,amultipoint-
to-point R2CP connection can be considered asan aggregation of
multipleRCPconnectionswhosereceiving endsarecoordinated by
an R2CPengineat thereceiver usingtheinterface functionsshown
in the�gure. Werefer to thevirtual connectionsthatexist between
theR2CP receiver and individual sendersas RCPpipes, and focus
on thereceiver for thefollowing discussions.

When theapplicationat themobile hostopensan R2CPconnec-
tion, initially oneRCP pipe is createdbetweentheactive interface
and the remoteserver. When the mobile hosthandoffs from one
interfaceto another, a new RCP pipebetween thenewly active in-
terface andthe server is created,after which the old RCP pipe is
deleted.However, if bandwidthaggregationis possible(theold in-



terface remainsactive afterhandoffs) and desirable(instructedby
theapplicationthroughasocket option),theold pipeis notdeleted.
If server migrationisrequired whenthemobile host handoffs to the
new interface,thenew RCPpipe is createdbetweenthenewly ac-
tive interfaceandthenew server. The applicationcanusea socket
optionto convey theaddressof thenew server to R2CP.

Whenever multiple RCP pipes co-exist in anR2CP connection,
theR2CP engineperformstransmissionschedulingusingthedata
structuresshown in Figure6, to minimizeout-of-orderarrivalsdue
to datarequestedthroughdifferent RCPpipes.Sincemultiple RCP
pipescollaboratively request datafor thesameconnection, it is pos-
sible thatdatarequestedthroughindividualpipesisnon-contiguous,
dependingon thetransmissionscheduleusedby theR2CPengine.
Hence, in R2CPtherequestis always transmittedin thepull mode
(refer to Section3.3.1), such that thesendercan transmit only the
datarequested.However, to facilitate lossdetection and loss re-
covery, at the receiver each RCP pipe internallymaintains a local
sequencenumberspace. SincetheR2CPenginecontrolsthepacket
I/O (to and from theIP layer), it convertsthelocal sequence num-
berusedby eachRCP pipe to theglobalsequencenumberusedby
the aggregateconnection beforesending out the packet, and vice
versa. Wediscuss in Section 4.3.1how theconversion is achieved.

4.3 Protocol
In this section, we describethe key protocol functionalities in

R2CP including scheduling, connection management, congestion
control,�o w control,and reliability.

4.3.1 Scheduling
A key functionality in R2CP is to perform packet scheduling

acrossmultiple RCP pipes. R2CP (the R2CP engine) maintains
thefollowing four key datastructuresfor achieving thisgoal:

� bin ding : For each requestsent out by oneof theRCPpipes,
R2CP maintains the mappingbetween the local sequence
numberof theconcernedRCP pipe,andtheglobal sequence
numberof theaggregateconnectionin thebinding datastruc-
ture. Thepipe through which thedata segmentis requested
is alsorecorded in thebinding datastructure.

� pending : Therangesof sequencenumbers for datayet to be
requested aremaintained in the pending data structure. It
consistsof thesequencenumbersof datasegmentsthat need
to beretransmitted(requestedagain), andsequencenumbers
greater thanthehighest sequencenumberrequested so far.

� ran k: For every outstandingrequestfor segmenti (onewith
startingsequence number i) sent by pipe j, an element is
insertedinto the rank data structure with a timestamp of
T i + 2� RTTj , whereT i is the time at which therequest was
transmitted,and RTTj is the round-trip time of pipe j. The
timestampis re�ectiveof thetimethedatasegment requested
in responseto thearrival of segmenti, is expectedto arrive.

� act ive : When an RCP pipe issues a requestto R2CP for
transmission, R2CP can return with FREEZE to the corre-
spondingRCP pipe dueto unavailable spacein the receive
buffer. In suchanevent,R2CPaddstheconcernedRCPpipe
to the ac tive data structure.When any space is created in
thereceivebuffer, R2CPissuesaresume() call to eachof the
pipes in the active datastructure.

Wenow explainhow R2CPusesthesedatastructures to perform
transmission scheduling andinteracts with individual RCP pipes.
When pipe j usesthe send() call with RCP sequence number s
for transmissionrequestat time T, R2CPlocatestherankk of the

requestby comparingT + RTTj with existing entriesin the rank
data structure. Then it �nds segment i as the kth segmentto re-
quest in thepending datastructure,updates theentry for segment
i in the binding datastructure with ( j, s), and insertsan entry
(i, T + 2� RTTj ) in the rank data structure. Finally, it uses these-
quencenumberi in the requestheader, and sendsout the request.
Whena data segment m arrives,R2CP deletesthe corresponding
entry in the rank datastructure, enqueuesthe datain the receive
buffer, �nds the correspondingRCP pipe and its local sequence
numberq basedon thebinding data structure,andpasses q to the
correspondingRCPpipeusingtherecv() call. Theconcerned RCP
pipe thenupdates its states(e.g.congestion controlparametersand
thenext sequencenumber to send), and determines whether it can
sendmorerequests or not. In case it cangenerate morerequests, it
usesthe send() interface with the next RCP sequence number for
transmission requestasbefore.

Uponreceiving the transmission request from any RCP pipe, if
thereis noavailablespacefor moredatain thereceivebuffer, R2CP
returnswith FREEZEto freezetheconcernedRCPpipe,andputsit
in the active datastructure. If later any buffer space opensup
due to, say, thearrival of thehead-of-line segment,R2CPusesthe
resume() call to de-freeze all pipes in the active datastructure.
Whenever an RCP pipe detectsa loss, it usesthe loss() call to in-
form R2CP. R2CP thenunbinds the lost segment in the binding
data structure, insertsthe sequence number in the pending data
structure,anddeletesthe corresponding entry from the rank data
structure.Whenever anRCPpipe updates its RTT estimate, it uses
theupdate() call to informR2CP,which thenupdatestherank data
structurefor pending requestspertainingto theconcerned pipe.

4.3.2 Connection Management
When R2CPcreatesan RCPpipe,it usestheopen() call to make

theRCPpipestart theconnection setupprocedure.Theconnection
setupprocedurefor eachRCP pipe is discussed in Section 3.3.2.
WhentheRCPpipe is established, it uses theestablished() call to
notify R2CP.TheR2CPconnectionis establishedwhen any of the
RCP pipe returnswith the established() call . On the otherhand,
whenR2CP deletesan RCP pipe, it usesthe close() call to make
the RCP pipe enter the closing handshake. When all RCP pipes
returnwith theclosed() call, theR2CPconnection is closed.

4.3.3 Congestion Control
Congestion controlin anR2CPconnection is performed onaper-

pipe basis, whereeach RCP pipe is responsible for controlling the
amountof data transferred throughthe respective path. R2CP de-
cidesthecongestion control mechanismto usefor eachwirelessin-
terface by openingan appropriate RCPpipe(e.g. RCP-NewReno,
or RCP-STP as we discussedin Section 3.4.3). We assume the
choiceasto which congestion control schemeto usefor each in-
terface is an externaldecision,and is provided to R2CP through a
system con� guration or asocketoption.

4.3.4 Flow Control
SinceR2CPhas controlover thereceive buffer, it is responsible

for the � ow control of the aggregateconnection. R2CP freezesa
requesting RCP pipeif it �nds that thenumberof outstanding data
is equalto theavailablebuffer space. It de-freezesconcerned pipes
through the resume() call whenany space is created in thebuffer.
The�o w control mechanism for individual RCP pipesthatwe dis-
cuss in Section 3.3.4will notkick in sincethey donotdeal with the
actualdatasegments. Notethat R2CPis alsoresponsible for appro-
priately informing the sendersaboutwhat data to purge usingthe
SEG.DEQ� eld in theRCPheaderthat wediscussedin Section3.3.4.
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Figure7: R2CP Testbed Scenario

4.3.5 Reliabili ty
R2CPis primarily responsible for thereliabledatatransferof the

aggregateconnection. It achievesthisgoalby maintainingthebind-
ing informationfor all datasegments. Onceasegment is boundto a
particularRCPpipe,theconcernedpipewill take over therespon-
sibility (sinceRCPis areliableprotocol). However, notethat when
anRCP pipedetectsa segmentloss and reports to R2CPusingthe
loss() call, R2CP will unbindthecorrespondingdatasegment,and
delegatethe reliable transferof the lost segmentto thenext avail-
ablepipe(accordingto therank). While theoriginalRCPpipewill
still strive to deliver the samesegment (in termsof the RCP se-
quence number)via retransmissions, it will beassigneda different
datasegmentby R2CP.

4.4 Functionality Gains
In thissection,weshow thefunctionalitygainswhenusingR2CP

at a mobile host with heterogeneouswireless interfaces. We use
both network simulationand testbed emulation to present the re-
sults. While ns-2has been popularly usedfor network simulation,
it can also be usedasan emulatorto interact with a live network.
Theprotocol object developed in ns-2 cantapinto thedevicedriver
of the interface card (of the hostwherens-2 is running) to inject
real packets to thenetwork. Packetsreceivedby theinterfacecard
canalsobe dispatched to the target protocol object in ns-2. The
advantageof using emulationis that packetsgeneratedby theem-
ulatorexperiencethesamebandwidth�uctuations, round-triptime
variations,andlossesasany otherlivetraf�c in arealnetwork. This
is especially usefulfor evaluating theperformanceof theprotocol
in anuncontrolled wirelessenvironment. Weusethetestbedshown
in Figure7 for performing emulation. Themobilehost is an IBM
Thinkpad T-20 laptop, and the servers are Dell Optiplex GX110
desktops. The mobile host is equipped with two IEEE 802.11b
interfacesthatallow it to connectto two WLANs belongingto dif-
ferent administrative domains(the two cardsare associated with
different ESSIDs, and assigned different IP addresses). Server-I
and Server-II are replicated �le servers. We also use simulation
with controlled parameters(e.g. bandwidth andround-trip time) to
show theperformanceof R2CP in variousenvironments.

4.4.1 SeamlessHandoffs
When mobilehostshandoff betweenheterogeneouswirelessnet-

works, akey challengein supportingseamlesshandoffs is theprob-
lem associatedwith addresschangeandprolongedregistration de-
lay. Conventionalapproachesfor performingverticalhandoffssuf-
fer from connection disruptionsdue to this problem. As we ex-
plainedin Section 4.1, themulti-state designin R2CPallows it to
openmultiple connections(pipes)associatedwith thewireless in-

terfacesthat becomeactive during handoffs. By retaining the old
connection (for aslong asthe link layer supports) during the ini-
tial setupdelay of thenew connection,theapplicationcancontinue
transmittingandreceiving datafrom either or bothinterfaceswith-
out beingdisruptedduring handoffs.

We show in Figure8(a) thetestbed resultswhen themobilehost
handoffs from oneaccess network to another. The mobile hostis
initially connected to Server-I throughnetwork A, and henceone
RCP pipe(RCP-1) is createdin theR2CP connection. At t = 58s,
themobile host decidesto handoff to network B, so a second RCP
pipe (RCP-2) is created (using the new network address). How-
ever, asthe�gure shows, RCP-1 is not closed until t = 60s (a pre-
setvalue), andhenceduringt = 58sandt = 60s two pipesco-exist
in theconnection to collaboratively deliver data for theapplication.
Even if thereis somesetupor ramp-up(e.g. dueto slow start)de-
lay for theRCP-2 pipe,theexistence of theRCP-1pipe allows the
aggregate connection to continue progressing without being dis-
rupted. This is very different from relatedwork that usesa single-
statetransportprotocol for handoffs. SinceR2CP is a multi-state
transportprotocol,it is capable of maintaining multiple (interface
speci�c) pipeseffectively in a connection without suffering from
problemsdueto packet reordering or duplicates.Note that there-
dundantstriping techniqueproposedin [15] canalso beusedduring
handoffs for achieving betterperformance.

4.4.2 Server Migration
A key difference between R2CP andothermulti-statetransport

protocols is theability to supportend-pointhandoffs in R2CP. By
virtue of its receiver-centricdesign, the sender doesnot maintain
any “hard” state (e.g. retransmission timers) of the connection.
Sincethemobilehostcontrolswhichdatato receivefromthesender,
handoffs from one server to another canbe as simpleasstop re-
questing data from the old server, andstart from thenew one. As
wedescribedin Section2.2.2,server migration involvesinteraction
between the transportlayer and higher layer protocols. We focus
in this sectionon theability of R2CPto facilitate server migration
givensuf�c ientsupport from thehigher layers, andhencemotivate
its useas a valuable and effective building block for end-to-end
mobility support frameworks.

As Figure7 shows, whenthemobilehostmovesto network B,
it hasaccessto a replicatedserver (Server-II ). Theend-to-endpath
from the mobile host(usinginterfaceB) to Server-II hasa shorter
round-trip time anda larger bandwidth, and hencethemobilehost
decides to performserver migrationfrom Server-I to Server-II. Ini-
tially, the R2CP connection creates an RCP pipe (RCP-1) using
network address A andthe address of Server-I. Whenthe mobile
host movesto network B, R2CP createsa new RCP pipe(RCP-3)
usingnetwork addressB and theaddress of Server-II. Notethat in
Figure8(b) we alsoshow a contrasting scenario where themobile
host doesnot perform server migration,andhencethesecondRCP
pipecreated(RCP-2) is betweennetwork addressB andtheaddress
of Server-I. After thenew RCPpipeisestablished, themobilehost
requestsdatathathasnotbeen deliveredby Server-I, instead of re-
questing fromthe�rs t byteof thedata.2 Thedifferencebetween the
slopesof RCP-2 andRCP-3indicatesthatRCP-3providesa larger
bandwidth than RCP-2. Approachesusedfor achieving seamless
handoffs discussedin Section 4.4.1canalsobeused for achieving
seamlessservermigration.

Basedon the content of its receive buffer, R2CP may request
non-contiguous datafrom Server-II. Henceserver migration using

2Note that the RCP sender on Server-II may need to purge from
its sendbuffer thedatathat is not requiredby thereceiver, with or
without theapplication's interaction.
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Figure8: R2CP TestbedResults

R2CPdoesnotnotcauseredundanttransmissionscompared to that
using only TCP (the TCP sender delivers only in-sequencedata
stream). While supportfor selective pulling of datais provided
by someapplications (e.g. HTTP 1.1 RangeRequests), it can be
achievedin R2CPwith nosupport fromtheserver sideapplication.

4.4.3 Bandwidth Aggregation
When a mobile host handoffs between heterogeneouswireless

networks,it is possible thattheold connectionremains activeafter
thehandoff is complete. In such a case, it would be advantageous
for the mobilehostto achieve aggregatebandwidthsby simultane-
ously using bothinterfaces. SinceR2CPallowsmultipleRCPpipes
to co-exist in oneconnection, andperformseffective transmission
schedulingfor striping acrossmultiple pipes,a mobile hostusing
R2CPcaneasily achievebandwidthaggregation if desired.

We �rs t considerthetestbed scenarioshown in Figure7. While
bandwidth aggregation can be achieved between the mobile host
andoneserver (point-to-point), we considera scenario where the
two pipes connect to differentservers (multipoint-to-point). The
mobilehost openstheRCP-1/RCP-2 pipebetween network address
A/B and the address of Server-I/Server-II respectively. However,
instead of closingthe RCP-1 pipe after RCP-2 is established, the
mobile host keepsboth pipesopenduring the period it is within
thecoverageof bothWLANs. As shown in Figure8(c), R2CP can
achieve theaggregatebandwidth of thetwo pipes.

We now use simulationto evaluate the performanceof R2CP in
achieving effective bandwidth aggregation under various network
conditions.Weuseanetwork topologysimilar to thetestbed topol-
ogy shown in Figure7. Themobilehostopenstwo pipesto aggre-
gatebandwidths from differentservers.Wevary thecharacteristics
of the two paths, in termsof thebandwidth of thebottleneck link,
andthe round-triptime of theentirepath, to introducebandwidth
mismatchesand delay mismatches. We alsointroduce bandwidth
�uctuations by using on/off traf�c sources aswe describedin Sec-
tion 3.4.Wecomparetheperformanceof R2CPagainstthefollow-
ing approaches: (i) Ideal: the idealperformanceof bandwidth ag-
gregation, wheretheaggregatebandwidthequalsthesumof band-
widthsalongthetwo pipes; (ii) APPS:anapplicationlayerstriping
approach (similar to the oneusedin [15]), where the application
stripesacross multiple RCP connectionswithout using R2CP;and
(iii) R2CP-s: a simpli�ed versionof R2CP,where thedatarequest
is assignedto individual pipeson a �rs t-come-�rst- served basis
withoutconsidering theround-trip times.

Due to lack of space, we presentonly a subsetof the perfor-
manceresultsin Figure9. In Figure9(a),we vary the bandwidth

of thetwo pipes suchthat thebandwidthof the�rst pipeis � xedat
4Mbps,while thatof thesecondpipevariesfrom 1Mbpsto 6Mbps.
We observe that both R2CP andR2CP-sachieve the ideal perfor-
manceirrespective of the bandwidthmismatches. Theapplication
striping approach fails to achieve the desiredperformance for the
samereason explainedin [15]. In Figure9(b), we vary theround-
trip timeof thetwo pipessuchthattheRTT of the�rs t pipeis �x ed
at 30ms, while that of thesecondpipevaries from 30msto 210ms.
We �n d thatwhile theperformanceof R2CPstill closely tracksthe
ideal performance, R2CP-s fails to scale when theRTT mismatch
increasesbeyond 3. The performance degradation of R2CP-s is
due to the scheduling used that doesnot take into consideration
the round-trip times of different pipes. While an FCFS style of
striping policy works well whenthe round-trip timesof different
paths arecomparable,asthe RTT mismatchesincrease,it suffers
from frequent out-of-order arrivals. Dueto thelimited spacein the
R2CP receive buffer, head-of-lineblockingeventuallytriggersthe
�o w controlof R2CP andcausestheprogressionof theaggregate
connection to stall. Weshow in Figure9(c) thepercentageof pack-
ets that �nd the buffer 75% full upon arrivals, for threedifferent
stripingapproaches.Thereasonfor thenon-performanceof theap-
plicationstripingapproach is clear from the�gure. While R2CP-s
manages to maintain asmall queuesizewhentheRTT mismatches
are small, the queuebuilds up noticeably asthe RTT mismatches
increase. R2CP, on the other hand, achieves better performance
evenwith largeRTT mismatches.

5. DISCUSSIONS
In this section,we �rs t discussthe overheadsandcomplexities

at themobilehost whenusinga receiver-centrictransport protocol
like RCP. We then discuss several extensions for RCP when the
mobile host alsoactsasthesender, andwhenthe traf�c source is
not network-limited.

5.1 Mobile HostOverheads
A question thatariseswhenmoving the intelligenceof thetrans-

port protocol from the server to the mobile host is: would such
design demand a moresophisticatedmobilehost, or prove to bea
drain on thepreciousbattery resourceat themobilehost?

NotethatRCP is designedfor mobilehosts that useTCP asthe
transportlayer protocol. Since RCP is a receiver-clone of TCP, it
merely transposesvariousfunctionalities performed in TCP from
the sender to the receiver. As we showed in Figure2, RCP does
not increasethe complexity of the protocol. Since TCP is a du-
plex protocol,any implementationof theTCPprotocol stack at the
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Figure9: Perf ormanceof R2CP Scheduling

mobilehostalreadyincludesfunctionalitiesof boththesender and
thereceiver, irrespective of whether themobilehost acts as a TCP
senderor receiver. Hence, in termsof thefootprint, RCPdoesnot
introduceany overhead at the mobilehost. In termsof complexi-
ties, it is obviousthat themobilehost performsmorefunctionalities
asanRCPreceiver thanit does asa TCPreceiver. However, in [7]
theauthorsstudytheprocessing overheadsof theTCP/IP protocol
stack. They �nd thataftera packet is dispatched to thetarget TCP
socket, theTCP sender uses 448 (CPU) instructionsto process the
packet beforesendingit out, while the TCP receiver uses421 in-
structions.Moreover, they �n d that afterapacket is received by the
interfacecard, theprotocol-speci�c processing overheads(includ-
ing TCP, IP, and ARP)for a1460-bytepacketconstituteonly 8%of
thetotal processing overheads– the majority being thedatatouch-
ing (memorycopy) and operating system overheads.The authors
in [18] usingpackets of different sizesalsomake thesameobser-
vation. Sincethecomplexity of theRCPreceiver is similar to that
of theTCPsender, it canbeexpectedthattheprocessingoverheads
will increaseonly minimally whenRCPis usedat themobile host.

In termsof energy consumption,since themobilehostperforms
more functionalities, it is intuitive that the mobile hostwill con-
sume more power when acting as an RCP receiver (instead of a
TCP receiver). However, notethat suchdifferencein power con-
sumption exists only when the mobile host is transmitting or re-
ceiving packets (after which it will process the packet following
thestate machine of thetransportprotocolin use). We usethefol-
lowing numbers to explain that thepower consumedfor transmit-
tingor receivingpacketsthroughthewirelessinterfacesigni�cantly
outweighstheextra power consumeddueto the increasedcompu-
tation requiredby RCP. For a laptop with a Pentium-III 800MHz
CPU, we measuretheper-packet CPU cycles required for it to act
asa TCP sender anda TCPreceiver respectively. On a Linux op-
eratingsystemwe �nd that theCPUcyclesincreaseby about5000
when the host is usedas a TCP sender. Such extra CPU cycles
canbe translated to additional CPU energy consumptionof about
9.38µJ. Whenusing an IEEE 802.11bwirelesscard to transmit or
receive a packet with a packet size of 1000bytes,it consumesap-
proximately1.28mJ.Therefore,theper-packetenergy consumption
increasesby about 0.7% whenperformingthe functionalities of a
TCP sender. We concludethat the increasedenergy consumption
doesnot noticeably decrease the time themobilehost canhave to
transmit or receivedata.

5.2 RCP Extensions
In Section3 we present theRCP protocol by focusingon a sce-

nario wherethemobilehost actsasthereceiver, andtheapplication
usedis backlogged(network-limited). We now brie�y discussthe
operationsandextensionsof RCPwhenused in other scenarios.

5.2.1 UpstreamTraf�c
While mobilehosts predominantly consumedataretrievedfrom

thebackboneserver, it is possible that they alsoneedto uploaddata
to thebackbone server. In sucha scenario, themobilehosthas the
following two options: (i) UseRCPfor UpstreamTraf�c: Notethat
RCP is a duplex protocol like TCP, andhencethemobilehostcan
useRCPto sendor receivedata.Whenuploading datato theserver,
themobilehostacts theRCPsender, andtheserveractsastheRCP
receiver. While thisoptionsimpli� esthedesign of theprotocol, the
performanceand functionali ty gainsthatwediscussed in Section2
would not apply in such a scenario. (ii) Use TCP for Upstream
Traf�c : A duality exists betweenTCP and RCP for upstreamand
downstreamtraf�c. As a datasource,themobilehost cancontrol
how muchand what datato sendby using TCP. Therefore,using
TCPfor upstreamtraf�c hasthesameadvantagesasusingRCPfor
downstreamtraf�c.

Seemingly, onesolution for the mobile host to handletraf�c in
both directionsis to implementbothTCPandRCP. However, being
aTCPclone,RCPcanreusemany algorithmsalreadyimplemented
in TCP, such ascongestioncontrolandresequencing.Wehastento
add that anideal transportprotocol for mobilehostswith heteroge-
neouswireless interfacesis onethat is transpositional, with TCP
and RCPstandingat both endsof thespectrum. A transpositional
transportprotocolcan dynamically redistribute the functionaliti es
of the protocol to thesenderor thereceiver dependingon,say, the
direction of the traf�c or the capabil ity of the device. Note that
sucha transpositional protocol doesnot need to actually “move”
thecodes between thesenderand thereceiver, but simply changes
thedatapathand/orcontrolpath in theprotocol stack.

5.2.2 Application­Limited Traf�c
In Section3 weassumethat thesenderalwayshasdataavailable

in thesend buffer for thereceiver to consume.However, it is pos-
sible that the applicationused is data-limited (e.g. telnet), or the
sender needs to perform reverse �o w control against the receiver
due to its processing limit.3 In these cases,like TCP, the sender
can explicitly advertise �o w control to throttle the amount of re-
quests issuedby thereceiver. WhentheRCP receiverhits thelimit

3However, notethat an RCP senderis simpler than a TCP sender.
A server running RCP thuscan servicemoreusers thana server
running TCP, if thebottleneck is theprocessingpower.



imposed by thesender, it will enterthepersist modeasin TCP[39].
Afterward,it canperiodically probe thesender for request permis-
sions,or wait for theexplicit window updatefromthesender. Such
�o w controlcanalsobeusedto notify thereceiver when there is no
moredatato sendat thesender.

5.2.3 Rate­ControlledTraf�c
While we have consciously positionedRCP asa TCPclonethat

uses thewindow based congestion control, it is possible to extend
RCP for traf�c sources that needrate control. For example, the
sender can maintain a send timer to control the rate at which it
canburst out data. The send ratewill beprovided by the receiver
through its congestion control mechanism. Note thatsince there-
ceiver hascontrol over the reliability mechanismof the protocol,
it canswitch betweenreliable (TCP-like) or unreliable (UDP-like)
datadelivery without changing the semantics at the sender. Our
ongoingwork also includesbuilding R2CP atopa reliable proto-
col such asRCPfor streamingapplicationswherepromptdelivery,
instead of reliable delivery, is moredesirable.UsingRCPto sup-
port anapplication thatdoesnot requirefull reliability is possible,
as a retransmission in an RCP pipe does not necessarily mean a
retransmission of thesameapplication data.

6. RELATED WORK
While sender-centric approacheshave prevalently beenadopted

in thedesignof transportlayer protocols, aconsiderableamountof
work hasalso focusedon increasing receiver participation(com-
paredto TCP) in theprotocol operation. In the following, we dis-
cussseveral relatedwork thatleveragestheexistenceof thereceiver
for improving theperformanceand functionality of theprotocol.

In [8], theauthorsproposea transportprotocol called NETBLT
for achieving high throughputperformance in bulk data transmis-
sion. While NETBLT is in fact a sender-centric protocol,aninter-
esting design is therelocationof theretransmissiontimer from the
sender to thereceiver. The authorscontendthatsince thereceiver
knows which packet has been received and which has not, un-
necessaryretransmissionscanbeeliminatedwhen timeout occurs.
However, in NETBLT thesenderis still predominantly responsible
for performingloss recovery, and hence the receiver needs to use
SACK for conveying other lossesto thesender. WTCP, proposed
in [30], is anexample that usesthereceiver for performingconges-
tion control. The WTCP receiver calculates the rate at which the
sendercansend,basedon theinter-packet delayof receivedpack-
ets. By maintainingthe history of packet losses,the receiver can
intelligentlydistinguish betweenthe congestionlossesandcorrup-
tion losses, andadjust thesendrateaccordingly. While thereceiver
doescontrol the send rate, WTCP is not a fully receiver-centric
transport protocol. Reliability is still the role of the sender, and
hence the receiver needsto periodically send backACKs (CACK
andSACK) to inform thesender of its buffer state. Other rate-based
transport protocolssuchasTFRC[13] andTCP-Real [38] also use
thereceiverfor tracking losseventsor achieving betterlossidenti�-
cation.Still, thefunctionality of thereceiver is limited to providing
amoreaccuratefeedback or estimationof thetransmissionratethat
thesender canuse.

In [12], the authorspropose a receiver-driven transport protocol
calledWebTP for optimizing the performance of Web datatrans-
fer. WebTP follows the request/responsemodel used in HTTP,
where the connection is initiated, controlled, and terminated by
requestsfrom the receiver and responses from the sender. Like
RCP, WebTP is a fully receiver-centric transportprotocol where
thereceiver is responsible for �o w control, congestioncontrol, and
reliability, while the sendermerely transmits whatever packet the

receiver requests. However, sinceWebTPis primarily designed
for the wired environment, it does not addressthe issueof request
losses, whichRCPhandlesthroughtheuseof thecumulativemode
and thecyclic buffer aswe discussedin Section 3.3.1. Moreover,
while WebTPalsofollows thecongestioncontrolalgorithmsused
in TCP, it employs a different timeout detection mechanismbased
on thepacket inter-arrival times, and it doesnot cut down thecon-
gestion window in responseto the detection of threeout-of-order
arrivals. It hasbeenshown in [12] that WebTP is in fact moreag-
gressive thanTCP, whereas RCP is friendly to TCP asshown in
Figure4. Unlike RCP, thedesignof WebTPis closelycoupled to
the target application. WebTPprocessesthe application dataunit
(ADU) directly, andperformsreliability andpriority control at the
ADU level. Nonetheless, WebTPdoesmakeacasefor usingHTTP
atop a receiver-centric transport protocolto address the inef�cien -
ciesassociatedwith theuseof asender-centricprotocol likeTCP.

Finally, in [33], theauthorsconsider receiver-basedmanagement
of low bandwidth accesslinks. They observe that since the mo-
bile host increasingly tends to maintainseveral concurrentcon-
nectionsacrossthe bandwidth-limited accesslink, it is important
to prioritize connectionsdepending on the type of the application
used(e.g. an interactive application hasa higherpriority than�le
download). Since themobilehost is awareof thebandwidth of the
access link and the relative importanceof differentconnections,a
receiver-based approachis idealfor bandwidth management. How-
ever, usingTCP, themobilehostin theproposedapproachneedsto
overridethe advertised window to indirectly control (throughthe
server) thebandwidth usedby differentconnections. We note that
if RCPis used, such bandwidthmanagement can beachieved at the
mobile hostwithout involving theserver or changingtheadvertised
window. The authors in [24] also consider a similar problem of
sharingthebandwidthof thewirelesslast-hopamongmultipleTCP
�o ws. Theproposedapproach adjuststhebandwidth shareof each
TCP �o w by manipulating the round-trip time aswell as the ad-
vertisedwindow. While theuse of RTTs allows more�e xibility in
controlling theper-�o w bandwidthshare, it requiresthereceiver to
perform RTT estimation (already implemented at thesenderside),
andto arti�c ially in�ate RTTsby usingdelayed ACKs. It is obvious
that areceiver-centric transport protocollikeRCPcansupportsuch
receiver-based bandwidth allocationbetter thanTCP.

7. CONCLUSIONS
In this paper, we presenta receiver-centricprotocolcalled RCP

that is a TCP clone in its generalbehavior. We show that for mo-
bile hostsin wirelessnetworks, RCP allows better loss recovery,
congestioncontrol, andpowermanagement mechanismscompared
to a sender-centrictransportprotocollike TCP. More importantly,
in thecontext of recenttrendswheremobilehosts areincreasingly
being equippedwith multiple interfacesproviding accessto hetero-
geneous wireless networks, we show thatRCPenablesa powerful
and comprehensive transport layer solution for suchmulti-homed
hosts, including theability to (i) enjoy seamlesshandoffs, (ii) use
network speci�c congestion control schemes,(iii) facil itate server
migration, and(iv) achieve�e xible bandwidth aggregation.Weuse
both packetlevel simulations,andrealInternet experimentsto eval-
uate theproposed protocol.
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