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ABSTRACT

Numerougransportprotocolshave been proposedn related work

for useby mobile hods over wireless ervironments A comma

themeamongthe designof such protomls is thatthey speci cally

addressthe distinct chaacterisics of the lasthop wirelesslink,

such as randan wirelesserrors round-triptime variations,blad-

outs handofs, etc. In this paper, we arguethatdueto the de ning

role playedby the wirelesslink on a connection's performance,lo-

catingtheintelligenceof atrangport protocolatthemobilehosttha

is adja@ntto the wirelesslink canresultin distinct perfomance
adwantages. To this end, we present a receiver-centric transport
protocol called RCP (ReceptionControl Protocol) tha is a TCP
clonein its genea belavior, but allows for bettercongestiorcon-

trol, lossrecovery, andpower maragemat mechaiisms compared
to serdercentricapproacles More importantly in the context of

recenttrendswheremobile hostsare increaingly beingequipped
with multipleinterfacesproviding accessto heterogeeouswireless

networks, we shaw tha a receiver-centric protoml such as RCP
canenale a powerful and compreheasve trangoort layer solution

for suchmulti-homedhods. Spec cally, we describe how RCP
canbe used to provide: (i) a scdable solution to suppat interface
speci ¢ congestiorcontrolfor asingleadive connedion; (ii) seam-

less sener migrationcaability duringhandoffs; and(iii) effective

bandwdth aggregationwhenreceving data through multiple inter-

faces,eitherfrom one server, or from multiple replicated seners.
We use bath paclet level simulationsand real Internetexperiments
to evaluatethe proposedrotoml.

Categoriesand Subject Descriptors

C.2.2 [Computer-Communication Networks]: Network Proto-
cols

General Terms
Algorithms, Design,Performane
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1. INTRODUCTION

The TCP (Transmision Control Proto®l) trangport layer proto-
col is asende-centric protoml with the data sende performingall
important tasksincluding congestion controlandreliability. There-
ceiver participates in the opeation of the protocol, but cortributes
only by sendingfeedbak in the form of acknawvledgnents While
numerousTCP variarts and alterndives have been proposedfor
mobile hogts opeaating in a wirelesservironment, all such proto-
cols still retainthe sende-centric natureof TCP [2,3,11,14,30].
Althoughtherole of the receiver is apprecidly largerin some of
theabove protomlsthanin TCR, it is still limited to providing more
meaningfulfeedbad, with the sende having nal control over all
key tasks.

In this paper we make the casefor a receaver-certric trangort
layerprotol! for wirelesspacletdaanetworks. While we present
in-depth discus®nsin Sedion 2, our argumerns arebased on the
following two factors

1. Any transporprotocd tailoredfor mobilehostsin awireless
ervironmenthasto tackle the unique chaacteristics of the
“last-hop” wirelesslink, andthe conseqgances of the end
point being mobile. In fact, the commonthemebetween
the wide variety of transport protocols proposedor differ-
entwirelessenvironments is indeedthe notion of address-
ing the problemsinduced by the wireless last-hop. Despite
thewireless-avare behaior of thesetransportprotocols the
corgeston controlandreliability mechanismsof theconnee
tionaredtill precominantlycontrolledby thesende, aremote
hostin the badkbonenetwork. However, we arguethatplac
ing the trangport protocad's intelligence at the mobile hog,
which is an end-point of the wirelesslink, canenablefun-
danentally smartemechalismsfor corgeston control, loss
recovery, andpower managenentwhencompaed to sende-
centric appro@hes.

2. With the myriad of wireless networking technologiesevolv-
ing to provide ubiquitouscommuni@tion, a mobile userto-
day has several optiors for wirelessinternet access Not

1in condderationof the typically prevalert sener-client natureof
trafc in the Internet,we term the protocol “receiver-centric” al-
thoughpredsely it is themotile hostthatdrivesthe protocol opa-
ation. Notethatin this paper we de ne thesenderand thereceiver
of aconnetion with respect to thedirectionof the data o w.



surprsingly, mobile hostsare increasingly becoming multi-

homed, posgssing two or moreinterfaces. The distinct ad-

vantages offered by the different techrologiesfurther spur
theneadfor mobile hogsto have multiple interfaces For ex-

ample,wirelessLAN s offer high bandvidthsbut suffer from

low coverage areaswhile wirelessWANSs offer larger cov-

erage areas but cannot supportas high bandwdths as their

LAN counterparts. Thus mobile hosts are or can increas-
ingly be expectedto be, equippedwith heterogneos wire-

lessinterfacesproviding access to wirelessneworksthatcan
patentially bdong to even different autonanous domains.
We arguetha areceiver-centric transporfprotocol, wherethe
receiver controlshow mud and which datato receive from

the sender will beableto farebetterthan traditionalserder

centricapproachesin addressingthis heterogeeity at there-

ceiver, ard provide distinct adwantages from the pergective

of thetrangport layer functiorality achievable.

To undersand the above factas better, in Section 2, we provide
detailed agumentsfor the speci ¢ bene ts enabledwhen usinga
receiver-centric transportprotocol for mobile hostsin a wireless
environment.

Wethen proposereciver-centric transporproto®l cadled RCP
(Reception Control Protoml), which is a TCP clone in its gen-
eral behaior. RCP is TCP-friendly in its opeations but enales
smarter trarsportlayer mecanismsgor congestioncortrol, lossre-
covery, and power maragemaet. Brie y, therecaverin RCP con-
trols al thekey functiondities of theprotocolincludingcongegion
control, o w control, andreliability, while theserder'srole is min-
imizedto thatof respording to the receiver's directiors. We evalu-
ateRCP bothto demonstratéts TCP{riendiness, and to highlight
its unique bene ts whencompaed to sende-centric transportpro-
tocols. We also show why the transposition of the key function-
ality to male the protoml recaver-centric, does not impose ary
appre@ble increasein the CPU and enegy consumptionat the
resource-constained mobile host. We provide detailsof the RCP
design protocd, andits evaluaion results in Sedion 3. While sev-
eral protocds have been proposedwith increasedeiver partici-
pation[8,12,24,30, 33,38], to the bestof our knowledge, this is
the rst effort to sygematicdly investicatethe bene ts achievable
usng receiver-centricproto®lsin wirelessnetworks.

Finally, we proposea purely receiver-only extensbn to RCP
calledR2CP (Radial RCP), designed speci cally for multi-homed
mobile hoss. R2CP is a multi-statetransportprotoml that effec-
tively aggreatesmultiple RCP conrectionsinto one abgrad con-
nectionfor the higherlayer application. An RZ2CP connetion has
multiple independentRCP sencetrs commuricating with their cor-
respording RCPrecevers with thereceiverscoordinatecby R2CP.
R2CPfacilitates severalimportanttrangport layer functiondities for
multi-homedmobile hostswith heteogeneais wirelessinterfaces
including: (i) seamlesshanddfs, (ii) serner migration,ard (iii) ef-
fective bandvidth aggregation. We describe the differentfunction-
alities,and how R2CP achieves themin Section4. We alsodiscuss
why thesefundtionalities cannd be supported,or not effectively
supported, by sende-centricapproachs.

The restof the pape is organized asfollows: In Sedion 2 we
motivatea receiver-centric apgroachfor mohile hostsin awireless
ervironment. In Section3 we presentdetals of the RCP proto-
col, ard its perfomance gains. In Section 4 we exterd RCP to a
multi-stateprotocolcalled R2CP that providesfunctionality gains
to mokile hogs with heterogeneuswireless interfaces. Sedion 5
discussesoverheadswhenusng a receiver-centric protocolat the
mobile host, and several RCP extensions. Finally, Section 6 dis-
cus®srelated work, and Sedion 7 concludes the pape.

2. WHY RECEIVER CENTRIC?

In this sedion, we discuss the bene tsof usingareceiver-centric
transportprotocd for mohl e hostsin a wirelessenvironmen. We
focusonascenariowheremobilehogsact asrecewversfor daasent
from serversin the backbae network, andherce we use the terms
“receiver” and“mobilehast” interchangably in thefollowing dis-
cussions. While we explain in Sedion 3 various protoml func-
tiondities tha canbe moved from the sencr to the recever, for
purposesof discus®nsin this sedion, we assimethata receiver-
centrictrangport protocd controls howmuch datacanbesent and
which data should be sent, by the sender The sendermerely acts
based ontherequests fromthereceiver. We r stdiscusgheperfor
mancegains for amobile hostby dealingwith the characteisticsof
thewireless lasthop, andthendiscusghefundionality gainswhen
the mobile hog is equigpedwith multiple heterogeeols wireless
interfaces.

2.1 Tackling the Wir elessLast-Hop

2.1.1 LossRecwey

TCPassumeghat all losses aredueto congedgion, and hene it
invokesits congegion control mechanisms when recvering from
loses. In thepresencef non-comeston-relatedlossesintroduced
by wirelesslinks such aschanné errors delay variatiors, black
outs, and handofs, TCP suffersfrom perfformarce degradationdue
to unneessarywindow cutdovns Hence mary approacles pro-
posedto improvetheperformane of TCPin wireless ervironments
have focusedon providing TCPwith informationaboutthe charae
teristicsof thewirelesslink for it to distinguish the causes of losses
and take appropriateactions. The informationcanbein the form
of loss classi cation (whethe a lossis dueto corgestionor cor-
ruption), RTT sample ltering (excluding RTT samplesadwersely
in atedduetolink retransmisions) channé statesor potential link
outages(handdfs or blackout9, etc [2—4,11].

Since the mobile host is adjecentto the wireless last-hop, it is
obviously better equippedto obtain rst-hard knowledge of the
above piecesof information. In TCP, since the lossrecovery (in-
cluding lossdetection)is performedat the sender the mobile hod
needsto corvey therequisiteinformationto the serverfor it to take
“wirelessaware” actions. While this modd of operationhas pre-
dominantly been adgtedin related work, it hassome key limita-
tions: (i) Providing feedba& to the sende incursa nite overhead
in termsof the throughputconsume on the reverse path. This
cantrandateinto degradel performancefor connections,especially
when the forward and reversetrafc sharesthe samebottlereck
channg (asis thecase for thewirelesslast-hop),or when thefeed
back is lost. (i) Providing al available information as feedtack
within a limited transportprotocol framework can be unwieldy to
achieve. For example somemobile hoss might use areliable link
layer that affects the round-triptime of the connetion, and hence
might chooseto feedbak informationto Iter speécc RTT sam-
ples. Othermolile hogs might have an unreliable link layer, but
canprovide feedbad informéion aboutthereasongor loses(ran
dom or congestion-relatal). If trangport proto®l healersneedto
bechangdto acaommodae such information, how canthechange
bemadegeneic enoughto accanmodateary possiblefeedbak in-
formatiort? (iii) Alongthesamevein, how can asendebedesigned
genericdly to operde with patentially awide variety of suchtypes
of feedbak comingfrom mobile hoststhat useary arbitrarylink
layer protocol?

A reiver-centric trarsport protocol that perfformsloss recov-
ery atthereceaver, however, canavoid the feedbad overheadsand
latency, andbe resporsive to the dynamics of the wirelesslink us-



ing the information obtainel locally. Moreover, while any intelli-
gene adced to senctr-centric approatiesrequireschanging both
the backione server (for readion) ard the mobile host (for feed-
back, areceiver-centricapgproachinvolveschangingonly the mo-
bile host Thebadbonesener thatis notin chamgeof lossrecovery
doesnot needto beawareof thechaacteristicsof thewirelesslink.

2.1.2 Congeston Control

The congetion control mecharism that TCP uses is designed
for wired environmerts, withouttaking into consideratiorthe char
acteistics of wirelesservironments Related work that aims to
achieve optimd performancein variouswirelesservironmentshas
proposd differentcongestioncontrol mechanismstailored to the
charaterigics of thespeci c tamget environment14,21,30,38]. For
exanple, WTCP [30] has beenproposed for wirelessWANs with
very low bandwdths and reverse path corgeston, while STP[14]
hasbeen proposd for satdlite networks with highly asymméric
links and long propagationdelays.

To adchieve optimal performance, a mobile host should idedly
use the congestioncontrol mechaism (or transportprotocol) de-
signed for the speci ¢ wirelessnetwork it has access to. How-
ever, in sendefcentric appoaches, thee network speci ¢ conges-
tion control mectanians neel to be implemened at the badkbone
sener. While it is concevablethatamobilehod has accesso only
averylimited numbe of wirelessnetworks,abackboneservermay
needto support a signi cantly large amountof connetions from
mobile hogs belorging to any arbitrary wirelessnetwork. Given
the increased heterogenéy of the wireless networks, the disad-
vantgjes of sendercentric appgoaches is pronourtedin termsof
its lack of deployability. Not only is it infeagble for the sewer
to implementall posdble congestioncontrol mechanismsdesigned
for various wireless environments, but it is unscalable to require
the serve to change its protocol stadk whenever a new congedion
contol mechanismoptimized to a new wirelessaccess technolagy
is introduced

A recever-centricprotocd wherethereceiver is responsiblefor
congestion controlthushasuniqueadvartagesover asendercentric
one. Sincethe serderis not tasked with implementing the conges-
tion cortrol mechanismof the connetion, its functiondity can be
signi ¢ antly simpli ed and made transparento the speci ¢ con-
gestobn controlmechansmsused attherecever.

2.1.3 Power Management

While a majority of work on the performarce of TCP has fo-
cusedon the throughpti achievable,recently the enepy ef c iengy
of TCPhasalso gainedattention[29,37,40]. It isshavn in [37,40]
thatsince channelerrorstendto bebursty (correlated),it is enegy-
conservingto cut down the window size (and hene reduce the
numberof packetsin ight) whenwirelesslossesare detectal. This
is be@usepadetsretrarsmitted immediately after wireless losses
arelikely to be lost again, thus wasting the enegy. While TCP-
SACK achievesbetterthroughpt performance comparecdo other
TCP variants in fad it is the leastenagy-conservingprotocol of
all when thechanné errorrate is high[29].

Therefore,an enegy-efc ient transport protocol should avoid
persstently acessing the channelwhen the chanrel condition is
hodile, aseneigy conaumed during this period for attemptingto
trangmit or receive padetsis likely to bewasted. Insteadl it shoud
adjustthe retransmision policy accordingto the channé dynanm-
ics. While it is posdble to implement such power maragemat in
a sende-centric transportprotocollike TCP, thereareseveral lim-
itations to this agproach: (i) While the recever is more aware of
the channel condition thanthe sender ary power-saving decision

Figure 1: A Mobile Host with Multip le Wir elessint erfaces

cannotbe madelocdly atthereceiver. Thisisbecausehesenderis
responsibldor congestion controlandlossrecvery, andhenceary
“unexpecta” prolongeddelay incurred at thereceiver (thatdecides
to refrainfrom acess$ng the channeluntil the chanrel conditionis
more favorable)in receiving datapackets or transmittingACKs can
easly cause the sende to timeoutor wrongly in ate its RTT esti-
mdion. (ii) Evenif the receiver decidesto inform thesende of the
power-saving decision, the feedbak informationwill suffer from
the sameproblemsthat we discussd in Section 2.1.1. More im-
portantly, packets trangmitted for corveying such feedackinfor-
mdion incur extra enegy consumption- espea@lly if the channel
condition is bad suchthat multiple retransmisionsare required.
Theoverhealsincurredin sendirg the feedbak informationhence
limit the granularity andeffectivenessof any sende-centric power
managenentschene.

Ontheotherhand,in areceiver-centric protoal the receiver de-
cideswhich andhow much datait nealsto receive, andthe sende
merely reppondsbased onthereceiver'sdirection Ef ¢ ient power-
congrving decisions canbemack atthe receiverwithouttriggering
any adversereection atthesenderHence, thereceiver hasa highe
degreeof exibility to control the transmisdon or retrarsmisgon
decisions withoutinvolving the serder.

2.2 Supporting Heterogeneos Interfaces

Theprimary reasn for amobilehaost to beequigpedwith heteo-
geneows wirelessinterfacesis the performancetradeoffs thatdiffer-
ent access technologies exhibit, in terms of mobility support, cov-
erage area nework capaity, andtransmision power. The avail-
ability of heterogen®usinterfaces,however, has given riseto nev
challengesto existing transportprotomls in termsof the function
aliti es they provide. In thefollowing, we discuss the functionality
gainsthatareceiver-centrictransporprotoml canachieveto lever-
agethe existenceof multiple interfacesatthe mobile host.

2.2.1 SeamlessHandofs

When the coverageareas of differentaacesstednologies over-
lap, it is possible to achiese seamlss handoffs at the link layer.
However, suchlink layerhanddfs do not necessrily translatanto
seanless hardoffs at the trangport layer. Speci cally, whena mo-
bile hosthardoffs from oneinterface to anotherwith anlP address
changehanded by Mobile IP, the prolongeddelayfor registration
with the home agent[27] can potertially introduce padet losses
after the link layer handoff has compleéed. To prevent TCP from
having adversereactionsdueto padket losses during handdfs, the



mobile hast needsto inform the sende of the handff decision.As
we discussd in Sedion 2.1.1, wheneer feedbad information is
required,a recever-certric protoml hasadvantayesover a serder
centriconedueto thelocality of informationneede.

However, while it is possibleto freeze TCP duringhandoffs [11],
such a stall causesconnetion disruption and preventsusersfrom
enjoying seamlss handofs. One solution to avoid the handoff
lateny without relying on infrastructure support [9], is to usea
mobility-enalbed transport protocol for achiezing end-to-endhost
mobility [26]. Whenthe mobile hostdecides to performa verti-
calhandof [34], it cancreatea new “datastrean” for daa transfer
throughthe new addressassoon asthe new interface becomes ac-
tive. With anapproad like [15], the mobile hostcanusemultiple
TCPpipes(streans) simultan@usly withoutexperiencingany con-
nectionstall aslong asthelink layer supportsseanless handoffs.

A receiver-centrictransportproto®l thushasadwantagsover a
serdercentriconein sucha scenario,since the recever can acal-
rately control which and how much daato send throughead pipe
basedon the status(say signal strength)of each interface More-
over, aswe discussedin Section2.1.2 whentherecewver deddesto
switch to anotherinterface speci ¢ corgeston controlmectanism
after handffs, suchdecisiondoes not neal to involve the sende,
which otherwisewould be tasked with, in additionto supporting
a plethoraof congestioncortrol mecharisms, the seamlessransi-
tion from one corgestioncontrol medanismto anotherfor alive
connetion.

2.2.2 Seaver Migration

Sener migrationis neessry for acieving servie contintity
when a mobile host handdfs from one network to another ard
fails to connect to the original sener usingthe new network ad-
dress. For example, considera mabile host with bath WWAN
(Network A) andWLAN (Network B) interfaces asshown in Fig-
ure 1. Whenit initially useshe WWAN interfaceto connectto the
E! Online server, it is provided acessto the proxy sener inside
the WWAN tha mirrorsthe same contert (e.g. considera WWAN
service provider suchas EarthLinkthat teamswith Akamaifor im-
proving the network serviceit provides [1]). Whenthemobile host
movesto within the coverageareaof the WLAN ard undegoes
avertical handof, it cannotconned to the origind proxy senerin
theWWAN (dueto, say, re walls). However, it mayhave aconnec-
tion to a different server throuch the WLAN interface, andhence
caninitiate sener migrationto enjoy servie cortinuity.

Sener migrationmay require suppat from the applicdion [35]
or the transport protocol [31], to synchonize the statesbetween
seners. A well-designed transportayer protocol canfacilitate such
a synchronizdion proaess If a sende-centric trangort protocd is
used for sener migration, statesmaintainel at the sener for per
formingcongestion controlandlossrecovery needto betranserred
from one serverto anotter. Moreover, for TCR, after the new server
assumes control of the connetion, themobilehosthasto ush ary
out-oforde daafrom its reseqencingbuffer, to avoid corfound-
ing the server by acknawledging datathat the sende hasnot yet
sert [31]. As much as a window's worth of databufferedat the
receiver nealsto be ushed after sener migration.

Ontheotherhand, in arecaver-certric trangort protoml, since
the statesmaintainedfor protocolopeationsare biased toward the
recever, overheasincurredin transerring proto®l statefromone
serderto anothe areminimized. Moreover, since the receiver has
acess to the receive buffer and has cortrol over which datato re-
ceive from the sender there is no needto ush the buffer after mi-
gration. Thereceivercansimply request every “hole” in thereceive
buffer fromthe new sender

2.2.3 Bandwidth Aggregation

When the coverageareas of different wirelessnetworks a mo-
bile hosthasaccessto, overlap, the mobile hostcan use multiple
interfacessimultaneouly, with the goal of erjoying the aggregjate
bandwidthavail able.

While appro@hedfor achieving bardwidth aggregation onmulti-
homedmobile hoss usng sende-centric transportprotocols have
been proposed15, 20], they are limited to usng only onesener.
Sud point-to-pointbandvidth aggreation, however, might not be
possible or desirablein some cases. For example aswe discussed
in Section 2.2.2, someproxy seners are accessble only through
the designated wirelessinterface, and hene it is not possble to
achieve bardwidth aggregationusing additionalwireless interfaces
tha have no access to the existing sener. In sucha scenaio, a
sende-centricapproad would not bedesirablesince it would oth-
erwise regure explicit coordinaion betweenthesegeogaphicdly-
spa@dseners Moreover, it is possible that mobile hods wantto
leveragethe existen@ of multiple adive interfacesin an oppor-
tunistic fashion, basedn the tradeffs betweendifferent interfaces
in termsof achieved throuchput, power consumptionand the cost
incurred. Thedecisionto use or shutdowvn anadive interfacethus
can be dynamic, based on the channé condtions (e.g. lossrates
and ddays) andthe policy of bandwdth aggregation thatthe mo-
bile hostdesikes.

It is advantageoudto use areceiver-centrictransporiprotocol for
achieving differert instantiatiors of bandwidth aggreyation. For
multipoint-to-point bandwidthaggreyation,sincethereceiver isthe
centerof control, it caneasilycoordinatethe transmision of mul-
tiple sendes internally, without any explicit coordinationbetween
sendes themselves. For policy-basedbandwdth aggregation ary
pdicy canbeeasily implementedandupdaed at thereceiver based
onthecharaderidics of thelast-hopard the preferencef theuser

3. RCP: RECEPTION CONTROL PROTO-
COL

We now preent detailsof a receiver-centric trangport protocol
called RCP, Brie y, RCP movesthe respondiili ty for performing
reliability and congestioncortrol from the sencér to the recever.
We rst give a shortreview of the senckrreceiver interactionin
TCR andhow it is trarsposedin RCP. We thengive an overview
of the protowl| operationin RCP, and presentdifferent protocol
functionalitiesincluding connedion maragemat, congestioncon
trol, ow control, andreliability. Finally, we usesmulationresults
to show tha while RCPis indead TCP-riendly, it achieves bette
performancein wirelesservironmentsin terms of intelligent loss
recovery, scaldle congegion control,and ef cie nt powver manage
ment.

3.1 Transposition of Functionalities

TCP is a connedtion-orientedtransportlayer protocol that pro-
videsreliable in-sequene datadelivery to the application. Its pro-
tocol opeation mainly consigs of the following four functiond-
ities: connetion managment, o w control, congestion cortrol,
and reliability. Figure2(a) shavs a schenaticview of the sender
receiver interadion in TCP, alongwith severalstate variablesusing
thenotationintroducel in [25]. Theconnedion mangemaent is re-
quired by arny comectiorrorientedprotocol to synchronizeconnee
tion statesbetweenthe commuricatingpees. After the conrection
is establisheathesenderin TCPcontrolstheprogres®f datatrans-
fer. The senderdrainsdatafrom its buffer based on the amountof
daathat the recaver can acept( o w control), andthe amoun of
daathatthenework cansustain(congestion control). Thereceiver
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Figure 2: Sender—Recaver Interactions

perfoms resequendéng and acknovledges datareceived. Reliable
datatrander is achieved throughloss detection and lossrecovery
perfomedatthe sender
It is clea thatthecomectionmangemaet cannotbeimplemented

only at onesideof the connectia, but needsparticipation of bath
theserderandthereceiver. For theotherfunctionalities while TCP
uses aserdercentricapproat), RCP ddegatesthe responiility to
the receiver asshavn in Figure 2(b). Briey, while the receiver
in TCP merdy sendsback ACKs with no control over which and
in whatseqencedatais transmittecby the sender in RCP there-
ceiver explicitly controlsthesefactorsand the reliade ddivery of
data. Moreover, the RCP recever also assumestotal control over
thebandwdth theconrectioncan consumeysng thesamewindow
basedalgorithm employed by the TCP sende Finally, although
ow cortrol in TCPinvolvesthe sende, it is performedsolely by
therecewverin RCP. Thereforetherecaverin RCP detemineshow
mud data the sende can send (via congestion controland ow
control),andwhich datathe sendershould send(via reliability).

3.2 Overview

In RCP, since the control of datatranser is shifted from the
serderto thereaeiver, the DATA-ACK style of handshakingn TCP
is no longerapplicable. Instead to mimic the self-clocking char
acteistics of TCR, RCP usesthe REQ-DATA handsha& for data
trander, whereary daa tranderred from the senderis preeded
with an explicit request (REQ) from the receiver. Equivalently,
RCP uses the incomingdaato clock therequesfor new daa. The
serdersimply mantainstheserd buffer with onepointer(SNDNXT)
indicatingthe maximum sequene numbersentthusfar.

After the connedion is establishedthe receiver reqleds data
fromthe senderbasedn the sizeof theinitial corngestbn window.
The progression of its congestionwindow follows the slow start,
congestion avoidane, fad retransmitandfad recovery phasegust
like in TCP. The key differencein the opeationis that any trigger
for performing congestioncontrol is inferredbased on the arrival
(or non-arival) of data segments For example,aloss is inferred

upon the arrivals of three out-of-orderdatasggments — instead of
ACKs. Upondetection of a segmentloss RCP cutsdown its con
gestion window, ard retransmitghe correspondindREQ asking for
thelost sgment. Findly, thereceiver performsdataresequacing,
and gives in-sequacedatato the apdication.

3.3 Protocol

In thefollowing, we presentletails of the RCP protocd in terms
of the REQ-DATA handshak, anddifferent functionalitiesinclud-
ing connetion management,congestion control, o w cortrol, and
reliability. For simplicity of explanaion, we assimea backogged
(network-limited) traf c sourcein the following discussions. We
revisit theimplicationsof othe trafc typesin Sectin 5.

3.3.1 REQ-DATA Handshale

Inthe DATA-ACK hanahake, TCPusesthe cumulative adknowl-
edgmentfor achieving robustnesgo losses.To emulatethis behav-
ior andtolerateloss in the reverse pah, RCP allows the receiver
to sendrequest eitherin a cumulative modeor in a pull mode by
appropriatelysetting the pull ag (PW) in the packet healer The
receiver by defaut usesthe cumulative modeto requests for new
daa, and usesthe pull modeonly for retransmis®n of requests
Whenthe sende receivesa requestwith the pull ag set, it sends
only the datasegment indicated in the padet heackr. Otherwise,
the sende cumuldively tranamits data from SND.NXT tha hasnot
beensentyet. Hence,the loss of REQin cumuladive modehas sim-
ilar impad to thatof ACK lossin TCP. To prote¢ REQin the pull
modefrom losses RCPaso usesasimilar mechanism usedby TCP
for protectingSACK from losses. The receiver putsthe mostre-
centblocks of seqencenumbergwe use threeblocks as proposed
in the SACK option [23)]) it requestedin the REQ healer The
sende, in addition to maintainingthe sendbuffer, also maintainsa
cyclic buffer condsting of themostrecentblocks of sequacenum-
bers (threeblocks)it sentout. Uponreceiving the request from the
receiver, the serder checks the consisency between the blocks in
REQard its cyclic buffer. Any mismatchis anindication of REQ
losses, andwill berecoveredby the sende Notethatarequest in
thepull modefor aspeci ¢ datasegmentwill becarriedin atleag
four REQs We revisit therobusiness of REQ in Sedion 3.4.1.

3.3.2 Conrection Managemaent

Justlike in TCR, either the RCP sende or the recéver canini-
tiate the conrectionsetup. The setup process corsists of the same
SYN-SYN-ACK — ACK handshake asin TCP. However, oncethe
connedion is established, insteal of the sende sendng the rst
daa segment,the RCP receiver transmitsthe rst REQwith the
initial sequacenumbe. The sende thentransmitsthe rst data
segment uponreceiving the REQ. Theconnetionteadown in RCP
also follows that in TCP.

3.3.3 Congedion Cortrol

In RCP, thereceiver performs congestioncontroland maintans
the congestion control paraméers including the congestion win-
dow CWD and round-triptime information. Since RCP is a TCP
clone, it adoptsthe window basedcongestion controlused in TCP
The slow start, congestionavoidane, fag retransmit,andfastre-
covery phases are triggeredand exited in the same fashion asin
TCPR Note tha while the samewindow adgtationalgorithm (ad
ditive increase multiplicative decreasefanbe implementeceithe
at the senderor at the recever for performing congegion cortrol,
thesemantis of thecongestiorwindow andthe triggerfor window
increaseor cutdown are different. In TCR, the size of the corges-
tion window limits the amount of unaknonledgel DATA in the



network, andthe senderusesthereturnof ACKsto trigger the pro-

gressionof the congestiorwindow. In RCR, the sizeof theconges-
tion window limits theamour of out¢anding REQsin thenetwork,

andthereaiver usesthe return of DATA to triggerthe progressn

of the corgestionwindow.

3.3.4 Flow Contmol

Flow control allows the recever to limit the amountof in-transit
datato theavailablebuffer spae at thereceiver—whenwaiting for
theapplicationto read(and purge) in-sequencedatg or waiting for
thearrivalsof out-of-orderdata. In RCR, arequestis sentout only if
the correspondinglaa, once received, doesnot cause buffer over

ow at therecaver. This canbe achiezed by creatinga “dummy”

sk _buff [6] (thatdoes not contan ary data) in the receive buffer
for eath daa segmentrequested.New requestareissuedaslong
ashew speceis createdin the buffer. Note thatthe senderin TCP
relies on the window advertisementfrom the recever to perform
o w control. However, in RCP sincethereceiver mantainsthere-
ceive buffer, and hastotal control over hov muchdatathe sencer
cansend, o w cortrol is internal to therecewer. Interestingly RCP
alo needsawindow eld (SEG.DEQ in the paclet heade to inform
the sende of the highest in-sequace datareceved so far (which
canbe calculaed at the sende using SEG.REQ - SEG.DEQ, thus
allowing the senctr to purmge suchdaa from its sendbuffer. The
window scde option[17] usedin TCP canalso be appliedto RCP
in the samefashion.

3.3.5 Relability

As Figure 2(b) shows, in RCP the reseqencing and reliabil-
ity functionalities are collocaed at the recaver. Upon receiing
a data sggment from the sender, the recaver enqualesthe datain
the correspondng sk _buff (createdwhenits requestwastransmit-
ted),andupdaesRC/.NXT aftertheresequendng processin TCP,
since reliability is performed at the serder while resequendng is
performed at the receiver, RCV.NXT is corveyed as the cumua-
tive ACK to the senderfor it to peform lossdetection. However,
RCV.NXT corveys limited informationabout the stateof thereceive
buffer, and hence early implementationsof TCP tha rely on the
cumulaive ACK for performing lossdetetion, suffer from recov-
eringat mog onelossper round-triptime, in addition to incurring
frequenttimeauts [10]. The SACK optionis proposed to addres
this limitation, usng which the TCP senderaimsto corstruct the
bitmapof therecave buffer in the“scoreboad” deta structureg[23].
However, in RCPthereceverhasdirectacesso thereceive buffer,
andhenceit cantimely andaccuratdy performloss detection ard
loss recorery without relying onthe use of SACK.

While RCP canuseany loss recovery algaithm optimized to
the wireless environmen, in the currert implementation of RCP
we adoptthe algorithmsproposedn [5, 22]. Briey, (i) the same
threshald in termsof thenumbe of out-of-orderarrivals is usedfor
deteting al hdes(notjust the rst one)in thereceive buffer; (ii)
RCPdoesnat incuratimeoutwhenaretransmittedegment is lost;
and(iii) thereis no needto clear therecave buffer uponatimeaout
(whereaaTCP sendeusng SACK shouldclearitsscorebarddue
to the possibilty of receiver reneging [23]).

3.4 PerformanceGains

In this sedion, we show through simulationsthe perfomance
gainsof areceiver-centrictrangport protocolover a sendercertric
one.We r stshow thatRCP is indeeda TCP cloneandis friendly
to TCPin thewired ervironment. We then shaw thatin thewireless
ervironment, RCP achievesbetterpeformarce than TCP in terms
of loss recovery, congestiorcortrol, andpover maragemat.

L <A@ K K

Figure 3: Network Topology

We use thens-2network simulator[36] andadumb-bellnetwork
topology shown in Figure 3 for performarce evaluation. For fair
comparisonbetweensendercentric and receiver-centric protomls,
we modfy the implementationof TCP-SACK in ns-2to include
betterlossrecmvery medanismsuch as bette estimatiorof thepipe
size[22], and prevention of timeauts dueto lost retransmisions
(referto Sedion 3.3.5. Unlessotherwisesped ed, eachdatapoint
in the gures is an averageof 10 samplesusng randomseed, and
eachsamge is runfor 300s

3.4.1 TCPFriendliness

We introduce 20 o ws betwesn Sy.-:19 and Dy:.-:19 with different
propations of TCPandRCP o ws, to studytheimpad of RCPon
existing TCP o ws. Wevary the numterof RCP o wsfrom0to 20
(theothesareTCP ows), and obsrve for each scenaio theshort-
term andlong-termbehaiorsof all o wsin thenetwork. As shavn
in Figure4(a) andFigure 4(b), we plot themeanandcod cient of
variationof the per- o w throuchputat differert time instantsafter
thesimulationstarts Theco€ cient of variation(CoV) is obtained
by dividing the stardard deviation of the througlput by the mean
throughput[13]. Note that for clarity of presentation, the direc
tion of the time-axs in Figure4(b) is reversed. We can nd from
bath gures tha the impactof introdudng RCP o ws on existing
TCP owsin termsof thethroughpt re-digributionis minimd, as
evidentfrom the“ a t” curve acossdifferentproportionsof RCP

o ws. Speci cally, sinceCoV is anindex of unfairnessin the net-
work, it is clearfrom Figure4(b) thatTCP o wsdo notsuffer from
unfairness in the preenceof RCP o ws. (Othawise, CoV would
have increasedvith increasing numberof RCP o ws.)

To pro le therobugness of therequed mechanismusedin RCPR,
we considera scenariowhere thereis signi cant lossin thereverse
pah. Asindicatel in Figure 3, we introduce0 to 100 or/off UDP

o wsin thereversediredion of the bottlenecklink to emulae the

ash crowds (e.g WWW-like traf ¢) in the Internet[13]. These
on/off owsgereratetraf ¢ based ontheParetodistribution, where
the shapeparaméeris setto 15 themeanidle time is setto 2s the
meanbursttimeis set to 1s,and thedaarateduring theburstperiod
is setto 500Kbps Sud ash crowdsintroduce signi cant packet

drops(to ACK or REQ in the reversepath For example,with 100
on/off traf ¢ source, each of the TCP (or RCP) ows experiencs
apaclet drop rateof approximately40%in thebottlenek link. We
introduce 20 RCP o wsin the forward path, and compae the per-

o w throughpt achieved againstthat of usng 20 TCP ows. As
Figure4(c) shavs, despitethe heavy lossesin thereversepath,the
performanceof RCP closely tradks that of TCP. This substantites
our agument madein Section3.3.1tha the design of thecumula
tive requestindthe use of cyclic buffer help RCPtoleratelossesin
thereversepath.

Thus far we have comparedthe performance of TCP and RCP
only in awired environmen. In the following, we considera mo-
bile hog with wireless access to the backlbnenetwork. As shavn
in Figure 3, the wireless link between the mobile hostMH and
the accesspoint Do hasa bandwdth of 2Mbps, andacessdelay
of 15ms It alows the mobile hostto connet (using either TCP
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Figure4: RCPis Friendly to TCP

or RCP)to thebackloggel traf c source &, for, say, le download
Weintrodue ranrdompacket lossesfrom 0.01%to 10%in thewire-
lesslink (in bothdiredions), andusethe achieved throughputand
power consumptionatthemobilehostto comparethe perfomance
of the two protocols.

3.4.2 Intelligent Loss Recavely

Information from lower layers abaut the chaacteristicsof the
wirelesdink allowsthetrarsportlayerprotoml to identify thecause
of losses and henceto intelligently perform lossrecvery. As we
discussedin Section 2.1.1, a key motivation for using receiver-
centricprotocolsat the mobile hostis to avoid the feedba& over
head and lateng/ see in serdercentric protols, and to allow
more e Xxible layer coordinaion without being limited by the for-
mat of the packet healer While it is not the focus of this paper
to provide as®rted instantigions of wireless-awaretrarsport pro-
tocolsleveragng such bene ts, we usethe following exampleto
show the performane gain achievablewhen the informationused
for lossrecovery is locally available

Explicit lossnoti cation (ELN) [3] hasbeenproposedssa TCP
optionthatallows TCPto distinguis wirelessrandm lossesfrom
congestion loses. Mobile hosts with or without the assstance
from the base station[3, 4], keep track of padet drops due to
wirelesserrors Whencumulative ackrowledgmentsindicatingthe
pacletlost dueto wireless errors aregereratedthe ELN ag in the
paclet headeris setby the mobile hog. Upon detecting a hole
with the ELN a g set, the TCP serder retransmitghe lost segment
without cuttingdown its corgeston window. As we canseein Fig-
ure 5(8), the performance of TCP improves substantifly for loss
rates between 0.2% and 2% whenELN is used. However, when
thelossrate increases beyond 2%, the perfformane gain deaeases
rapidly. This is bec@usethe ELN bit allows the sende to identify
only one wireless error, and hencewhen multiple wireless losses
occu in oneround-tip time, ELN fails to provide the senderwith
the necessary loss classi cation information, making the perfor
manceof TCP-B_N degradeto thatof vanilla TCP.

RCP with ELN, on the other hand, shows a mud better per
formance even when the lossrate is high. The primary reasonis
thatthe wireless loss informationmaintainedat the mobile hog is
directly accessble to RCP. Hene RCP has accurateinformation
aboutthe cause of lossesfor all holesin the receive buffer, which
allows it to recover from eachloss intelligertly. While it is possi-
bleto cowple SACK with ELN, andredesignthe TCPpacket heackr
such thatead un-SACKed segmenthasits own ELN a g, this ap-
proachin fact exposesthe limitations of serdercentric protocols
thatwe mentionedealier in this sedion. We notefrom Figure5(a)

that evenin the absenceof ELN, RCP constantlyachieves bette
performancethanTCP, with theperformancegain increasingasthe
packet error rate increaes. The reason,aswe discusedin Sec
tion 3.3.5,is beauselossremvery andreseqencingin RCP are
collocated attherecever. Theeffectivenessof the SACK blocksin
hdping theTCPsenderconstuct thebitmap of thereceive buffer, is
impared whenboththe dataseggments and ACKs suffer from high
lossrates(recdl thatwe introducerandomlossesin both diredions
of thewirelesslink).

3.4.3 Salable Congeston Cortrol

As we mertionedin Sedion 2.1.2, various congestion cortrol
mechanismshave beenproposedor use with different wirelessen
vironments Until auni ed congestion controlframework is avail-
able, to achieve optimal perfomance a mobile hog needsto use
the congestion control mechansm designedor the speci ¢ wire-
less network it hasaacesdo. In sener-centricprotols, since corn
gestion controlis implementedatthesende thebadboneseneris
overloada with supportinga plethoraof congestion cortrol mech
anismsfor all possible wireless networks mobile hostsmight conr
nect from. In this section, we presnt how arecever-certric trans-
port proto®l like RCP canaddres this problemin a scalableway.

To startwith, we considerasatelliteenvironment with long prop-
agationdday andhighly asymmetridinks, compaied to theterres-
trial wirelessnetworks. Theauthorsin [14] show that TCP (SACK)
fares badlyin suchan environment. They proposea new trangport
protol called STP (Satellite TransportProtocol)with improved
performance. However, STPis a sendercertric protocd like TCR,
and hence a mobile hog udng the satellite network to aacessthe
backbme sener, cannd use STP unlessit is implementedin the
protoml stack of theconcened server. Now, by usng thealgorithm
presertedin [14], andthe techniqueof functionality trangpostion
discussd in Setion 3.3, we transformSTP into a receiver-centric
protoml cdled RCP-STP. By virtue of the simple senderdesign in
reaiver-centric protocds, while STPuses a fundamentdly differ-
ent congestioncontrol algorithmfrom TCP, the RCP-STPsende
usesthe same algorithmasthe RCP sener. Herce, the badkbone
sener as an RCP sendercan comnunicatewith any mobile hog
acting eithe asan RCPrecaver, or as an RCP-STPrecever — de-
pendingon the accessnetwork the mobilehod uses.

We usethe same network topology andscenariousedin [14] for
evaluaing theperfomanceof STR RCP-STP, TCPand RCP (RCP-
NewReno).Brie y, thenetwork topology resemble the dumb-bell
topology in Figure3 with the source(Sy) and destinationDg) sep
arated by a satellitelink (link Ry Rp). The satellite link is the
battlened link with a bandwidthof 1.5Mbps,andpropayationde-
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lay ranging from 50msto 250ms. Link asymméry is emulated
usng bakloggedTCP owsin therevers direction. Four HTTP
traf ¢ sourceareintroducel in eachdiredion to ermulatethebad-

groundtraf c. As evidentfrom Figure 5(b), the NewRenostyle of
congestion control usedin TCP (and RCP) doesnot perform well

in the satellite ervironment, while STP and RCP-STPacdieve a
muchbetter perfomance We can malke thefollowing observations
from theresults: (i) the performane differerce between TCP and
STP substantiatethe needto usenetwork spe¢c congestiorcon-
trol for achieving optimal performarce; ard (ii) the perfomance
difference between STP and RCP-STPreinforcesthe bene ts of
receiver-centric proto®ls over sendefcentric ones.

3.4.4 Ef cient Power Management

We now shaw the performane of RCP in terms of facilitating
pover mangemen at the mohile host. As we describedn Sec-
tion 2.1.3,whenthe channé conditionis severe, it is not enagy-
efcient for a mobile hostto persverewith persigent retranamis-
sions. Since the mobile hostis an end-pointof the wireless last-
hop, it is aware of the chaanel condition (via, say meauring the
signd strengthin the recaved paketsor beaonsfrom the access
point). Upondetectinga hostile channelstate the maobile hostcan
save the batterypower by reducingthe amount of datain transitor
refraining from transmisions.However, notethatwhile signi cant
enepgy savings can be achevedby operatingthe wireless interface
cardin theslegp mode, doing so withoutthe senderbeingawareof
such enegy-conserving tactics may cause adversereadions at the
serderand causeperfomancedegradation19]. A recever-centric
protocol suchas RCP does not have this problemsincethe mobile
hog hasfull control over how much data the senckr should send.

To evalude the performancebene tsin power consumption, we
use the IEEE 802.11bwirelesscad as a casestudy The IEEE
802.11bcard consumes 1.65W 1.4W, and 0.045Wwhenoperated
in thetransmit,receive, andsleep modesrespectively [19,28]. We
considera two-stateMarkov error modé for varying the channé
conditionof thewireless link [2]. The pacleterror ratein thegood
stateis set to 0.01% andthatin the bad stateis setto 10% (for deep
fades) Themeanduratian of thegoodstate is setto 10s,while that
of the bad statevariesfrom 1sto 10sdependingon the scenaio.
We assimeanenegy-frugal mobile host tha entershesleg mode
wheneer it detectsthe channé is in the bad state Once in the
deep maode, al daa transmis®ons and reeptionsare supended
(henceall packets in trangt that arrive duringthis periodarelost).
Themobilehod wakes up periodicdly every 100msto listen to the
beaonsfromtheacess point [16], during which it also measures
the channelstate usng the received signal strergth. The duration

of the beamn is 2ms, and the power consumed for receiving the
beacm is based on the valueassimed for the receive mode. Once
themobile hostdecidestha the chamelis in the good state,it de-
freezesand reamesdatatrarsmisgon as usud.

Figure 5(c) compaes the performanceof RCP and TCPin terms
of power consumptiorard achievedthrouglputwhenthemeandu-
ration of the bad statevariesfrom 1sto 10s. We assimetha the
sende is unaware of the channel state, and hen® when TCP is
used,the mobile hostreceives daa and transmitsACKSs irrespee
tive of the channel state. On the otherhard, when RCP is used,
themobile hostentersandleavesthe sleepmodeasmention& be-
fore. The mobile hog freezes the RCP timer whenit entersthe
sleepmode. Whenit wakesup, RCP resumesiatarequestbased
on the state(holes) of the reeive buffer. As expeded, the longe
themolile hoststaysin the deep mode,themoreenegy savings it
canadieve uing RCP. While theenegy savingsareolvious Fig-
ure5(c) also shavs aninteresing result tha compaestheachiezed
throughputbetween TCP andRCP. Since the mobile hos suspends
all paclet tranamissons andreceptiors in the sleepmode, it obvi-
ously suffersfrom throughputlossin termsof giving up thedatain
transitandgiving up thetime to use thechannel. However, for var-
ious condtions of thechanrel state thethroughputachieved using
RCP is in factno less thanthatwhen using TCP. The reasonthat
TCP suffers from a more pronouncel performane degraddion is
due to theadversereadion of the congestiorcortrol mechanismin
the presencef severepacket losses.

4. R2CP: RADIAL RCP

We have shown in Sedion 3 thatareceiver-centrictrangoort pro-
toool like RCP hasperformancegainsover a sendercentric one,in
terms of intelligent lossrecovery, scaldle congestioncontrol, and
ef cient powver managment. However, the recent trendswhere
mobile hods areincreaingly equippedwith heterogeneuswire-
less interfaces have severely exposedthe limitations of the func-
tiondities provided by existing transport protocols. Spec cally , as
we discussedin Sedion 2.2, whenamobilehosthandoffs fromone
interfaceto andherduringalive connedion, it canbenet fromthe
following functioralitiesthe trangport protocol supports (i) sean-
less handoffs without relying on infrastructuresupport, (i) serner
migration for achieving servie continuity, and (iii) bandwdth ag-
gregationusingmultiple adive interfaces.

In thefollowing, we presenhow a multi-stateextenson of RCP
at thereceiver cadled R°CP can achieve the desiredfunctiondities,
without the requirementof changingthe senders.We rst discuss
thedesign motivation of theR2CPprotowl, and then presenthear-



chitedural overview andprotocol detals. Finally, we demmdrate
the functiondity gainsachievablein RZCP using network simula-
tion andtestbed emulaion.

4.1 Design

4.1.1 ReeiverCentric Opeaation

To achieve optimal peformance, a mobile host may needto
use network (or interface speci ¢ congestioncontrol. Whenthe
mobile hostis equppedwith heterogerouswirelessinterfaces,a
receiver-centric protocol alows it to fredy usethe desiredconges-
tion control medcanismdependingon the interface it choases, or
the access network it migratesto, without involving the remote
server. In addition, during periodsof mobility, the mobile hostmay
needto handdf from one sener to andher (for servicecontinu-
ity), or changethe numker of senersit conrectsto (for bandwidh
aggreation). It is thusadwantageusfor the mobile host to usea
receiver-centric protocd with a simplesenderdesign.allowing the
mobile hostto have control over thereliabledelivery of datafrom
the sender(3. RCP, beinga receiver-centric protocoltha alows
the mobile hog to drive the protocol operationsuch as congedion
control ard reliability, henceturns out to be anideal protocol for
thetarge ervironment.

4.1.2 Maintaining Multiple States

Existing transportprotocols suffer from performane degrad-
tion during handofs aaoss heterogeeousnetworksdueto thepro-
longed handoff latency Mobile IP introdues. While end-to-end
hod mobility withoutrelying onthe support from theinfrastructue
hasbeenpropsed[32], it doesnot fully addresshis problemdue
to the single-sate designin TCP thatmaintainsonly one TCB [25]
percomection.When link layer handffsinvalidatethestatemain-
tainedat thetransportlayer (e.g.duetothechangein IP addreses),
thetransportayer protocolneedso modfy its stateaccordingly for
achieving trangport layer mobility. Although[32] intelligently per
formsconnetion migration, it introduces padet losseshy “over
writing” the old state right after thenew oneis createl. Anideal so-
lution for achievzing statemigration, however, shouldallow thetwo
states to co-exist in the conrectionfor aslong asit takes to hand-
off the stateqconddering padketsin trarsit). Thereforeto support
trangparenthostmodhlity withoutinfrastructuresupportatransport
layer protocolshoud be able to handle multiple states We hence
build RZCP asa multi-state extensionof RCP RZCP dynamicdly
creats and ddetes RCP statesaccordingto the numbe of active
interfacesin use.It effectively maintainsmultiple statesatthemo-
bile hog without requiringexplicit supportfrom theremoteser\er.
No change is necessry at the RCP serder to supportthe multi-
state operation at therecaver. R2CP thusis differentfrom related
approabes[15,26] thatrequire changingboth endsto supportthe
multi-stateoperation. Since RZCP is a receiver-only extension of
RCR it alows the mobile hod to establisha multipoint-to-point
connetion to commuicatewith multiple servers while in related
work multiple states are con ned to within aunicag connedion.

4.1.3 Demupling of Functiondities

An R2CP connedion with k adive interfaces corsists of k states
at the receiver. Effectively, R2CP mantains one RCP pipe per
end-to-endpaththa exists between thereceiver and the sende(s).
R2CP minimizesthe overheadsdue to maintaning multiple states
in a connection by decouplingthe transportlayer functioralities
associgedwith the per-pipe characteristicsfrom those that pertan
to the aggregate connection For example, congestioncontrol, be-
ing a perpipe functiorality, is handled by individual RCP pipes.
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Figure 6: R2CP Ar chitecture

On the other hand, reliability and soclet buffer management per-

tain to the aggregate connedtion, and herce are hardled by R2CP

itself. Therefore the RZCP engine controlswhat datato reques

from eachsender andindividua RCP pipescontrolhow muchdata
it can requestalongits path. Theoverheadsdueto repetitive imple-

mentationsof transportayerfuncionalitiesareminimized.

4.1.4 Effective Padket Scheduling

A key challengein maintaining multiple statesin a conrection
is the effective multiplexing of pipeswith mismatcked charader-
isticsin termsof bandvidths, delays, ard lossrates. Speci cally,
since RZCP uses multiple RCP pipes aaoss heterogerousinter-
facesto reqleg daa from oneor multiple sendes, datasegments
with smdler seqencenumberdraversing the slower pipes mayar-
rive later than thosewith larger sequen@ nunberstraversng the
fasterpipes. Out-of-orderarrivals at the receive buffer thus may
causehead-of-lineblocking and male the aggrejate conrection
stall. R2CP achieves effective multiplexing andbandwvidth agge-
gation by schedling transmisions(requests) basentheconges-
tion window and the round-triptime of each RCP pipe Briey,
R2CP assgns the seqenceof requestso eachRCP pipe basedbn
the (estimatedi time the requestedsegmentwill arrive throughthe
concened pipe. Moreover, arequest is assgned to an RCP pipe
only when there is spacein its congestionwindow. Any loss de-
tected by individual RCP pipesis reportedto R2CP such tha the
correspording requestis reassgned to anotherpipe thathasspace
in its window, to preventthe aggrejate connedion from stalling.
Hence head-of-ine blockingdueto segment losses andbandwidth
or dday mismatdesof individual pipesis minimized.

4.2 Overview

Figure 6 presentsan architectura overview of R2CP andits key
daa structures An RZCP connedcion conssts of onerecaver, and
ore or multiple senders. Differentsendersof an R2CP conrection
can be locatal at one or multiple hogs. While a unicastR2CP
connetionis in factequivalentto anRCPconnetion, amultipoint-
to-poirt RZCP connetion can be consdered asan aggreyation of
multiple RCP connedionswhosereceiving endsarecoordinate by
an R2CP engineatthereceiver usingtheinterface functionsshown
in the gure. Werefer to thevirtual connetionsthatexist between
the R2CP receiver and individual sendersas RCP pipes, and focus
onthereaiverfor thefollowing discus#ons.

When the applicationat the mohile hostopensan RZCP connee
tion, initially one RCP pipe is creaed betweenthe adive interface
and the remotesener. When the mohle hosthandoffs from one
interfaceto anotter, anewv RCP pipe beween the newly active in-
terface andthe sener is created,after which the old RCP pipe is
ddeted.However, if bandwidthaggreationis possible (theold in-



terface remainsactive after handdfs) and desirable(instructedby
theapplicationthroughasoclet option),theold pipeis notdeleted
If sener migrationisreaquired whenthe mobile host handofs to the
new interface,the new RCP pipe is createdbetwesnthe newnly ac-
tive interfaceandthe new server. The application canusea soclet
optionto corvey theaddres of thenew sener to RZCP.
Whenever multiple RCP pipes co-exist in an RZCP comection

the RZCP ergine performstransmision schedulingusingthe data
structuresshavn in Figure6, to minimize out-of-orderarrivalsdue
to datarequestedthroughdifferert RCP pipes.Sincemultiple RCP
pipescollabaatively reqies datafor thesameconnedion, it is pos-
sible thatdatarequestedhroughindividual pipesis non-contiguos,
depandingon thetransmision scheduleusedby the RZCP engine
Hene, in RZCPthe requestis always transmittedn the pull mode
(refer to Section3.3.1), such thatthe sendercan tranamit only the
datarequested. However, to fadlitate loss detection and lossre-
covery, a the reeeiver each RCP pipe internally maintans a locd
sequen@ numberspae@. SincetheR2CP enginecortrols the packet
I/0 (to and from the IP layer), it convertsthelocd sequen@ num-
berusedby eachRCP pipe to the globalsequacenumberusedby
the aggregate connedtion beforesending out the packet, and vice
vera. We discussin Sedion 4.3.1how the corverdon is achieved.

4.3 Protocol

In this section, we describethe key protocol functionalitiesin
R2CP including scheluling, connedion manajement, congegion
control, o w control,and reliability.

4.3.1 Sdediling

A key functiondity in R2CP is to perform paclet scheduling
acrossmultiple RCP pipes. R2CP (the R2CP engind mantains
thefollowing four key data structuresfor achieving this goal:

bin ding : For ead requestsent out by oneof theRCP pipes,

R2CP mairtains the mappingbetween the local sequece

numberof theconernedRCP pipe,andtheglobd sequace

numberof theaggegateconrectionin thebinding  datastruc-
ture. The pipe throuch which the data segmentis requested

is alsorecordel in thebinding daastructure.

pending : Therargesof sequen@ numbaes for datayetto be
requeged are maintainal in the pending daa structure. It
congstsof the sequacenumbersf datasegmentstha need
to beretransmittedrequestedagain), and sequen@ numbers
grederthanthe highest sequacenumbermrequeded so far.

ran k: For every outstandingequestfor ssgmenti (onewith
startingsequace numberi) sent by pipe j, an elementis
insertedinto the rank daa structure with a timestamp of
T+ 2 R'IT,-,WhereT' is the time at which therequest was
transmitted and RTT; is the round-tip time of pipe j. The
timestampis re e ctive of thetimethedaasegment requested
in responséo the arrival of segmenti, is expectedto arrive.

act ive : When an RCP pipe issues a requestto RZCP for
transmision, RZCP can return with FREEZEto the corre-
spondingRCP pipe dueto unavailable spacein the receive
buffer. In suchanevent,R2CP addsthe concened RCP pipe
to theactive data structure.When any spae is crededin
thereceive buffer, RZCP issuesaresume) cdl to eachof the
pipesin theactive datastructure.

We now explain how R2CP usesthese datastructures to perform
trangnisgon schealuling andinterads with individua RCP pipes.
When pipe j usesthe send() call with RCP sequace numter s
for trangmissionrequestattime T, R2CP locaestherankk of the

requestby comparingT + RTT; with existing entriesin the rank
data structure Thenit nds segmernt i asthe ki segmentto re-
gued in thepending datastructure,update the entry for sesgment
i in the binding datastructure with (j, s), and insertsan ertry
(i, T+ 2 RTTj)intherank daastructure. Finally, it usesthe se-
guencenumberi in the requestheader and sendsout the request.
Whena data sggment m arrives, RZCP ddetesthe corresponding
entry in therank datastructure enqueuesthe datain the receve
buffer, nds the correspondingRCP pipe andits local sequace
numberq basedonthebinding daa structure andpases q to the
correspording RCP pipeusingtherec\) cdl. Theconcened RCP
pipe thenupdate its states(e.g.congestion controlparametersand
the next sequacenumberto send, and determing whetherit can
sendmorerequests or not. In case it cangeneate morerequestsit
usesthe send) interface with the next RCP sequene nurmber for
transmis®n requestasbefore.

Uponreceving the trarsmisgon request from ary RCP pipe, if
thereis noavailablespacefor moredatain thereceive buffer, RZCP
returnswith FREEZEto freezethe concened RCP pipe, andputsit
in the active  datastructure. If later ary buffer spa@ opensup
dueto, say thearrival of the headof-line ssgment,RZCP usesthe
resumé call to defreeze all pipes in the active  datastructure.
Wheneer an RCP pipe detectsa loss it usestheloss() call to in-
form R2CP. RZCP thenunbinds the lost segmentin the binding
daa structure, insertsthe sequace numker in the pending data
structure,anddelgesthe correspondng entry from the rank data
structure Whenever anRCP pipe updatsits RTT estimate, it uses
theupdate() call toinform R2CP,which then updaestherank data
structurefor perding requests pertainingto the concened pipe.

4.3.2 Conrection Managemaent

When R2CP cregesan RCPpipe, it useshe open() cal to make
the RCP pipe startthe connectio setupprocedure. The conrection
setupprocalure for each RCP pipe is discussed in Section 3.3.2.
Whenthe RCP pipe is estalished it uses the established() call to
natify RZCP.The RZCP connectionis establisheavhen any of the
RCP pipe returnswith the egablished) cdl. On the otherhand,
whenR2CP deleesan RCP pipe, it usesthe clos() call to make
the RCP pipe enter the closing handshak&. When all RCP pipes
returnwith theclosed() call, the R2CP connetioniis closed.

4.3.3 Congedion Cortrol

Congestion controlin anRZCP connedion is performed onaper-
pipe basis whereeach RCP pipe is resporsible for controlling the
amountof data transérred throughthe reective path. R2CP de-
cidesthecongedion cortrol mectanismto use for eechwirelessin-
terface by openingan appopriate RCP pipe (e.g. RCP-NewReno,
or RCP-STP as we discussedin Section 3.4.3. We assime the
choiceasto which congestion control schemeto usefor ead in-
terface is an externaldecision,and is providedto R2CP throuch a
sysem con guration or asocletoption.

4.3.4 Flow Cortrol

Since R2CP has control over the receve buffer, it is responsible
for the ow cortrol of the aggrejate conneetion. R2CP freezesa
requesting RCP pipeif it nds thatthe numberof outsarding data
is equalto the available buffer space It de-freezsconcerne pipes
through the resume() call whenary spae is creaedin the buffer.
The o w control mechaism for individual RCP pipesthatwe dis-
cussin Secion 3.3.4 will notkick in sincethey donotded with the
actualdaasegments Notetha RZCPis alsoresponsble for appro-
priatdy informing the sendersaboutwhat data to purge usingthe
SEG.DEQ €ld in theRCP headkrtha we discussedin Section3.3.4.
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Figure 7: RZCP Tesbed Scenaio

4.3.5 Relability

R2CPis primarily resporsible for thereliabledatatransferof the
aggr@ate connetion. It achievesthisgoalby maintainingthebind-
ing informationfor all datasegments Onceaseggmentis boundto a
particularRCP pipe, the concenedpipewill take overtheregpon-
sibility (sinceRCPis areliable protoml). However, notetha when
anRCP pipe detets a ssgmentloss and repats to RZCP usingthe
losg) cdl, RZCP will unbindthe correpondingdatasegment,and
delegatethereliable transferof the lost sggmentto the next avail-
ablepipe (accordingto therank). While the original RCP pipewill
dtill strive to ddiver the samesggment (in termsof the RCP se-
guene number)via retrangmisdons, it will be asigneda different
datasegmentby R2CP.

4.4 Functionality Gains

In this sectionwe shav thefunctionality gainswhenusingR2CP
at a mobile hod with heterogaeouswireless interfaces. We use
both network simulationand tesbed emuldion to present the re-
sults. While ns-2has been popularly used for network simulation
it can alwo be usedasan emulatorto interactwith a live network.
Theprotol object developeal in ns-2 cantapinto thedevice driver
of the interface card (of the hostwherens-2 is running) to inject
real paclets to the nework. Padketsreceived by theinterfacecard
canalso be dispatchd to the tamget protocol objectin ns2. The
adwantageof using emulationis that pacletsgeneratedby the em-
ulatorexperiencethe samebandwidth uctuations round-triptime
variations andlosesasany otherlivetraf c in arealnetwork. This
is especially usefulfor evaluatirg the performanceof the protoal
in anunoontrolled wirelessenvironment. We usethetestbedshavn
in Figure7 for performing emuation. The mobile hog is anIBM
Thinkpad T-20 laptop, and the servers are Dell Optiplex GX110
desktops The mobile host is equipped with two IEEE 802.11b
interfacesthatallow it to comectto two WLAN s belangingto dif-
ferent administrative domains(the two cardsare associatd with
different ESSDs, and assgned differentIP addresses) Sener-I
and Sener-Il are replicated le seners. We also use simulation
with cortrolled paraméers(e.g. bandwdth andround-trip time) to
show the performanceof R2CP in variousenvironments

4.4.1 Seamlks Handofs

When mobilehogshandoff betweenheterogeneuswirelessnet-
works, akey challengein supportingseamlss hardoffsis theprob-
lem associded with addresscharge andprolongedregistration de-
lay. Corvertional approabesfor performingverticalhanaffs suf-
fer from conrection disruptionsdue to this problan. As we ex-
plainedin Section 4.1, the multi-state designin RZCP allows it to
openmultiple conrections(pipes)as®dated with the wireless in-

terfacesthatbemme active during handofs. By retaning the old

connetion (for aslong asthelink layer supports) during the ini-

tial setupdelay of thenew conrection,theapplicationcancontinue
transmittingand receiving datafrom eithe or bothinterfaceswith-

out beingdisruptedduring hanaffs.

We shaw in Figure8(a) thetestbed resultswhen themobile hog
handoffs from one access network to another The mobile hostis
initially comectal to Server-l throughnetwork A, and henceone
RCP pipe (RCP-1)is crededin the R2CP connection. At t = 58s,
the mobile hog decidesto handoff to network B, so a secand RCP
pipe (RCP-2)is createl (usng the new network address) How-
ever, asthe gure shows, RCP-1 is not closed until t = 60s (a pre-
setvalug), andhenceduringt = 58sandt = 60s two pipesco-exist
in theconnetion to collaboratvely deliver datafor theapgication.
Even if thereis somesetupor ramp-up(e.g. dueto slow start)de-
lay for the RCP-2 pipe, the existene of the RCP-1 pipe allows the
aggregate connetion to cortinue progresig without being dis-
rupted. Thisis very differert from relatedwork that usesa single-
statetransportproto®! for handofs. SinceR2CP is a multi-state
transportprotocol, it is capdle of maintainirg multiple (interface
spec¢c) pipeseffectively in a connedion without suffering from
problensdueto padket readering or duplicates. Note tha there-
dundantstriping techniqueproposedn [15] canalso beusedduring
handoffs for achieving betterpeformarce.

4.4.2 Sever Migration

A key differen@ between RZCP and other multi-statetransport
protomls is the ability to supportend-pointhandofs in R2CP. By
virtue of its receiver-centricdesign, the sende doesnat maintain
any “hard” state (e.g. retrangmisdon timers) of the connetion.
Sincethemobilehostcortrolswhich datato receivefrom thesende,
handoffs from one sener to anothe canbe as simpleas stop re-
gueding data from the old server, andstart from the new one As
we describedn Section2.2.2, server migration involvesinteraction
between the transportlayer and highe layer protocols. We focus
in this sectionon the ability of R2CP to facilitate server migration
givensuf ¢ ientsupportfrom the highe layers, andhencemativate
its useas a valuable ard effective building block for end-to-end
mobility support framevorks.

As Figure 7 shows, whenthe mobile hostmovesto network B,
it hasacessto aredicatedserver (Sener-Il). Theend-to-encpath
from the mohile host(usinginterface B) to SenerIl hasa shorter
roundtrip time anda larger bandwidth, and herce the mobile hog
decidesto performsener migrationfrom Sener| to SeverIl. Ini-
tially, the R2CP connection credes an RCP pipe (RCP-1) using
network address A andthe addess of Severl. Whenthe mobile
host movesto network B, RZCP createsa new RCP pipe (RCP-3)
usingnetwork addres® and the addess of Sener-Il. Notetha in
Figure8(b) we alsoshaw a contrasing scengio where the mobile
host doesnat perform server migration,and hencethe seondRCP
pipe created(RCP-2) is betweennetwork addres® andtheaddress
of Saverl. After thenew RCP pipeis established themobilehog
requestsdatathathasnot been ddiveredby Senerl, insteal of re-
queding fromthe rs t byte of thedata? Thedifferercebeween the
slopesof RCP-2 andRCP-3indicatesthat RCP-3providesalarger
bandwidth than RCP-2. Approaclesusedfor achieving seamless
handoffs discusedin Sedion 4.4.1 canalsobe used for achieving
seanless sener migration.

Basedon the conten of its reeive buffer, R2CP may reqed
non-contiguots datafrom Sener-Il. Henceserver migration using

Note that the RCP serder on Sener-Il may neel to purge from
its sendbuffer the datatha is not requiredby the recever, with or
withoutthe application’s interaction.
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R2CP does not not cause redundantransmisionscompare to tha
using only TCP (the TCP sende delivers only in-sequencedata
stream). While supportfor seletive pulling of datais provided
by someapplicdions (e.g. HTTP 1.1 RangeRequest$, it can be
achievedin R2?CPwith no support fromtheserver sideapplication

4.4.3 Bandwidth Aggregation

When a mobile hog handofs between heterogemouswireless
networks, it is posdble thatthe old conrectionremairs active after
the hardoff is conplete. In such a cas, it would be advantageus
for the mobile hostto achieve aggregate bardwidthsby simultare-
oudy using bothinterfaces SinceR?CPallows multiple RCPpipes
to co-exist in one connetion, andperformseffective tranamisgon
schedulingfor striping acrossmultiple pipes,a mobile hostusing
R2CP caneasly achiere bandwidthaggreyation if desired.

We rst considerthetestbed scenarioshovn in Figure7. While
bandwdth aggr@ation can be achieved between the mobile host
andonesener (point-to-point), we considera scerario where the
two pipes connet to different seners (multipoint-to-point). The
mobilehost opensthe RCP-1/RCP-2 pipebeween network address
A/B and the address of SenerI/Server-11 respectrely. However,
instead of closingthe RCP-1 pipe after RCP-2is establited, the
mobile host keepsboth pipesopenduring the periodit is within
the coverage of bothWLAN s, As shown in Figure8(c), RZCP can
achieve the aggreatebandwidh of thetwo pipes.

We now use simulationto evaluae the performanceof R2CP in
achieving effective bandwidh aggregation under various network
conditions.We usea network topologysimilar to thetestbed topol-
ogy shawvn in Figure7. The mobile hostopenstwo pipesto aggre-
gatebandwidtls from differentseners.We vary the characteistics
of thetwo patts, in termsof the bandwdth of the bottlenek link,
andthe round-triptime of the entire path, to introduce bandwidh
mismachesand dday mismatdies. We alsointroduce bandwidh
uctuations by usng on/off traf ¢ sourcs aswe describedin Sec-
tion 3.4. We comparethe performanceof RZCP againstthefollow-
ing approabes: (i) Ideal: the ideal peformarce of bandwdth ag-
gregation, wherethe aggregjate bandwidth equalsthe sumof band-
widthsalongthetwo pipes; (i) APPS:anapplicationlayerstriping
approab (similar to the one usedin [15]), where the application
stripesacross multiple RCP conrectionswithout using R2CP; and
(i) R2CP-s: asimpli ed versionof R2CP, where the datarequest
is assignedto individud pipeson a rst-come rst- sened basis
without consdering theroundtrip times.

Due to lack of space, we presentonly a subsetof the perfor
manceresultsin Figure9. In Figure9(a), we vary the bandwidh

of thetwo pipes suchtha the bardwidth of the rst pipeis xedat
4Mbps,while thatof theseaondpipevariesfrom 1Mbpsto 6Mbps
We obsere that both RZCP and R2CP-s achieve the ideal perfor
manceirrespective of the bandwidth mismatche. The application
striping approah fails to achieve the desiredperformarce for the
samereason explainedin [15]. In Figure9(b), we vary the round
trip time of thetwo pipes suchthatthe RTT of the rst pipeis x ed
at 30ms while tha of the seond pipe varies from 30msto 210ms
We n d thatwhile the performanceof R2CP still closely tracksthe
ideal performane, RZCPs fails to scde when the RTT mismatch
increasesbeyond 3. The performance degradatiom of R2CP-sis
due to the schedulirg used tha doesnot take into consideration
the round-triptimes of different pipes. While an FCFS style of
striping policy works well whenthe round-triptimes of different
pahs arecomparable,asthe RTT mismatdesincrease,it suffers
from frequent out-of-order arrivals Dueto thelimited spacen the
R2CP receive buffer, head-of-lineblocking eventuallytriggersthe
o w control of R2CP and causeshe progression of the aggreate
connedtion to stall. We shaw in Figure9(c) the perceniage of pack
ets that nd the buffer 75% full upon arrivals, for threedifferent
stripingappro&hes.Thereasonfor thenon-performaneof theap
plicationstripingappoachis clear fromthe gure. While R2CP-s
manages to maintan asmal queuesizewhentheRTT mismatche
are small, the queuebuilds up naticeably asthe RTT mismatche
increase. RZCP, on the other hand, achieves better performance
evenwith large RTT mismaches.

5. DISCUSSIONS

In this section,we rst discussthe overheadsand complexities
at themobile host whenusinga receiver-centrictrangport protocol
like RCP. We then discuss several extersions for RCP when the
mobile hog alsoactsasthe senar, andwhenthetrafc sourceis
not network-limited.

5.1 Mobile HostOverheads

A question thatarissswhenmoving the intelligenceof thetrans-
port protocol from the server to the mobile hostis: would such
design demand a more sophigicatedmobile hog, or prove to bea
dran onthe preciousbattey resource atthe mobile hos?

NotethatRCP is desgnedfor mobile hods tha useTCP asthe
transportlayer protoml. Since RCP is areaiver-clone of TCR it
merely transposesariousfunctiondities performed in TCP from
the senderto the recaver. As we shoved in Figure2, RCP does
not increasethe complexity of the protocd. Since TCP is a du-
plex protocol,any implementationof the TCP protoml stac atthe
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mobile hostalreadyincludesfuncionalitiesof boththe sende and
therecaver, irrespective of whethe the mobile host ads asa TCP
serderor receiver. Hence in terms of the footprint, RCP doesnot
introduceary overhea at the mobile haost. In termsof complei-
ties, it is obvioustha themobilehog performsmore functioralities
asanRCPreiver thanit does asa TCPreceiver. However, in [7]
the auhorsstudythe procesig overhedsof the TCP/IP protoml
stak. They nd thataftera packet is dispatchel to the target TCP
socket, the TCP sende uses 448 (CPU) instructionsto proceess the
paclet beforesendingit out, while the TCP receiver uses421 in-
structions.Moreover, they n dthat afterapacletis received by the
interface card, the protoml-spedéc processng overheads(includ-
ing TCP, IP, and ARP) for a 1460-bytepadet consitute only 8% of
thetotal processng overheas— the majority being the datatouch-
ing (memorycopy) and opeaating sydem overheads. The authors
in [18] usingpackets of different sizesalsomake the sameobser
vation. Sincethe complexity of the RCP recaver is similar to that
of the TCPsende it canbeexpededthatthe procesingoverheads
will increase only minimdly whenRCPis usedat themokile host.

In termsof eneilgy consumptionsince the mobile hostperforms
more functioralities, it is intuitive that the mobile hostwill con-
sume more power when acting as an RCP recaver (instead of a
TCPrecaver). However, notethat suchdifferencein power con-
sumption exists only when the mobile hostis tranamitting or re-
ceving padets (after which it will process the paclet following
the state machire of the transportprotocolin use). We usethefol-
lowing numbaes to explain that the power consumedfor transmit-
ting or receiving padketsthroughthewirelessinterface signi cantly
outweighsthe extra power conaumed dueto the increaseccompu-
tation requiredby RCP. For a laptop with a Pentiumlll 800MHz
CPU, we meaure the perpadket CPU cycles required for it to ad
asa TCP sende anda TCP recaver respetively. On a Linux op-
eratingsystemwe nd thatthe CPU cyclesincreae by about5000
whenthe host is usedasa TCP sender Sud extra CPU cycles
canbe trandated to additiond CPU enagy consumptiorof abait
9.384J. Whenusing an IEEE 802.11bwirelesscard to trangmit or
receive a paket with a paclet size of 1000 bytes,it consumesap-
proximately1.28mJ. Therefore theperpadket erergy corsumption
increasedy about 0.7 whenperformingthe functionalities of a
TCP sender We corcludethat the increasederergy corsumption
doesnot noticeably decree the time the mobile hog canhave to
trangmit or receive data.

5.2 RCP Extensions

In Section3 we presert the RCP protocd by focusingon a sce-

nario wherethemobilehog actsastherecever, andtheapgication
usedis badklogged(nework-limited). We now brie y discusshe
operationsandextensionsof RCPwhenused in othe scenarios

5.2.1 UpdreamTrafc

While mobile hosts predominatly corsumedataretrieved from
thebackbore sener, it is possble tha they alsoneedto uploaddata
to the backbore server. In suchascenaio, the mobile hosthas the
following two options (i) UseRCP for UpstreamTraf c: Notethat
RCP is aduplex protocol like TCR, andhencethe mobile hostcan
useRCPto send or receive data. Whenuploadng datato thesener,
themobilehostads the RCP sende, and the server ads asthe RCP
receiver. While thisoptionsimpli  esthedesign of theproto®l, the
performanceand functiondity gainsthatwe discused in Section2
would not apply in such a scerario. (i) Use TCP for Upstream
Trafc: A duality exists betweenTCP and RCP for upstreamand
downsteamtrafc. As adatasourcethe mobile hog can cortrol
hov muchand wha datato sendby using TCP. Therefore,using
TCPfor upsteamtrafc hasthesameadvartagesasusingRCPfor
downstreamtrafc.

Seemingly one solution for the mobile hog to handletrafc in
both directionsis toimplementboth TCP and RCP. However, being
aTCP clone,RCP canreuse mary agorithmsalreadyimplemented
in TCP, such as congestioncontrolandresequacing. We hastento
addtha anided transporiprotoml for mobile hostswith heteroge
neouswireless interfacesis onethatis trangostional, with TCP
and RCP standing at both endsof the spe¢rum. A transpositional
transportprotocolcan dynamially redistibute the functionditi es
of the protocd to the senderor therecever dependingon, say, the
diredion of thetrafc or the capalility of the device. Note that
sucha transposibnal proto®l doesnot need to actudly “move”
the codes between the senderand the receiver, but simply changes
thedatapathand/orcontrolpath in the protocol stack.

5.2.2 Apqication-Limited Trafc

In Section 3 we assumetha the senderalways has daa available
in the send buffer for the receiver to consume However, it is pos-
sible tha the applicationused is data-limited (e.g telnet), or the
sende neals to perform reverse ow cortrol against the receiver
due to its procesig limit.2 In these cases)ike TCP the sende
can explicitly adwertiss o w cortrol to throttle the amouwnt of re-
guedsissuedby thereceiver. Whenthe RCP recaver hits the limit

3However, notetha an RCP senderis simpler than a TCP sender
A sener running RCP thus can servicemore users thana sener
running TCR, if thebottlenek is the processing power.



imposd by thesenekr, it will enterthepersis modeasin TCP[39].
Afterward, it canperiodically probe the sende for request permis-
sions,or wait for theexpli cit window updatefromthesencr. Such
0 w controlcanalsobeusedto notify thereceiver when thereis no
moredatato send atthe sender

5.2.3 Rate-@ntrolled Trafc

While we have consciosly positionedRCP asa TCP clonethat
uses thewindow based corgeston cortrol, it is possibleto extend
RCP for traf ¢ source tha needrate cortrol. For example the
serder can maintain a send timer to control the rate at which it
canburst out data. The send ratewill be provided by the receiver
throughits corgeston cortrol mechaism. Notethatsince there-
ceiver hascontrol over the reliability medanismof the protocd,
it canswitch betweenreliable (TCP-like) or unreliable (UDP-ike)
datadelivery without changing the semantics at the sende Our
ongoingwork also includesbuilding R2CP atop a relialle proto-
col such as RCPfor streaming applicaionswhereprompt delivery,
instead of reliake delivery, is moredesirable.Using RCP to sup-
portanapplicaion thatdoesnot requirefull reliability is posdble,
asa retransmision in an RCP pipe does not ne@ssarily mean a
retranamisson of the sameapplicaion data

6. RELATED WORK

While sende-centric approackeshave prevalently beenadopted
in thedesignof transporiayer protocds, aconsderable amountof
work hasalsofocusedon increaing reciver participation(com-
paredto TCP) in the protocol operation. In the following, we dis-
cusssevera relatedwork thatleveragesthe existene of thereceiver
for improving the performanceand functiorality of the protacol.

In [8], the authorsproposea transportproto®! cdled NETBLT
for acheving high throughputperformane in bulk data trangmis-
sion. While NETBLT is in fad a sendercertric protocol,aninter
eding design is therelocationof theretransmisiontimer from the
serderto therecaver. The authorscontendthatsince therecever
knows which paclet has been received and which hasnot, un-
necessaryretrangmissons canbe eliminatedwhen timeout occurs.
However, in NETBLT thesenderis still predomirantly responsble
for performingloss recovery, and hene the recever need to use
SACK for corveying othe losesto the sen@ér. WTCR, propced
in [30], is anexanple tha useghereceiver for performingconges-
tion control. The WTCP recaver cdculates the rate at which the
serder cansend basedon the inter-paclet delayof receved pak-
ets By maintainingthe history of packet losses,the receiver can
intelligently distinguish betweenthe congestionossesandcorrup-
tion losses, and adjus thesendrateaccardingly. While thereceiver
doescontrol the send rate, WTCP is not a fully recever-centric
trangport protocol. Reliability is till the role of the sender and
hene the receiver needsto periodically send back ACKs (CACK
andSACK) to inform thesende of its buffer state. Othe rate-baed
trangport protocolssuchasTFRC[13] andTCP-Real [38] aso use
thereceiverfor tracking losseventsor achieving betterlossidenti -
cation. Still, thefunctiorality of thereceiver is limited to providing
amoreaccuratefeedba&k or estimatiorof thetransmisionratetha
thesende canuse.

In [12], the authorspropose a receiver-driven transport proto®l
calledWebTP for optimizing the performarce of Web datatrans-
fer. WebTP follows the requet/responsenodd used in HTTP,
wherethe connetion is initiated, controlled, and terminaed by
requestsfrom the receiver and resporses from the sende Like
RCP, WebTP is a fully recever-centric transportprotocd where
therecaveris reponsble for o w cortrol, congestioncortrol, and
reliability, while the sender merely trarsmits whatever paclet the

receiver requests However, since WebTPis primarily designed
for the wired environment, it does not addresghe issueof reqes
losses, which RCP handlesthroughthe useof the cumulative mode
and the cyclic buffer aswe discussedin Section 3.3.1. Moreover,
while WebTPalsofollows the congestioncontrol algorithms used
in TCR it employs a differert timeout detection mecanismbased
onthepaclet inter-arrival times and it doesnot cut down the con
gestion window in responseo the detedion of threeout-of-orde
arrivals. It hasbeenshavn in [12] tha WebTP is in fact moreag
gressive than TCP, wherea RCP is friendly to TCP asshown in
Figure4. Unlike RCP, the designof WebTPis closelycouplda to
the target application WebTP processesthe application dataunit
(ADU) direaly, andperformsreliability andpriority control atthe
ADU level. Nonethéess WebTPdoesmake acase for usingHTTP
atop a recaver-certric trangport protocolto addess theinef cien -
ciesasocidedwith theuseof asenercentricprotocol like TCP
Finally, in [33], theauthas condder receéverbasednanagment
of low bandwdth accesslinks. They observe tha since the mo-
bile hast increasingly tends to maintain several concurrentcon
nections acrossthe bandwdth-limited acasslink, it is important
to prioritize connetionsdepeanding on the type of the apgication
used(e.g. aninteractve application hasa higherpriority than le
download). Since themobilehog is awareof thebandwdth of the
access link and the relative importance of differentconnetions,a
receiver-based approachis idealfor bandwidh management. How-
ever, using TCR themobilehostin the proped approachmeedsto
override the advertised window to indirectly control (throughthe
sener) the bandvidth usedby differentconnections. We note that
if RCPis used, such bandwidthmanaemer can beadhieved at the
mobile hostwithout involving thesener or charging theadvertised
window. The auttors in [24] aso condder a similar problem of
sharingthe bardwidth of thewirelesdag-hopamongmultiple TCP
o ws. Theproposedapproah adjuststhe bandwdth shareof each
TCP o w by manipulating the round-tip time aswell asthe ad
vertissdwindow. While the use of RTTs allows more e xibility in
controlling the per- o w bandwidthshare, it requiresthereceiverto
peform RTT estimation (alrealy implementel at the senderside),
andto arti ¢ ially in ate RTTsby usingdelayal ACKs. It is obvious
that areceiver-centric trangport protocollike RCP cansupportsuch
receiver-based bandvidth allocation better thanTCR

7. CONCLUSIONS

In this paper, we presenta recever-centricprotocolcdled RCP
tha is a TCP clonein its generalbehavior. We show thatfor mo-
bile hostsin wirelessneworks RCP allows better loss recovery,
congestiorcortrol, andpower maragemat mecanismsompared
to a senckr-centrictransportprotocollike TCR. More importantly
in the context of recenttrendswheremobile hogs areincreaingly
being equippedwith multiple interfaces providing accesgo heteo-
geneots wireless networks, we shav that RCP enalesa powerful
and comprehasve trarsport layer solution for suchmulti-homed
hosts, including the ability to (i) enjoy seanlesshandoffs, (ii) use
network speci ¢ congestion control schemes(iii) fadlitate serner
migration, and(iv) achieve e xible bandwidh aggr@ation. We use
bath paketlevel simulations,andreallnternet experimentsto eval-
uae the propogd protocd.

8. REFERENCES
[1] AkamaiTechnolagyies.AkamaiAcceleratedNetwok
Program http://www.akama.com.
[2] B. Bakshi, P. Krishna,N. Vaidya, and D. Pradhan.Improving
performanceof TCP overwireless networks. In Procealings
of IEEEICDCS, Baltimore, MD, USA, May 1997.



[3] H. Balakrishnan,V. Padman#&han,S. Seshana,and R. Katz
A comparison of mechanismsfor improving TCP
performanceover wireless links. IEEE/ACM Transactionson
Netwoking, 5(6):756—76, Dec. 1997.

[4] S.BiazandN. Vaidya.Discriminatingcongestionlosses
from wireless losses usinginter-arrival times at thereceiver.
In Proceedingsof IEEE ASSETRichard®n, TX, USA, Mar.
1999.

[5] E.Blanton,M. Allman, K. Fall, andL. Wang.A conservative
SACK-bagd lossremvery algorithm for TCP.IETF Internet
Dratft; draft-allman-tcp-sack-13.txt Oct. 20Q2.

[6] D.Bovetard M. Cesati.Understanding the Linux Kernel
O'Reilly & Associaes,SebastopolCA, USA, Dec. 2002

[7] D. Clark, V. JacobsonJ.Romkey, andH. Salven An
analysisof TCP procesing overhead.|[EEE Communications
Magaine, 27(6):23-39,June1989.

[8] D. Clark, M. Lambert,andL. Zhang. NETBLT: A high
throughputtransporfprotocol.In Procesdingsof ACM
S GCOMM, Stowe, VT, USA, Aug. 1987

[9] ETSI.BRAN HIPERLAN/; ReaquirementsandArchitecture
for Internetwoking beween HIPERLAN2 and 3rd
Geneaation Cellular Systens. TR 101957,Aug. 2001.

[10] S.Floyd andT. Hencerson. The NewReno modi c ationto
TCP'sfastrecovery algarithm. IETF RFC 2582,Apr. 1999.

[11] T. Goff, J. Moronski,andD. Phat. Freez-TCP: A true
end-to-endT CP enhaement mecanismfor mobile
environments In Proceedingsof IEEE INFOCOM, Tel-Aviv,
Israel,Mar. 2000.

[12] R.Gupta,M. Chen,S.McCanngandJ. Walrand.A
recever-driventransportprotocolfor theweh In
Proceadingsof INFORMSTelecommuni@tionsConfaence
BocaRaton, FL, USA, Mar. 2000.

[13] M. Handley, S.Floyd, J. Pahdye,and J. Widmer.
Equdion-basedongestiorcontrol for unicastapplications.
In Proceedingsof ACM S GCOMM, Stodkholm, Sweden,
Aug.2000.

[14] T.HenceronandR. Katz. Satellitetrangport protowl (STP):
An SSCQOP-hased transporiprotocol for datagram satellite
networks.In Proceedngs of Workshop on Satdli te-Based
InformationServics, Budaped, Hungary, Oct. 1997.

[15] H.-Y.Hsieh andR. Sivakumar A transportiayer approach
for achieving aggreatebandwidtls on multi-homedmokile
hods. In Proceedngsof ACM MOBICOM, Atlanta, GA,
USA, Seq. 2002.

[16] IEEE. Wireless LAN Medum Access Control (MAC) and
Physical Layer(PHY) Speci cations ANSI/IEEE Standad
802.11,Aug.1999

[17] V.Jambson, R. Braden andD. Borman. TCP extensiongor
high performane. I[ETF RFC 1323, May 199.

[18] J.Kay andJ. Pasqude. Pro ling and reducirg processig
overhealsin TCP/IP.IEEEHACM Transactionson
Netwoking, 4(6):817-838, Dec. 1996

[19] R.Krashinsky and H. Balakrishnan Minimizing enegy for
wirelesswebaccess with boundedslovdown. In Procealings
of ACM MOBICOM, Atlanta,GA, USA, Sept.2002.

[20] L. Magalhaes and R. Kravets.Transporievel mectanisms
for bandwidthaggregation on mokile hosts In Procealings
of IEEEICNP, Riverside,CA USA, Nov. 2001.

[21] S.Mascdo, C. CasettiM. Gerla, M. Sanadidi,and R. Wang.
TCPWestwood: Bandwvidth estimationfor enhaned
trangport over wirelesslinks. In Proceedingsof ACM

MOBICOM, Rome Italy, July 2001.

[22] M. MathisandJ. Mahdai. Forwardacknovledgenent:

Re ning TCP congestion control. In Proceedngsof ACM
SIGCOMM Palo Alto, CA, USA, Aug. 1996.

[23] M. Mathis,J. Mahdavi, S.Floyd, andA. Romanav. TCP
seletive acknovledgementoptions IETF RFC2018,0c¢.
19%.

[24] P. Mehra,C. DeVleeschower,and A. Zakha.
Recéver-drivenbandwidth sharing for TCP.In Proceedirgs
of IEEE INFOCOM, San FranciscoCA, USA, Apr. 2003.

[25] J.Pogel. Trangmissioncontrolprotoml. IETF RFC793,
Sep. 1981.

[26] M. Riegeland M. Tuexen. Mobile SCTP.IETF Internet
Draft; draft-riegel-tuexen-mdile-sctp-02.txt, Febh 2003.

[27] A. Sanmate, L. Morand, E. Bustos, S. Tesger, F. Paint,and
A. Sollund.Using Mobile IP for provision of seamless
handoff between heterogerousacessneworks,or how a
network can supporttheaways-onconcept.In Procesdings
of EURESOM Sumnit, Heiddberg, Germary, Nov. 2001.

[28] T. Simuric, L. Benini, P. Glynn, and G. De Micheli.
Dynamicpower managenentfor portablesystems.in
Procealingsof ACM MOBICOM, Boston,MA, USA, Aug.
2000.

[29] H. SinghandS. Singh.Enegy consumptiorof TCP Reno,
Newreng andSACK in multi-hopwireless networks. In
Procealingsof ACM SIGMETRCS MarinaDel Rey, CA,
USA, June2002

[30] P Sinha,N. Venkitarama, R. Sivakurrar, and
V. Bhaigharan.WTCP: A reliable transportprotocd for
wireless wide-areanetworks.In Proceeding of ACM
MOBICOM, Seattle WA, USA, Aug. 1999.

[31] A. SnoerenD. Andersen, andH. Balakrishnan.Fine-graired
failover usng connetion migration. In Proceedngs of
USENIX USITS SanFrandsco, CA, USA, Mar. 2001.

[32] A. Snoererand H. Balakrishnan. An end-to-endapproachto
hostmobility. In Proceeding of ACM MOBICOM, Bogon,
MA, USA, Aug. 2000.

[33] N. Spiing, M. Chesire, M. Berryman,V. Salaganaman
T. Andersonand B. Bershad Receiver basednanagenentof
low bandvidth aacesdinks. In Procesdingsof IEEE
INFOCOM, Tel-Aviv, Israel,Mar. 2000.

[34] M. Stemmand R. Katz. Verticalhandoffs in wirelessoverlay
networks. Mobile Networksand Applications(MONET),
3(4):335-30,1998

[35] F. Sultan, K. Srinivasan, D. lyer, andL. Iftode. Migratory
TCP: Connestion migrationfor servicecontinuty in the
Internd. In Proceeding of IEEE ICDCS, Vienna, Austria,
July 2002

[36] TheNetwork Simuator. ns-2. http://www.isi.edu/ngiam/ns.

[37] V. Tsaoussdis, H. Badr, X. Ge,and K. Pentikousis
Enegy/Througtputtradeofs of TCP errorcontrolstrategies.
In Procealingsof IEEEISCC, Antibes, Frane, July 2000

[38] V. Tsaoussdis andC. Zhang.TCP-Red: Reiver-oriental
congestiorcontrol. Computer Networks 40(4)477-497,
Nov. 2002.

[39] G. Wrightand W. Stevens TCP/IP lllustrated,Volume 2.
Addison-Wesley Publishing Company, Realing, MA, USA,
Oct. 1997.

[40] M. ZorziandR. Rao.ls TCPenagy efcie nt?In
Procealingsof IEEE MoMuC, San Diego, CA, USA, Nov.
199.



