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ABSTRACT
Thispaperpresentsahighly ef�cient andaccuratelink-quality mea-
surementframework,calledEAR(Ef�cient andAccuratelink-quality
monitoR), for multi-hop wirelessmeshnetworks, that hasseveral
salientfeatures.First, it exploits threecomplementarymeasurement
schemes:passive, cooperative, andactive monitoring. EAR maxi-
mizesthemeasurementaccuracy by (i) dynamicallyandadaptively
adoptingoneof theseschemesand(ii) opportunisticallyexploiting
theunicastapplicationtraf�c presentin thenetwork,whileminimiz-
ing themeasurementoverhead.Second,EAR effectively identi�es
the existenceof wirelesslink asymmetryby measuringthe quality
of eachlink in bothdirectionsof thelink, thusimproving theutiliza-
tion of network capacityby upto 114%.Finally, its relianceonboth
thenetwork layerandtheIEEE802.11-baseddevicedriversolutions
makesEAR easilydeployablein existing multi-hopwirelessmesh
networkswithoutsystemrecompilationor MAC �rmw aremodi�ca-
tion. EAR hasbeenevaluatedextensively via bothns-2-basedsim-
ulation and experimentationon our Linux-basedimplementation.
Both simulationand experimentationresultshave shown EAR to
provide highly accuratelink-quality measurementswith minimum
overhead.

Categoriesand SubjectDescriptors
C.2.1[Computer-Communication Networks]: Network Architec-
tureandDesign—Wirelesscommunication

GeneralTerms
Design,Experimentation,Measurement,Performance

Keywords
Asymmetriclink quality, Link-quality measurement,Wirelessmesh
networks

1. INTRODUCTION
Recently, wirelessmeshnetworks (WMNs) have beendrawing

considerableattentiondue mainly to their potential for last-mile
broadbandservices,instantsurveillancesystems,andback-haulser-
vicefor large-scalewirelesssensornetworks[2–4,8]. However, due
to their deploymentin largeandheterogeneousareasandtheir use
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of openwirelessmedia,wirelesslinks oftenexperiencesigni�cant
quality �uctuations andperformancedegradationor weakconnec-
tivity [10,18].

To dealwith suchwirelesslink characteristics,therehave been
signi�cant efforts to improve thenetwork performanceby reducing
theoverheadsassociatedwith unexpectedlink-quality changes.For
example,ExOR[13,14] is a routingprotocolthattriesto reducethe
numberof retransmissionsvia cooperative diversity amongneigh-
boring nodes. MASA [40] is a MAC-layerapproachthat tries to
minimize the overheadin recovering lost framesvia nearby“sal-
vaging” nodes. Finally, NADV [30] is a link metric that assistsa
geographicroutingprotocolto choosetherelaynodeby optimizing
thetrade-off betweenproximity andlink quality.

In additionto the above efforts, accuratemeasurementof wire-
lesslink quality is essentialto dealingwith link-quality �uctuations
for the following reasons.First, the above-mentionedthreesolu-
tionsrely heavily on accuratelink-quality informationto selectthe
bestrelaynodes.Second,applications,suchasvideostreamingand
VoIP, alsoneedthelink-quality informationto supportQoSguaran-
teesover WMNs. Third, diagnosinga network, especiallya large-
scaleWMN, requiresaccuratelong-termstatisticsof link-quality in-
formationto pinpointthesourceof network failures,andreducethe
managementoverhead[35]. Finally, WMNs commonlyusemulti-
ple channels[12,21,36], anddeterminingthe best-qualitychannel
amongmultiple availablechannelsrequiresthe informationon the
qualityof eachchannel.

Thereare,unfortunately, severallimitationsin usingexistingtech-
niquesto measurethequality of links in WMNs. First,Broad-cast-
basedActive Probing(BAP) hasbeenwidely usedfor link-quality-
awarerouting[14,17,21]. Althoughit incursasmalloverhead(e.g.,
1 packet per second),broadcastingdoesnot always generatethe
samequality measurementsasactualdatatransmissionsdueto dif-
ferentPHY settings(e.g.,modulation). Thus,BAP providesinac-
curatelink-quality measurements.Moreover, its useof anidentical
typeof probingin bothdirectionsof a link generatesbi-directional
results,thusun-/under-exploiting link asymmetry. Second,unicast-
basedprobingprovidesaccurateanduni-directionalresultsowing to
its resemblanceto theuseof actualdatatransmissions,but it incurs
signi�cant overheads.Finally, passive monitoring[30] is the most
ef�cient andaccuratesinceit usesactualdatatraf�c. However, it
alsoincurstheoverheadof probingidle links.

To overcometheabove limitationsof existingmeasurementtech-
niques,we proposea high-accuracy and low-overheaddistributed
measurementframework, calledEAR, that hasthe following three
salientfeatures.First, EAR consistsof threecomplementarymea-
surementschemes—passive, cooperative, andactive monitoring—
thatcommonlyuseunicastfor its accuracy and“opportunistically”
exploit the egress/crosstraf�c of eachnodefor ef�ciency. Using
unicast,all threeschemesmeasurelink-quality underthesameset-
ting asthe actualdatatransmission,thusyielding accurateresults.



By exploiting datatraf�c in thenetwork asprobepackets,anddy-
namicallyandadaptively selectingthe most effective of the three
schemes,EAR not only reducestheprobingoverhead,but alsode-
creasesthe measurementvariations,thanksto the large numberof
“natural” probe(i.e., realtraf�c) packets.

Second,EAR'slink-qualitymeasurementismadedirection-aware
to effectively capitalizeon link asymmetry. Wirelesslink quality
is often asymmetricdue to suchenvironmentalfactorsas hidden
nodes,obstaclesand weatherconditions[4, 17,31]. The better-
qualitydirectionof anasymmetriclink mightoftenbegoodenough
to transmitdataframesin thatdirection,insteadof takinga longer
detourpath. By direction-awaremeasurementof link quality from
actualdatatransmissionsand ACK receptions,EAR can identify
andexploit link asymmetry, thus improving the utilization of net-
work capacity.

Finally, EAR is designedto run in a fully-distributedfashionand
to beeasilydeployableon existing IEEE 802.11x-basedWMNs. It
runson eachnodeandperiodicallymeasuresthe quality of link to
eachof its neighborsto maintainup-to-datelink-quality informa-
tion. On eachnode,EAR is implementedat thenetwork layerand
a device driver, andintelligently usesseveral featuresof the MAC
layer, suchastransmissionresultsanddatarate,by interactingwith
theMAC ManagementInformationBase(MIB) [9]. Moreover, this
designdoesnot requireany systemchangeor MAC �rmw aremod-
i�cation, thusmakingits implementationanddeploymenteasy.

We conductan in-depthevaluationof EAR via both ns-2-based
simulationandexperimentationon a Linux-basedimplementation.
Our simulationresultsshow that EAR's unicast-basedtechniques
decreasethe root mean-squareerror in measurementsby at leasta
factorof 4 over the broadcast-basedapproach,while reducingthe
overheadby anaverageof 50%,evenin large-scaleWMNs. More-
over, EAR's direction-awarelink-quality measurementenablesthe
opportunisticuseof asymmetriclinks andhelpstheunderlyingrout-
ingprotocol�nd thebest-qualityrelaynode,thusimprovingchannel
ef�ciency by up to 49%.

EAR is implementedasa routingcomponentalongwith thede-
vice driver of Orinoco802.11b,and thenevaluatedon our exper-
imental testbed. Experimentalresultsshow that EAR effectively
exploits existing applicationtraf�c in measurement(up to 13 times
moreprobingpackets thanBAP's). In addition,our measurement
resultsshow that there exist many asymmetriclinks in different
time scales(from a few to dozensof minutes),andthatEAR's uni-
directionalmeasurementhelpstheroutingprotocolimprovetheend-
to-endthroughputby up to 114%.

Therestof thispaperis organizedasfollows. Section2 describes
themotivationof thiswork. Section3 presentstheEAR architecture
andalgorithms.Section4 evaluatesEAR usingns-2-basedsimula-
tion, andSection5 describesour implementationandexperimental
resultson our testbed.Section6 discussestheremainingissuesas-
sociatedwith EAR, and�nally concludesthepaper.

2. MOTIVATION
We �rst advocatethe importanceof accuratemeasurementsof

varyingwirelesslink quality to WMNs. Then,we identify thelimi-
tationsin applyingexistingmeasurementtechniquesto WMNs.

2.1 Why AccurateLink­Quality Measurement?
Wirelesslink quality varieswith environmentalfactors,suchas

interference,multi-patheffectsandevenweatherconditions[10,23,
29]. Especially, in multi-hop WMNs, due to their usualdeploy-
mentin largeandheterogeneousareas,wirelesslink quality �uctu-
atessigni�cantly, andthus,the variousnetwork protocols,suchas
theshortest-pathandgeographicroutingprotocols,designedunder
thestronglink-quality assumption1 oftensuffer performancedegra-
dationor weakconnectivity [10,18,29].
1For example,if I canhearyouat all, I canhearyouperfectly.

Accuratelink-quality measurementis essentialto solve theprob-
lem associatedwith varying link-quality in WMNs, asonecansee
from thefollowing use-cases.

� Selectionof the bestrelay node: Accuratelink-quality informa-
tion canreducethe recovery costof lost framescausedby link-
quality�uctuations.For example,ExOR[13,14] andMASA [40]
attemptto reducethe numberof transmissionswith the help of
intermediaterelaynodesin retransmittinglost frames.Both so-
lutionsarebasedon capture effectsthatallow in-rangenodesto
cooperatively relay “overheard”frames,but onekey questionis
how to selecttherelaynodethathasthebestlink-quality.

� SupportingQuality-of-Service(QoS): Wirelesslink-quality infor-
mationenablesapplicationsandnetwork protocolsto effectively
meetusers'QoSrequirements.For example,applications,such
asVoIPandIPTV, candynamicallyadjusttheir servicelevel that
canbesustainedby varying link-quality in thenetwork. On the
otherhand,link-quality-awareroutingprotocols[17,21] canac-
curatelylocatea paththatsatis�estheQoS(e.g.,throughputand
delay)requirementsbasedon thelink-quality information.

� Networkfailure diagnosis: Link-quality statisticscanbeusedto
diagnoseandisolatefaultynodes/links(or faultyareas)in WMNs,
facilitatingnetwork management[16,35]. WMNs coveringshop-
ping malls, a campusor a city, usually consistof a numberof
nodes,andeachnodemustdealwith site-speci�clink conditions.
Thus,WMNs requirea clearpictureof local link conditionsfor
network troubleshooting.

� Identifyinghigh-qualitychannels: Link-quality informationhelps
WMNs identify high-qualitychannels.WMNs usuallyusemul-
tiple channelsto reduceinterferencebetweenneighboringnodes
[21,23,36]. However, dueto the useof sharedwirelessmedia,
link-qualitydiffersfrom onechannelto another, andhence,deter-
miningthebest-qualitychannelis of greatimportanceto channel-
assignmentalgorithms,suchasthosein [11,28].

Motivatedby theseandotheruse-cases,wewould like to address
how to measurelink-quality andhow bene�cial accuratemeasure-
mentscanbein utilizing thegivennetwork capacity.

2.2 Limitations of Existing Techniques
Therehasbeenasigni�cant volumeof work on link-quality mea-

surement.Wediscussprosandconsof usingexistingtechniquesfor
WMNs.

Accuracyandef�ciency. A measurementtechniquemustyieldac-
curateresultsataslow acostaspossible.First,Broadcast-basedAc-
tive Probing(BAP) hasbeenwidely usedfor adoptinglink-quality-
awareroutingmetricssuchasExpectedTransmissionCount(ETX)
[17] andExpectedTransmissionTime (ETT) [21]. It usessimple
broadcastingof probe packets from eachnode and derives link-
qualityinformationbymultiplying thepercentageof successfultrans-
missionsin eachdirection.Althoughit is inexpensive,broadcasting
usesa�x edandlow datarate(2Mbps),which is moretolerantof bit
errorsthanotherrates,andwhich maydiffer from theactualdata-
transmissionrate (e.g.,11Mbps). Thus,aswe will show later (in
Figure13), BAP yields lessaccuratelink-quality informationthan
a unicast-basedapproach(e.g.,10.2%errorby broadcastvs. 1.6%
errorby unicast).

Next, the unicast-basedapproachto measuringlink bandwidth
[19–21] canyield accurateresultsasit usesthe samedataratefor
probing a link as that for actualdatatransmissionsover the link.
However, frequentprobingof link to eachneighborincursa higher
overheadthanBAP. As the numberof neighborsincreases,probe
packetsmight throttletheentirechannelcapacity.

Finally, withoutinjectingprobepackets,passivemonitoringyields
accuratelink-quality measurementswithoutincurringany overhead.
Signal-to-NoiseRatio(SNR)monitoringmaybethecheapest,but it
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Figure 1: Measurement results with BAP for 4000s: BAP of-
ten under-estimatesthe quality of an asymmetric link between
A and B due to its bi-dir ectionality, even though one dir ection
(fr om A to B) hasgoodquality for data transmission.

is shown to benot stronglyrelatedto actuallink-quality [10]. Self-
monitoring [30] could be attractive due to its useof actualdata-
frametransmissionresults.However, it alsoincursa largeoverhead
in probinglinks whentherearenodatapacketssentover them.

Link-asymmetry-awareness. Measurementschemesmustbeable
to identify andexploit wirelesslink asymmetrythatresultsfrom in-
terference,obstacles,or weatherconditions[4,17,31]. For example,
if thereis interferencein thevicinity of nodeA, thensignalsfrom a
remotenodeB to A might bedisrupted,whereassignalsfrom node
A arenormallystrongenoughto overcomethe interference.While
B might reachA via nodeC thathashigh-qualitylinks to bothA and
B, nodeA canusethedirectlink to B, thussaving network resources.

First, BAP haslimited asymmetry-awareness.It wasoriginally
designedto be aware of link asymmetry[17,21]. BAP indepen-
dentlymeasuresthequality2 of the link' s bothdirections,andthen
multipliesthem.However, theresultsarebi-directional—giving the
samelink quality in bothdirections—dueto thesametypeof prob-
ing usedin bothdirections,andoftenunder-estimatethequality of
asymmetriclinks. Figure1 is a samplemeasurementresultof BAP
over an asymmetriclink on our testbed.The �gure shows that al-
thoughonedirectionof link hasgoodquality(uppercurve),themea-
surementresultvia bi-directionalityoftenunder-ratesthequality of
the link' s both directions(lower curve). Even thoughBAP might
overcomethis limitation usingmultiple typesof probing,suchan
approachincursadditionaloverheads,andusingbroadcastmaystill
under-/over-estimatelink-quality aswewill show in Section5.3.2.

Next, unicast-basedprobingandpassive monitoringareusually
uni-directionalin thesensethat their measurementincludesthede-
livery ratio of dataandACK frametransmissions.Thus,the mea-
surementresultsaccuratelyre�ect the link-quality of actualdata
transmission.Again, in the �rst example,becauseuni-directional
resultsarecalculatedby usingthehigh-qualitylink directionandthe
reverse-directionqualityof ACK transmissions,theresultsareaccu-
rateregardlessof theoppositedirection's quality, andallow nodeA
to directly transmitpacketsto nodeB without takingadetourpath.

Flexibility and feasibility. Measurementtechniquesmustbe�e x-
ible enoughto copewith time-varyinglink-quality. First,aperiodic
measurements,which capturelink-quality only for a certainperiod
asin [24,32], mightbethesimplestway to monitorlink conditions.
However, it yieldspoormeasurementaccuracy in wirelessenviron-
mentsdue to frequentlink-quality �uctuations or requiressigni�-
cantefforts to determinetheoptimalmeasurementperiod.

On the otherhand,the simpleon-demandlink-quality measure-
2For thetime-beingweusethedeliveryratioof dataframesof link A! B as
thelink quality. Wewill elaborateon this in Section3.2.

mentusedin MANETs [27,33] might be cost-effective. However,
it mainly focuseson link connectivity (i.e., a binaryvalue)instead
of actual wirelesslink quality. Even though several approaches
(e.g.,[22]) have beenproposedto elaboratelymeasurelink-quality
usingSNR, their main purposeis to maintainstableconnectivity,
ratherthanadaptingto thelink dynamicsin realtime.

Finally, themeasurementtechniqueshaveto beeasilyimplement-
ableanddeployablein existingWMNs. BAP andunicast-basedap-
proachescanbe implementedat any protocollayerwithout requir-
ing any signi�cant systemchange.Passivemonitoringcanbedevel-
opedin thenetwork andMAC layers. However, it needsto access
andexploit the informationfrom the MAC layer, which might not
beavailableto thepublic [25].

3. THE EAR ARCHITECTURE
This sectiondetailsthearchitectureof EAR. First, thedesignra-

tionaleandmain algorithmof EAR areoutlined. Next, we de�ne
the link quality that EAR dealswith, and then describeits three
measurementschemes.Finally, weanalyzethecomplexity of EAR.

3.1 Overview of EAR
EAR is a low-overheadandhigh-accuracy measurementframe-

work that is awareof asymmetricwirelesslinks andalsoeasilyde-
ployable in 802.11-basedWMNs. EAR hasthe following distinct
characteristics.

� Hybrid approach: EAR adaptively selectsoneof threemeasure-
mentschemes(passive, cooperative, andactive) to opportunisti-
cally exploit existingapplicationtraf�c asprobepackets.If there
is no applicationtraf�c over a link, EAR usesactive probingon
the link at a reasonablecost. Otherwise,EAR switchesitself to
passive or cooperative monitoringthatgratuitouslyusesexisting
traf�c for collectingthelink-quality information.

� Unicast-baseduni-directionalmeasurement: EAR usesunicast
(insteadof broadcast)in eachdirectionof a link for measuring
its quality. Unicast,which usesthe samesettingsas the actual
datatransmissions,allowsdifferentschemesto generatehomoge-
neousmeasurements.Moreover, sincethequality of eachlink' s
direction is independentlymeasuredvia unicast, the measure-
mentresultsareuni-directional.

� Distributedandperiodicmeasurement: EAR independentlymea-
suresthe quality of link from a nodeto its every neighborin a
fully-distributed way. This measurementis also taken periodi-
cally to copewith thevaryinglink-quality, andthemeasurement
periodis alsoadaptedbasedona link-quality history.

� Cross-layerinteraction: EAR iscomposedof “innerEAR” (iEAR)
thatperiodicallycollectsandderiveslink-quality informationin
thenetwork layerand“outerEAR” (oEAR) thatmonitorsegress/
crosstraf�c at thedevice driver. Thesetwo componentsinteract
acrossthetwo layersto intelligentlyexploit MAC-layerinforma-
tion withoutany modi�cation of MAC's �rmw are.

EAR'soveralloperationcanbedescribedin four sequentialsteps
asshown in Algorithm 1. First,duringameasurementperiod(M x ),
every nodemonitorslink quality usingoneof passive, cooperative,
andactive measurementschemesperneighbor. Then,at theendof
M x , a noderecordsthe measuredlink quality and exchangesthe
informationwith neighboringnodes,if necessary. Next, duringan
updateperiod (Ux ), nodesprocesslink-quality reportsfrom their
neighbors,if any. Finally, afteranorderedpairof M x andUx (called
themeasurementcycle,Cx

3), eachnodeupdatesits local link-state
tablewith directlyandindirectlymeasuredlink-quality information,
andthendecideson its measurementschemefor thenext cycle.

3WesetCx to 10seconds(=9s(M x ) + 1s(Ux )) in ourevaluation.



Algorithm 1 EAR atnodei duringCx

(1) DuringaMeasurement-Period,t 2 (Cx � 1 ; M x )
for every neighbornodej do

Sij  amonitoringschemefor thelink from nodei to nodej
if Sij == PASSIVEor ACTIVE then

monitoregresstraf�c to nodej
elseif Sij == COOPERATIVE then

monitoregresstraf�c from nodei to nodek thatnodej overhears
end if
if nodei receivedacooperationrequest(`) from nodej then

overhearcrosstraf�c from nodej to node`
end if

end for

(2) At theendof aMeasurement-Period,t = M x
for every neighborj do

recordmeasurementresultsfrom nodei to nodej
if nodei receivedacooperationrequest(`) from nodej then

sendnodej a reportof overhearingtraf�c from nodej to node`
end if

end for

(3) DuringanUpdate-Period,t 2 (M x ; M x + Ux )
processameasurementreport(s)from othernodes,if any

(4) Endof anUpdate-Period,t = M x + Ux (or, t = Cx )
for every neighborj do

calculatethequalityof link from nodei to j usingEq.(1)
run thetransitionalgorithm(in Figure2) for nodej
if transitionto COOPERATIVE then

choosenodek thatnodej canoverhear
sendacooperationrequest(k) to nodej

elseif transitionto ACTIVE then
scheduleactiveprobepackets

end if
end for

3.2 Link­Quality of Inter est
EAR focuseson link cost andcapacityas link-quality parame-

ters,which arede�ned asfollows. First, the link costis de�ned as
theinverseof thedelivery ratio (d) of MAC frames.This de�nition
re�ects theexpectedtransmissioncountof eachdataframe.Specif-
ically, thecost(C) of link A! B is calculatedby

C =
1
di

and di = (1 � � ) � di � 1 + � �
N s

N t
(1)

wheredi is the smootheddelivery ratio, � a smoothingconstant,4

N s thenumberof successfultransmissions,andN t thetotalnumber
of transmissionsandretransmissionsduringa measurementperiod
of thei -th cycle.

EAR alsomeasureslink capacityby usingthedatarateobtained
from MAC frame transmissions.The data rate can be an upper
boundof capacitythat the link canachieve, and is usedto derive
anetcapacityalongwith link costvia suchmetricsasETX [17] and
ETT [21]. In EAR, therateis derivedbasedon therecentstatistics
of dominantly-usedrateat theMAC layerduringthepreviousmea-
surementcycle. This is donejointly with thecollectionof the link
cost(N s ; N t ). Upon completionof datatransmissionto its neigh-
bor, EAR updatesthefrequency of thedatarateused.At theendof
themeasurementcycle,EAR usesthefrequency to infer theMAC's
currentdataratefor the neighboringnode. This simplealgorithm
enablesEAR to work with any rate-controlscheme(e.g.,�xed, auto)
in MAC andyields accuratelink-capacityinformationwithout in-
curringany communicationoverhead.

Note that even thoughEAR canbe easilyextendedto measure
otherparameters,suchasdelayand jitter, asdescribedin Section
6.1,wewill focuson thelink costandcapacityasmainlink-quality
parametersin theremainderof thispaper.

4Weset� to 0.3,but othervaluesarealsoevaluatedin Section5.
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Figure 2: Thr ee measurement schemes and their inter-
transitions: EAR consistsof passive, cooperative, and active
measurementphases.Basedon the amount of egress/crosstraf-
�c (Tegg ; Tcr ss ), EAR adaptively switches fr om one measure-
ment schemeto another. Pthr esh and Cthr esh are the thr esholds
for passiveand cooperativeschemes,respectively.

3.3 Hybrid Approach
As mentionedearlier, EAR consistsof passive, cooperative and

activemeasurementschemes,whicharecomplimentarytoeachother.
Ontheonehand,all of theseschemesunicastprobepacketsthrough
which any of theschemesprovidesconsistentmeasurementresults.
On theotherhand,althoughonescheme(i.e., active probing)pro-
videsaccuratemeasurementresults(e.g.,7% error in d aswe will
seein Section4.2)comparedto BAP (34%),theotherschemescan
furtherimprove theaccuracy (1.5%)by opportunisticallyexploiting
anode'segress/crosstraf�c, if any.

Figure2 depictstheEAR's hybrid measurementapproachbased
on thethreeschemes.Whena measuringnode(m) hasegresstraf-
�c, Tegg , to a neighbornode(n), m passivelymonitorsthe traf�c.
WhenTegg decreasesbelow a certainthreshold,Pthr esh , m �nds
anotherneighbornodeto which m hasegresstraf�c andthatn can
overhearthe traf�c, andcooperatively (with noden) measuresthe
quality of link m! n. Finally, whentheactualtraf�c over the link
is low (< Cthr esh ), m activelymeasureslink quality by unicasting
probepacketsoverthelink. Next, wegiveadetailedaccountof each
measurementschemewith its rationale.

Passivemeasurementvia egresstraf�c
Whenthereis enoughegresstraf�c, EAR favorspassivemonitoring
over active monitoringfor its accuracy andef�ciency. Thepassive
scheme(e.g.,[30,37]) cancollect accurateandstablelink-quality
informationfrom a largevolumeof existing datatraf�c without in-
curringany overhead.By contrast,many active schemes(usingei-
therbroadcastor unicastprobepacketsasin [17,19,20]) mustcon-
sumenetwork resourcesfor probing,yet cannotprovideasaccurate
resultsasthepassivescheme(thatusestheactualtraf�c).

In aWMN, thereisusuallyenoughegressandrelaytraf�c through
eachnode.EAR employs thepassiveschemeto accuratelymeasure
link quality by capitalizingon this realtraf�c while minimizing the
measurementoverhead.Thereare,however, several designissues
to beresolvedbeforeusingtheschemeasfollows.

� Heterogeneouspacket sizes: The packet sizegreatlyaffectsthe
delivery ratio [10], andthus,a measurementschemehasto de-
rive theratio by usingpacketsof sameor similar sizein orderto
obtainaccurateandconsistentlink cost. EAR's passive scheme
monitorspacketswithin a 100-byterangeof eachof threepopu-
lar sizesusedin theInternet[39]—60,512and1448bytes—and
derivesthe link costcorrespondingto eachsize. EAR canalso



measurethe link costsfor otherpacket sizessimilarly, or by us-
ing theestimationtechniquein [30].

� Network-level vs.MAC-level: Passive monitoringcanbe imple-
mentedat either the network layer or the MAC layer. The net-
work layersolutionis simple,but requiresa neighboringnode's
feedbackoneachsuccessfulpacketdelivery. Thisconsumesnet-
work bandwidth,and its result is oblivious of the retransmis-
sion resultsat the MAC layer. EAR eliminatesthis overhead
by placingitself at a device driver andmonitoringtransmission
resultsbasedon MAC's built-in ACK mechanismwithout addi-
tional costor MAC modi�cation (seeSection5.1).

� Useof MAC information: EAR obtains(anduses)MAC infor-
mationvia a device driver's interfaceto getaroundthedif�culty
of modifying MAC �rmw are.ProprietaryMAC �rmw aremakes
it very dif�cult, if not impossible,for designersto modify MAC
for directuseof channelinformation. Througha device driver's
interface,EAR canaccessMAC managementvariables—TxRet
ryLimitExceeded, TxSingleRetryFrames, andTxMultip
leRetryFrames 5—to infer transmissionresults.

Suppose,as an example,that nodeA has(statistically)enough
egresstraf�c to nodeB. Then,A requestsits device driver to record
the statusof eachof its packet transmissions.The device driver
thenkeepstrack of the threevariablesof MIB for the traf�c, and
derivesthenumberof successfultransmissions(N s ), thetotalnum-
ber of transmissions(N t ), and the datarate. Next, at the end of
a measurementperiod(M i ), EAR at thenetwork layerobtainsthe
measurementresultsfrom thedevicedriver. Finally, at theendof an
updateperiod(Ui ), it deriveslink qualityusingEq.(1).

Cooperativemeasurementusingcrosstraf�c
EAR switchesto cooperative monitoring when a measuringnode
(e.g.,B in Figure3) hasno egresstraf�c to a neighbornode(C),
but to others(A). We call the neighbornodewith no traf�c a “co-
operative” node.Dueto thebroadcastnatureof wirelessmedia,the
cooperative node(C) can overhearthe traf�c from the measuring
node(B) to theotherneighbors(A)—wecall thetraf�c crosstraf�c .
Theoverhearingresultis thenusedfor themeasuringnodeto derive
thequalityof link B! C. Thisschemenotonly helpsthemeasuring
nodeavoid the active probing,but alsoimprovesthe measurement
accuracy by usingalargeamountof crosstraf�c. Notethatall nodes
in WMNs areassumedto faithfully cooperate.Preventingmalicious
behaviors,suchasDoSattacks,is beyondthescopeof thispaper.

To incorporatethis schemeinto EAR, we must resolve the fol-
lowing designissues.

� Overhearingcrosstraf�c : Thepromiscuousmodein IEEE802.11
NIC allowseachnodeto overheardataframesdestinedfor nodes
otherthanitself. Dueto thebroadcastnatureof wirelessmedia,
packetswith thesamenetwork ID (or ESSID)canbecapturedby
MAC andsentup to theupperlayer. EAR at a device driver can
choosethis modeuponmaking/acceptinga cooperationrequest,
andmonitorthecrosstraf�c immediately.

� Selectiveoverhearing: A cooperativenodehastoselectivelyover-
hearcrosstraf�c whosedatarate is the sameas the rate from
a measuringnode to itself as if it were the destinationof the
traf�c. Becausethe datarate affects greatly the delivery ratio
as we will show in Section5.3.2, overhearingall crosstraf�c
with differentratesyields inaccurateandnoisyresults.In EAR,
the measuringnode(B) selects,basedon its local information,
neighbornodes(A) thatthecooperative node(C) hasto monitor,
andthenincludestheselectionin its cooperationrequestmessage
(i.e.,CooperateREQ (A)) sentto thecooperativenode.

5Note that thesevariablesarespeci�ed in IEEE 802.11standard[9], and
most of 802.11chipsets,including Prism, Hermesand Atheros,provides
interfacesto accessthesevariablesfrom adevicedriveror above [1,5].
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Figure 3: Example of node B's cooperative monitoring with
node C. Once node B requestscooperation with C, node C
switchesits NIC into a promiscuousmodeand starts overhear-
ing traf�c fr om nodeB to nodeA. Then, it sendsoverheard re-
sults back to nodeB. Note that due to the ambiguity of retrans-
mitted packets, the cooperative schemeonly counts the over-
heard packetswhoseretry bit is not set.

� Ambiguityof retransmissions: Retransmissionscauseboth the
measuringnodeand the cooperative nodeambiguity in count-
ing overheardpackets.In Figure3, becausethecooperativenode
(C) cannotreceive duplicateframesfrom its MAC layereven in
thepromiscuousmode,themeasuringnodeB cannotusethere-
transmittedpacketsfor measurements(e.g.,thefourth overheard
packet). Also, if thereare multiple retransmissions,the coop-
erative nodecannotcount the total numberof packets that are
successfullydeliveredto nodeC, dueto a singleretry bit in the
frameandthe ignoranceof duplicateframesat MAC (e.g., the
lastoverheardpacketdeliveredto nodeC).

Let's considerthe examplein Figure 3. In the �rst updatepe-
riod, nodeB decidesto usethe cooperative scheme,basedon the
algorithmin Figure2, to measurethe quality of link B! C by us-
ing traf�c B! A. Next, CooperateREQ (A) is sent to nodeC. On
receiving therequest,nodeC switchesits NIC modeto thepromis-
cuousmode,andstartsto overhearthe traf�c from B to A. At the
sametime, nodeB alsobeginscounting�rst-time successfultrans-
missions(Cc) within thecrosstraf�c. In thesecondupdateperiod,
a reportof overheardresults(CooperateREP (Cb)) from C is sent
to B, andthenanew delivery ratio (i.e., C b

C c
= 3

5 ) is calculated.

Activemeasurementusingsharedunicast
Whenthereis no egress/crosstraf�c, EAR switchesto active moni-
toringandopportunisticallysendsunicastprobepacketsto neighbor
nodes.Sinceit usesunicast-basedprobing,EAR cancollect more
accurateresultsthanbroadcast-basedprobing. On the otherhand,
by employing “cooperative” monitoring, EAR can reducethe ac-
tive probingoverheadto aslow asBAP's overhead(e.g.,1 packet
per second). Also, it can further reducethe probingoverheadby
adaptively adjustingtheprobefrequency basedon thehistoryof the
link' squality.

To incorporatethis schemeinto EAR, onemustaddressthe fol-
lowing designissues.

� Minimize the interferencecausedby probing traf�c : Thereare
caseswhena nodeneedsto do active probingof link to oneof
its neighborseven thougha channelis heavily usedby others.
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Figure 4: Need for active monitoring: In Figure 4(a), C does
not have any egress/crosstraf�c and thus, needsactive probing
while other nodesdon't. In Figure 4(b), D has enoughingress
traf�c, but needsactiveprobing of the oppositedir ection.

For example,in Figure4, (a) a channelis usedby A, B andD,
but C needsactive probingof links to theotherthree,and(b) D
hasenoughingresstraf�c (e.g.,videostreaming),but it needsto
probelinks to B andC. EAR reducesthe probingoverheadby
sharingtheprobepacketsvia cooperative monitoring. In Figure
4 (a),C probesonly thelink to A andalsomeasuresthequalityof
links to B ; D throughcooperationwith B andD, whichoverhear
the probingtraf�c from C to A. Note that this is different from
BAP in thesensethatprobepacketsaretransmittedat thesame
rateasthat of datatransmissions(asopposedto a broadcasting
rate).

� Reducethe probing overheadon stableand idle links: If a link
hasasmallquality-varianceandexperienceslow activities,EAR
neednot trigger active probesoften. Thus, it usesan activity-
basedbackoff timerthat(i) is exponentiallyincreaseduponits ex-
piration,with anupperbound(window ), if thevariance/activity
hasbeenbelow a minimumthreshold,and(ii) linearly decreases
everymeasurementcycle. Ontheotherhand,if therehasbeenei-
ther theminimumactivity or quality-�uctuation,EAR resetsthe
timer to 1 andtriggerstheactiveprobing.

� Needto probeat differentrates: A measuringnodethatusessev-
eraldataratesto its neighborscannot̀ share'probepacketswith
all neighbors.Instead,themeasuringnodeneedsthesamenum-
ber of setsof probesasthe numberof dataratesthe nodeuses
for its neighbors,which might, in turn, generatelots of probe
packetsduringonemeasurementcycle. To reducethis possibil-
ity, EAR distributesa setof probingpacketsover several cycles
during which it is not scheduledto probelinks dueto its back-
off timer. Becauselinks areidle undertheactive schemeandthe
backoff timer increasesexponentially, thereareusuallyenough
unusedcyclesto accommodateall sets. If thenumberof setsis
greaterthanthenumberof unusedcycles,EAR schedulesprobes
for all dataratesin a roundrobin fashionoveravailablecyclesso
thatevery ratehasanequalchanceto beprobed.

Let's consideran illustrative example. SupposenodeC in Fig-
ure 4(a) switchesto active monitoring. Basedon its link-quality
varianceanddata-ratehistory, C classi�esA andB to be in the 11
Mbps-groupandD the2 Mbps-group,respectively. Also, basedon
the backoff timer, C schedulesthe active probingto the 11 Mbps-
group�rst. During the �rst updateperiod,C broadcastsa cooper-
ationrequest(ActiveCooperateREQ(B) ) indicatingB's coopera-
tion. Then,for thefollowing measurementperiod,C triggerstheac-
tive probingto A andmeasuresthequality of link C! A andC! B
throughpassive and cooperative monitoring, respectively. In the
secondmeasurementperiod,C schedulesthe active probingto the
2 Mbps-group(i.e., D) basedon the above schedulingrule. In the
third updateperiod,if thelinks C! A andC! B show stablequality
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Figure 5: The simulation topologies: We used four topologies
with differ ent traf�c and shadowing model values. T1 and T2
areusedfor evaluating the accuracyof EAR. T3 and T4 areused
for EAR' s asymmetry awarenessand accurate node selection.
The bottom of eachtopologyshowsthe changeof link quality in
a time domain.

andhadno activity, EAR skipsits probingfor the 11 Mpbs-group
andschedulestheprobingfor thenext group(i.e., D) if its backoff
timerhasbeenexpired.

3.4 Complexity of EAR
Theoperationof EAR consumeslessnetwork resourcesthanthe

broadcast-basedapproachduemainly to its useof hybrid monitor-
ing. As the egress/crosstraf�c increases,EAR in eachnodepas-
sively monitorsits traf�c at the senderside, eliminating the need
for transmittingprobepackets. With cooperative monitoring,EAR
only requiresa periodicreportmessagepercycle from a cooperat-
ing nodeto themeasuringnode.Sincethecooperatingnodeshares
a hello messageto senda reportevery cycle, its overheadis neg-
ligible. Finally, even in caseof active monitoring,EAR's resource
consumptionis lessthanthat of the broadcastapproachdueto its
exponentialactive-timer, triggeringactiveprobinglessfrequently.

4. PERFORMANCE EVALUATION
Weconductedextensivesimulationto evaluateEAR. We�rst de-

scribeour simulationmodelandthenpresentthesimulationresults
in termsof accuracy, scalabilityandlink-asymmetry-awareness.

4.1 The Simulation Model & Method
ns-2[7] is usedin our simulationstudy, andthe simulationwas

run on topologiesof Figure5. First, T1 andT2 areusedfor eval-
uatingtheaccuracy of bothEAR andBAP. Second,T3 andT4 are
usedto measurethe bene�ts of EAR's link-asymmetry-awareness.
Finally, randomtopologiesareusedto evaluateEAR's scalability.
Notethatnodesin all topologiesdonotmove(asin meshnetworks),
andtwo adjacentnodesareseparatedby 150–200m.

In all simulationruns,we usedtheshadowing radiopropagation
modelin the ns-2to simulatevarying wirelesslink quality assug-
gestedin [29] andadjustedthestandarddeviation of themodelasa
link-quality parameter. Thestandarddeviation is basedon theval-
uesin [7], anda wirelesschannelis modi�ed sothateachdirection
of the channelcanbe setto the differentvaluesto simulateasym-
metric link-quality. CMU 802.11wirelessextensionsin ns-2were
usedastheMAC protocol.

For close interactionwith a routing protocol, we implemented
EAR in both the network layer andthe device driver asdescribed
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(a)Stabledirection(D1) of ameasuredlink
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Figure6: Accuraciesof EAR and BAP: Figure6(a)showsthat EAR yieldsaccurateresultscloseto the ideal values(solid lines),while
BAP generates�uctuating and skewedresults,affectedby unstabledir ection. Figure 6(b) shows that EAR accurately measuresthe
link quality evenwith unstablelink states,whereasBAP shows inaccuraciesand largevariances.

in Section3. WealsoimplementedDijkstra'salgorithmfor pathse-
lectionwith link-quality-awareroutingmetrics,includingETX [17]
andETT [21], andusedthesequenced�ooding mechanism[34] for
disseminatingthemeasuredlink quality. Notethatdisseminationof
link-quality measurementsis notwithin thescopeof thispaper(de-
velopmentof ef�cient disseminationmechanismsfor WMNs is part
of our futurework).

Throughputthesimulation,thefollowing parametersettingswere
used.First, RTS/CTShandshake at theMAC layerwasdisabledto
study the effectsof link-quality �uctuations andco-channelinter-
ferences.Second,UDP �o ws weremainly usedto emulateusers'
traf�c with an exponentialdistribution and a packet size of 1000
bytes.Third, a default MAC dataratewassetto 11 Mbps. Finally,
all experimentswererunfor 1000seconds,andtheresultsof 10runs
wereaveragedunlessspeci�edotherwise.

4.2 Accuracy
We show the accuracy of EAR with �uctuating andasymmetric

link-quality andcompareit with theaccuracy of BAP.

4.2.1 EAR
Weevaluatedtheaccuracy of eachof EAR'smeasurementschemes

while varying link-quality. To simulatetime-variant asymmetric
link-quality, we setthequality of a link' s onedirection(D1) to the
default value,4, of theshadowing model,while theoppositedirec-
tion (D2)'s quality is setto 4 during [0s, 200s),to 8 during [200s,
600s),andto 12during[600s,1000s].Giventhisscenario,weused
T1 of Figure5 to evaluatethepassive schemeby measuringthede-
livery ratio, while runningoneUDP �o w in both directionsat 1.0
Mbps. We alsousedtheabove settingswithout UDP traf�c for the
activescheme.Finally, weusedthetopologyT2 andonly oneUDP
�o w from B to A for the cooperative scheme;while changingthe
quality of link B! C to thesameasD2, we measuredthedelivery
ratioover thelink betweenB andC.

Figure 6 shows the progressionof the delivery ratio measured
by EAR andBAP for stable(D1) andunstable(D2) directionsof
a link. First, EAR's passive andcooperative schemesshow almost
thesameresultsasthe idealcaseasshown in two upper�gures of
Figures6 (a) and6 (b). Speci�cally, the root mean-squareerrors
of the passive scheme's delivery ratio (r msed ) are 0.012 for D1
and0.015for D2, andthosefor the cooperative schemeare0.017
and0.021. Moreover, they quickly adaptthemselvesto thechange
of link quality—rmseof the ratio's standarddeviation (r mses ) is
0.002and0.003for the passive scheme,and0.002and0.006for
the cooperative scheme,respectively—thanksto the useof a large
portionof existing traf�c asprobepackets.

Ontheotherhand,theaccuracy of theactiveschemeliesbetween

theprevioustwo schemes'andBAP's accuracies.For example,for
stabledirection (D1), the active schemeincreasesr msed (0.064)
by a factorof 4 over the passive scheme,whereasBAP increases
r msed (0.287)by a factorof 26. Eventhoughtheactiveschemein-
creasestheerrorratedueto asmallnumberof probepackets,theer-
ror rate(7%)is muchlowerthanBAP's(34%).Moreover, theactive
schemesuccessfullycaptureslink-quality asymmetry(in contrastto
BAP), asshown in two lower �gures of Figures6(a)and6(b).

4.2.2 BAP
We alsoevaluatedtheaccuracy of BAP for thepurposeof com-

parisonwith EAR. WeusedtopologyT1 in Figure5 with no traf�c,
andmeasuredbi-directionallink quality basedon the link cost in
Eq.(1). As shown in two BAP �gures in Figure6, BAP yieldspoor
measurementaccuracy (i.e., r msed is 0.287for D1 and0.158for
D2), duemainly to the bi-directionalnatureof BAP. BAP's accu-
racy is 4 timesworsethantheactive scheme's and26 timesworse
thanthepassive scheme's. On theotherhand,eventhoughBAP is
sensitive to varyinglink-quality (i.e.,D2) andyieldsmeasurements
relatively closeto the idealcase,its varianceis still (aroundtwice)
largerthantheactivescheme's,asshown in Figure6(b).

4.3 Scalability
We show the ef�ciency and scalability of EAR in termsof the

numberof network nodes,thenumberof �o ws,andtraf�c patterns.

4.3.1 Effectsof thenumberof neighboringnodes
We evaluatedthe ef�ciency andscalabilityof EAR with a large

numberof neighboringnodes.To simulatea largeanddenseWMN,
we variedthenumberof nodesfrom 2 to 96 in anareaof 200m �
200m. We measureda node's averagemessagerateduringa mea-
surementcycle, including the numberof control andactive probe
packets.In thissimulation,wedid not transportany traf�c to evalu-
atetheEAR's worst-caseoverhead(i.e., theactive scheme)anddid
compareit with BAP throughwhich eachnodeinjects oneprobe
packet (of 1448bytes)persecond.

Evenin theworstcase,EAR measurementoverheadsare,on av-
erage,only onehalf of BAP's, thanksto its activity/variance-based
backoff timer. While maintaininga given measurementvariance,
EAR effectively avoidsunnecessaryprobingof idle links. As shown
by Figure7, in caseof low nodedensity(1–10nodes),EAR's over-
headis a one-sixth(e.g., window =4, or “EAR-W4”) of BAP's.
Eventhoughthetimer expireseasily(thusincreasingtheoverhead)
asthenumberof nodesincreases(10–70nodes),EAR alsoreduces
theoverheadsby anaverageof 50%(e.g.,window =16, or “EAR-
W16”) of BAP's, by adjustingthe maximumwindow size of the
timer. Even in a highly denseenvironment(> 70 nodes),EAR's
overheaddoesnotsurpassBAP's.
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Figure7: Effectsof the number of neighboring nodes

4.3.2 Effectsof thenumberof �ows/traf�c patterns
We alsoevaluatedthe effectsof the numberof �o ws andtraf�c

patternson the measurementoverhead.Measurementsweretaken
on 32 nodesrandomlydistributedin anareaof 1 Km � 1 Km. To
show theeffectsof thenumberof �o ws,we randomlychosei pairs
of nodes,wherei is in f 1; 2; : : : ; 15g, and ran one UDP �o w at
300 Kbps for eachpair. Next, to show the effects of traf�c pat-
terns,we chosei pairsof nodeswith random,sink-to-many, many-
to-sink,andmany-to-sink/sink-to-many traf�c patterns,andranone
UDP�o w for eachpair. Here,sinkandmanyareacentralnodeand
randomly-chosennodes,respectively.

Evenwhentheamountof egress/crosstraf�c increases,EAR re-
ducesits measurementoverheadby usingthetraf�c asmeasurement
packets. As shown in Figure8, EAR's averageoverheaddecreases
by 27.8%with differentnumbersof UDP �o ws underthe random
traf�c pattern.This savings mainly comesfrom EAR's hybrid ap-
proachwhich effectively exploits existing traf�c (also seeFigure
12).

Thetraf�c patternis alsoan importantfactorin theoverall mea-
surementoverhead.In Figure8, given the sameamountof traf�c,
EAR underthe randomtraf�c patternreducesthe overheadmost
amongall patternsduemainly to the increasedchanceof having a
largenumberof relaynodes.It rarelyhasonecentralnode,suchas
sinkthattransmitsor relaysmostof thetraf�c. Ontheotherhand,in
thesink-to-many pattern,EAR reducesoverheadsby at most9.7%
becauseof thesmallernumberof relaynodesresultingfromsinkand
theshortaveragepathlength(i.e.,1.71)betweensinkandmany. Fi-
nally, underthemany-to-sinkpattern,dueto the increasednumber
of nodesthat transmit/relaytraf�c, resultingfrom many, EAR re-
ducestheprobingoverheadby up to 33.4%asthenumberof �o ws
increases.

4.4 Link­asymmetry­awareness
We now show two notablebene�ts—network ef�ciency andse-

lectionof arelaynode—ofEAR'saccurateanddirection-awarelink-
qualitymeasurements.

4.4.1 Opportunisticuseof asymmetriclinks
weevaluatedhow muchasymmetry-awarenesscontributesto net-

work ef�ciency. We usedthe topologyT3 in Figure5 andset the
following parametersbasedonasymmetriclinks observedfrom our
testbed(seeSection5.3.3).First,we setlink quality betweenA and
B andbetweenB andC to agoodcondition(s=4) in bothdirections,
but setthe quality of link A! C to a goodcondition(s=4) andthe
quality of link C! A to a badcondition(s=12). In addition,we set
dataratesbetweenA andB, and the link A! C to 5.5 Mbps, and
the ratebetweennodesB andC to 11 Mbps to mimic asymmetric
links. Next, we usedtwo routing metrics,ETX and ETT, which
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usethemeasuredlink quality for makingroutingdecisions.Finally,
we ranoneUDP �o w on link A! C at 5.5Mbps,andmeasuredthe
�o w's goodput(Nd ) andthe total numberof transmissions(N t ) at
theMAC layer.

Link-asymmetry-awareness,gainedfrom EAR's direction-aware
measurements,not only enhancesend-to-endthroughput,but also
improvesnetwork ef�ciency by up to 49.1%evenonasingleasym-
metric link. Table 1 shows the measuredgoodput(N d ), the to-
tal network capacityused(N t ) andnetwork ef�ciency (de�ned as
normalizedgoodputwith respectto total packet transmissions,or
Nd=N t ). First, ETX with EAR improvesnetwork ef�ciency by up
to 23.9%thanksto EAR's uni-directionality, while ETX with BAP
often takesa detouraroundasymmetriclinks, asa resultof BAP's
bi-directionality. EventhoughBAP is notawareof link asymmetry,
sinceETX penalizeslongerpaths[21], ETX with BAP unintention-
ally useslink asymmetrymoreoftenthanexpected.

Second,by consideringthe datarate in link quality, ETT with
EAR effectively usesasymmetriclinks, andimprovesnetwork ef�-
ciency over ETT with BAP by up to 49.1%. SinceETT andETX
with EAR constantlyidentify/useasymmetriclinks, their perfor-
manceis thesameasshown in the third column((ii )s) of Table1.
By contrast,ETT with BAP shows a worseperformancethanETX
with BAP becauseETT favors a pathwith the leastsumof trans-
missiontime over the shortest-lengthpath,often chosenby ETX.
Dueto BAP's underestimationof thedelivery ratioonanasymmet-
ric link, ETT with BAP overestimatesthetransmissiontimeoverthe
asymmetriclink. Thus,ETT with BAP alwaystakesa detourvia B
in thetopologyT3, consumingmorenetwork resources(e.g.,BAP's
N d
N t

is only 0.574in Table1 (b)).

Table 1: Bene�ts of EAR' s asymmetry-awareness: EAR im-
provesnetwork ef�ciency over BAP by up to 49.1%. ETX and
ETT areusedasrouting metrics.

(i ) BAP (ii ) EAR j(i ) � ( ii ) j (Bene�ts)
Nd

� 333,553 370,450 46,897(11.1%)
N t

�� 482,362 432,936 49,426(10.2%)
Nd =N t 0.691 0.856 0.165(23.9%)

(a)Network ef�ciency with ETX

(i ) BAP (ii ) EAR j(i ) � ( ii ) j (Bene�ts)
Nd 302,781 370,455 67,674(22.3%)
N t 527,835 432,929 94,906(18.0%)

Nd =N t 0.574 0.856 0.282(49.1%)

(b) Network ef�ciency with ETT

� Totalnumberof UDPpacketsdeliveredto thereceiver.
�� Totalnumberof MAC transmissionsandretransmissions.
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Figure 9: Effects of accurate node selection: EAR makes an
about 30% impr ovement in achieved thr oughput via selection
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4.4.2 Selectionof thebestrelaynode
We alsoevaluatedhow effectively EAR helpsrouting protocols

[14,17,21] �nd the bestrelay nodes.We usedthe topologyT4 in
Figure5,andranoneUDP�o w from A to D atamaximumratewith
two randomly-selectedbackgroundUDP �o ws of 0.5Mbps. In the
�rst run, to simulateasymmetriclinks andvarying link quality, we
initially setthequalityof link B! D to aworseconditions (> 4) for
500 seconds,while keepingthe othersin a bettercondition(s=4).
Then, the worse-conditionedlink becamebetter (s=4), while the
quality of link C! D becameworse. In the secondrun, we also
appliedthe samechangesof s to link D! B to simulateanother
asymmetriclink with the sametraf�c. Finally, we measuredthe
goodputof the UDP �o w while varying s and tracking the relay
nodeselectionby bothEAR andBAP.

Using EAR's accurateanddirection-awaremeasurements,rout-
ing protocolscanimprovethegoodputby upto 28.9%throughcon-
stantly�nding thebestrelaynodesin thepresenceof varying link-
quality andlink-asymmetry. As shown in Figure9, for all valuesof
s, EAR achievesthegoodputof thebetter-conditionedlink. Specif-
ically, in bothruns,EAR improvesthegoodputover BAP by up to
18.6%(oneasymmetriclink) and28.9%(two asymmetriclinks), re-
spectively. EAR accuratelyselectsthebestrelaynodes(i.e.,nodeC
for 0–500sandnodeB for 500–1000sin thetopologyT4), whereas
BAP oftenchoosesworse-relaynodes(e.g.,nodeB for 54% of 0–
500speriodandnodeC for 45%of 500–1000speriod,whens=12)
mainly becauseof BAP's bi-directional link-quality measurement
andlargemeasurementvariance.

5. SYSTEM IMPLEMENT ATION AND
EXPERIMENT ATION

WealsoimplementedEAR in Linux-basedsystemsandevaluated
it on our experimentaltestbed.We �rst give the architecturalde-
tails of this implementation,andthendescribeour experimentation
setup.Finally, wepresenttheexperimentalresults.

5.1 Implementation Details
WeimplementedEARin Linux-basedsystemswith bothPentium-

baseddevices (e.g., laptops)andStrongARM-baseddevices (e.g.,
StargatesandiPAQs)andLucentIEEE802.11bNIC.

iEAR at the network layer
As shown in Figure10, iEAR is implementedin thenetwork layer
as a loadablemoduleof net�lter [6] and is composedof the fol-
lowing six components.First, taskqueuewith timers is responsi-
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Figure 10: EAR' s software architecture: EAR is composedof
an iEAR at the network layer and an oEAR at a devicedri ver.

ble for releasingperiodicEAR messages,suchascooperationre-
quest/reports,andtriggeringmeasurement/updateevents.Next, mes-
sageandtaskprocessorprocessestheEARmessagesanddispatches
them to the correspondingtask functions in iEAR. If necessary,
it sends/receivesperiodicreportsandrequeststo/from neighboring
nodes.

Whenmeasurementtimersexpire, measurementcomponentsin
themiddleof Figure10 takemeasurementsandderive link statesas
follows. First, the measurementschemeselectedby EAR records
the measurementresultsobtainedfrom the oEAR (stamper),and
thenexchangestheresultswith neighboringnodesduringtheupdate-
period,if necessary(exchanger).Finally, it updateslink statesand
determineswhichmeasurementschemeto usefor thenext measure-
mentperiod(transitioner).

Link-statetableanddisseminatorupdatesthe local link-stateta-
ble at the endof measurementcycle. Then, the updatedinforma-
tion is periodically disseminated6 to every other node through a
sequenced�ooding messageand is re�ected to othernodes' link-
statetable.Basedontheupdateinformation,therouting-tableman-
ager locally calculatesnew routingpathswith Dijkstra's algorithm
andinvokesa kernelfunction thatupdatesthekernelrouting table,
if thereare route changes.Finally, neighbordiscovery maintains
neighborsby exchangingperiodichellomessages.

oEAR at a devicedri ver
oEAR is implementedassub-functionsin anOrinoco802.11linux
device driver, and is composedof two monitoring functions(i.e.,
outgoingand incoming traf�c monitoring) and several interfaces
with iEAR andMIB, asshown in Figure10. First, outgoingtraf-
�c monitoringobservestheegresstraf�c to eachneighboringnode
andcollectstransmissionstatisticssuchasN s , N t anda datarate,
basedon MAC MIB information. Next, incomingtraf�c monitor-
ing overhearscrosstraf�c. When there is a cooperationrequest
from iEAR, oEAR switchesthe modeof NIC into a promiscuous
modeandbegins overhearingthe crosstraf�c betweentwo neigh-
bors.Finally, oEAR hasseveralinterfacesthroughwhichit requests
transmission/receptionresultsfrom theMAC layer(i.e.,EventTx,
EventRx ) andperiodicallydeliverscollectedstatisticsto iEAR (i.e.,
ioctl).

5.2 Experimental Setup
To evaluateour implementation,we constructeda testbedin the

ElectricalEngineeringandComputerScience(EECS)Building at
theUniversityof Michigan. This building hasroomswith �oor -to-
ceilingwallsandsolidwoodendoors,andhasrelatively straightcor-
6Wesetadisseminationtimer to 30sin ourevaluation.
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Figure 11: EAR testbed: 10 EAR nodesare placed on either
ceiling panelsor high-level shelvesto send/receivestrongsignals
in the same�oor of our Department building (70m � 50m).

ridors. This environmentprovidesenoughmulti-patheffectsfrom
obstaclesandinterferencefrom publicwirelessservices.

In thisenvironment,wedeployed10nodesin thetopologyof Fig-
ure11. Weplaced5 laptops(N 1–N 5) in differentof�ces and5 star-
gates(N 6–N 10) alongthe corridors. All nodesweredeliberately
placedon eitherceiling panelsor high-level shelvesto send/receive
strongsignalsto/fromneighbors.

All nodeswere equippedwith the sameLucent IEEE 802.11b
PCMCIA cardandwereequippedwith EAR. Eachcardoperatedat
channel11 (2.462Ghz), lesscrowdedchannelin thebuilding, and
wassetto usea built-in automaticratecontrolalgorithm(i.e.,auto)
for its datarate.Next, eachnodedynamicallyloadedEAR into both
the device driver (oEAR) and the network layer (iEAR). Finally,
BAP wasimplementedandtestedfor thepurposeof comparison.

5.3 Experimental Results
Using the above setup,we �rst show how effectively EAR uses

realdatatraf�c with its hybrid approachfor measuringlink quality.
Then,we show that by usingthe datatraf�c, EAR's unicast-based
approachmeasureslink qualitymoreaccuratelythanthebroadcast-
basedapproach.Finally, we show that EAR's uni-directionallink
quality effectively identi�es link asymmetry, andimprovesthe ef-
�ciency of utilizing thechannelcapacityover BAP's bi-directional
link quality.

5.3.1 Effectiveexploitationof datatraf�c
Weevaluatedtheeffectsof EAR'shybrid approachby measuring

thenumberof probepacketsperlink. Weranseveraldifferentnum-
bers(n f ) of UDP �o ws at 100 Kbps for 40 minutes,eachpair of
which wererandomlychosenonceevery 4 minutes.While increas-
ing n f , we measuredtheaveragenumberof packets(np ) usedfor
measurementof eachlink' s quality per cycle andderived the per-
centageof cyclesduringwhich eachmeasurementschemeis used.
Figure12 plotsrepresentative links with differentamountsof mea-
surementpackets.

While thebroadcast-basedapproachusesa�x ednumberof probe
packets(i.e., 10) percycle, thehybrid approachin EAR indeedin-
creasesnp asthenumberof �o wsincreases.As shown in Figure12,
np of links with high egresstraf�c approaches130,andnp of links
with high crosstraf�c grows up to 135packets.On theotherhand,
np of links with low traf�c is even smallerthanBAP's sinceEAR
reducesactiveprobingbasedonanexponentialbackoff timer.

Next, the percentageof eachmeasurementschemeper link de-
pendson thelink' sgeographicallocationandtraf�c pattern.In Fig-
ure12,links with low traf�c arelocatedin edgenodesin ourtestbed
suchasN3,N4 andN5,whereaslinks with highegresstraf�c arelo-
catedat centernodessuchasN1, N2 andN9, wherelarge�o ws are
oftenrelayed.Ontheotherhand,links with highcrosstraf�c canbe
placedat centernodesthat have lots of relay traf�c, but might not
usesomelinks to transmitthetraf�c often.

5.3.2 Improvedaccuracywith unicastpackets
We also evaluatedthe accuracy improvementof unicast-based

measurementin EAR over the broadcast-basedmeasurement.We
usedtwo adjacentnodes(N1, N2) andmeasuredthedelivery ratio
of link N1! N2 with both BAP andEAR's active probingfor 400
cycles(i.e., 4000s). As a reference(called`Ideal'), we separately
ranoneUDP �o w at 1 Mbpsfrom N1 to N2 andmeasuredthede-
livery ratioby EAR'spassivescheme.Notethatthepassivescheme
providesaccurateresultsasit deriveslink-quality informationfrom
thetransmissionof a largenumberof actualdatapackets.

Due to its low, �x ed datarate,BAP yields lessaccurateresults
thantheunicast-basedapproach.Thetop line in Figure13(a)shows
theprogressionof onedirectionqualityof link N1! N2 with broad-
castprobing. Sinceactualdatatransmissionuses11 Mbps, BAP
generatesa higherdelivery ratio thanthe ideal doesdueto its low
datarate (i.e., 2 Mbps), which is more tolerantof bit errors. By
contrast,owing to the useof unicastpackets,EAR's measurement
results(averageis 0.778(1.6%error),standarddeviation0.032)are
closerto the ideal results(0.791,0.014)thanthose(0.872(10.2%
error),0.064)of BAP, asshown in Figure13(b).
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On theotherhand,thebi-directionallink-quality informationde-
rived from BAP (the bottom line in Figure13(a))providesworse
resultsthanthe ideal case. This is dueto the poor quality of link
N2! N1 andyieldsunder-estimatedquality of link N1! N2. This
bi-directionalityis evaluatedin thefollowing experiment.

5.3.3 Gainsof uni­directionalityon link asymmetry
Beforeshowing theuni-directionalitybene�tson asymmetry, we

�rst measuredthe asymmetryof wirelesslinks in our testbedand
evaluatedthe limitation of BAP's bi-directionalityon theasymme-
try. To this end,we repeatedtheexperimentin Section5.3.1. This
time, we �x ed n f to three,andmeasuredthe delivery ratio of all
links in eachdirectionaswell asbi-directionwith BAP.

Fromextensivemeasurements,wefoundthatwirelesslinks often
have signi�cant link asymmetryandshow variousinterestingchar-
acteristics,in termsof lifetime and degreeof asymmetry. Figure
14(a)shows the numberof links in our testbedthat have different
asymmetrylifetimes with different link quality in eachdirection.
For the caseof diff f b> 0.1 (i.e., jdf or w ar d � dback w ar d j > 0.1), a
smalldegreeof asymmetryoccursvery often for short(4 minutes)
to long periods(40 minutes).On theotherhand,somelinks expe-
riencea high degreeof asymmetry(e.g.,diff f b> 0.4) for morethan
25minutesof a40-minuteruntime.

Observingthevariouslink-quality asymmetry, we foundthatbi-
directionallink quality measuredby BAP is often affectedby the
worse-qualitydirectionof anasymmetriclink, thusyielding under-

estimatedresults. To illustratethis, we derived the correlationco-
ef�cient (� ) betweenbidirectionallink quality andthe quality of a
worsedirectionlink measuredby BAP. As shown in thebi-direction
casesof Figure14(b),BAP generatesskewedmeasurementresults.
Morethan75%of links arecloselyrelatedto poorasymmetriclinks
(� > 0:8). By contrast,EAR's unidirectionallink quality is inde-
pendentof eachotherdirection(Solid line in Figure14(b)). More
than75%of links show weakcorrelation(� 0:2 < � < 0:2).

Finally, we evaluatedthe improvementof EAR's uni-directional
link quality on utilization of asymmetriclinks. We began with a
simplecaseusingthreenodes(N2, N5 andN10)andoneUDP�o w
from N10 to N2. Sincethe quality of link N2! N10's onedirec-
tion is worse than the oppositedirection, BAP's under-estimated
bi-directionalmeasurementmakesthe �o w detourthroughN5. By
contrast,EAR's uni-directionallink quality enablesthe �o w to di-
rectly route to N2, improving the good-putby 27.45%as shown
in Figure14(c). Similarly, N9! N6! N7 andN1! N6! N7 have
35.2%and12.87%good-putimprovements,respectively.

We further evaluatedhow muchuni-directionalityimproves the
overallnetwork performance.Thisevaluationis donewith six nodes
(N1, N2, N5, N6, N7, andN10), two asymmetriclinks (N2! N10,
andN1! N7), andoneUDP�o w from N10to N7. As shown in the
f 4 's resultof Figure14(c),EAR's asymmetryawarenessimproves
the network ef�ciency over BAP by up to 114%,mainly by �nd-
ing shorterpaths(e.g.,N10! N2! N1! N7) with asymmetriclinks
thandetouringpaths(e.g.,N10! N5! N2! N1! N6! N7).



6. CONCLUSION
We �rst discusssomeof the remainingissuesassociatedwith

EAR andthenmakeconcludingremarks.

6.1 Remaining Issues
Disseminatinglink-qualityinformation: Althoughthispaperfocused
on how to measurelink quality in WMNs, disseminationof the
measuredlink-quality informationis anequallyimportantproblem.
Broadcast-basedsequenced�ooding [34] is onepopularsolutionto
this problemin small networks. Therearealsoa coupleof well-
known approachesto the disseminationproblemin MANETs [15,
38]. However, theinformationdisseminationin WMNs hasseveral
challengesto overcome,including scalability and fault-tolerance.
Wewill addresstheseissuesin aseparateforthcomingpaper.
Measuringother link-quality parameters: In this paper, thepacket-
deliveryratioanddatarate—suitablefor high-throughputmetrics—
areconsideredasthelink-qualityparameters.However, QoSparam-
eters,suchasdelayandjitter, shouldbe measuredto supportreal-
time applications.Theseparameterscanbeaccuratelymeasuredby
EAR, basedon MIB [9] andNIC buffer clearingtime [26]. Thus,
alongwith thehigh-throughputparameters,EAR cansupportsuch
applicationsasVoIP, IPTV thatusethetime-relatedparameters.

6.2 Concluding Remarks
In thispaper, wehavepresentedanovel link-qualitymeasurement

framework, calledEAR, for wirelessmeshnetworks. EAR is com-
posedof threecomplementarymeasurementtechniques—passive,
cooperative, and active monitoring—whichminimize the probing
overheadand provide highly accuratelink-quality information by
exploiting eachnode's egressandcrosstraf�c. Moreover, basedon
accurateanddirection-awarelink-quality measurements,EAR iden-
ti�es andexploits under-utilized asymmetriclinks, thusimproving
the utilization of network capacityby up to 114%. Finally, EAR
is designedto be easilydeployablein existing IEEE 802.11-based
wirelessmeshnetworks without any changeof MAC �rmw areor
systemkernelcompilation.EAR hasbeenevaluatedextensively via
bothns-2-basedsimulation,andexperimentationon a Linux-based
implementation,demonstratingits superioraccuracy andef�ciency
overexistingmeasurementtechniques.
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