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ABSTRACT

This papemresents highly ef cient andaccuratdink-quality mea-
suremenframework, calledEAR (Ef cient andAccuatelink-quality
monitoR, for multi-hop wirelessmeshnetworks, that has several
salientfeaturesFirst, it exploitsthreecomplementaryneasurement
schemespassie, cooperatie, andactive monitoring. EAR maxi-
mizesthe measuremerdccurag by (i) dynamicallyandadaptvely
adoptingone of theseschemesnd(ii) opportunisticallyexploiting
theunicastapplicatiortraf ¢ presentn thenetwork, while minimiz-
ing the measuremerverhead.Second EAR effectively identi es
the existenceof wirelesslink asymmetryby measuringhe quality
of eachlink in bothdirectionsof thelink, thusimproving theutiliza-
tion of network capacityby upto 114%.Finally, its relianceon both
thenetwork layerandthe|EEE 802.11-basedevicedriversolutions
makesEAR easilydeplo/ablein existing multi-hop wirelessmesh
networkswithoutsystenrecompilatioror MAC rmw aremodi ca-
tion. EAR hasbeenevaluatedextensvely via bothns-2basedsim-
ulation and experimentationon our Linux-basedimplementation.
Both simulationand experimentationresultshave shavn EAR to
provide highly accuratdink-quality measurementwith minimum
overhead.

Categoriesand Subject Descriptors
C.2.1[Computer-Communication Networks]: Network Architec-
tureandDesign—Wrelesscommunication

General Terms

Design,ExperimentationMeasuremen®erformance

Keywords

Asymmetriclink quality, Link-quality measurementirelessmesh
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1. INTRODUCTION

Recently wirelessmeshnetworks (WMNSs) have beendraving
considerableattentiondue mainly to their potential for last-mile
broadbandervicesinstantsuneillancesystemsandback-hauker
vicefor large-scalavirelesssensonetworks[2—4,8]. However, due
to their deploymentin large andheterogeneouareasandtheir use
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of openwirelessmedia,wirelesslinks often experiencesigni cant
quality uctuations and performancelegradationor weak connec-
tivity [10,18].

To dealwith suchwirelesslink characteristicstherehave been
signi cant efforts to improve the network performancedy reducing
theoverheadsssociatedvith unexpectedink-quality changesFor
example,EXOR[13,14] is aroutingprotocolthattriesto reducethe
numberof retransmissionsia cooperatre diversity amongneigh-
boring nodes. MASA [40] is a MAC-layer approachthat tries to
minimize the overheadin recovering lost framesvia nearby“sal-
vaging” nodes. Finally, NADV [30] is a link metric that assistsa
geographiaouting protocolto chooseherelay nodeby optimizing
thetrade-of betweerproximity andlink quality.

In additionto the above efforts, accuratemeasuremenaf wire-
lesslink qualityis essentiato dealingwith link-quality uctuations
for the following reasons. First, the abore-mentionedhree solu-
tionsrely heavily on accuratdink-quality informationto selectthe
bestrelaynodes.Secondapplicationssuchasvideostreamingand
VolIP, alsoneedthelink-quality informationto supportQoSguaran-
teesover WMNSs. Third, diagnosinga network, especiallya large-
scaleWMN, requiresaccuratdong-termstatisticof link-quality in-
formationto pinpointthe sourceof network failures,andreducethe
managementverhead35]. Finally, WMNs commonlyusemulti-
ple channeld12,21,36], anddeterminingthe best-qualitychannel
amongmultiple available channelsrequiresthe informationon the
quality of eachchannel.

Thereare,unfortunatelyseverallimitationsin usingexistingtech-
niquesto measurehe quality of links in WMNSs. First, Broad-cast-
basedActive Probing(BAP) hasbeenwidely usedfor link-quality-
awarerouting[14,17,21]. Althoughit incursasmalloverheade.g.,
1 paclet per second),broadcastingloesnot always generatethe
samequality measurementasactualdatatransmissionslueto dif-
ferentPHY settings(e.g., modulation). Thus, BAP providesinac-
curatelink-quality measurementdMoreover, its useof anidentical
type of probingin bothdirectionsof alink generatedi-directional
results thusun-/undefexploiting link asymmetry Secondunicast-
basedrobingprovidesaccuratenduni-directionalresultsowing to
its resemblancéo the useof actualdatatransmissionshut it incurs
signi cant overheads.Finally, passie monitoring[30] is the most
efcient andaccuratesinceit usesactualdatatrafc. However, it
alsoincursthe overheadf probingidle links.

To overcometheabove limitations of existing measuremertech-
nigues,we proposea high-accurag and low-overheaddistributed
measuremerframavork, calledEAR, thathasthe following three
salientfeatures.First, EAR consistsof threecomplementarynea-
suremenschemes—pasg, cooperatre, and active monitoring—
thatcommonlyuseunicastfor its accurag and“opportunistically”
exploit the egress/crossrafc of eachnodefor efciency. Using
unicast,all threeschemesneasurdink-quality underthe sameset-
ting asthe actualdatatransmissionthusyielding accurateresults.



By exploiting datatrafc in the network asprobepaclets,anddy-
namically and adaptvely selectingthe mosteffective of the three
schemesEAR not only reduceghe probingoverheadut alsode-
creaseshe measurementariations,thanksto the large numberof
“natural” probe(i.e.,realtrafc) paclets.

SecondEAR'slink-quality measuremeris madedirection-awae
to effectively capitalizeon link asymmetry Wirelesslink quality
is often asymmetricdue to suchenvironmentalfactorsas hidden
nodes,obstaclesand weatherconditions[4, 17,31]. The better
quality directionof anasymmetridink mightoftenbegoodenough
to transmitdataframesin thatdirection,insteadof taking a longer
detourpath. By direction-avare measurementf link quality from
actualdatatransmissionsand ACK receptions,EAR canidentify
andexploit link asymmetrythusimproving the utilization of net-
work capacity

Finally, EAR is designedo runin afully-distributedfashionand
to be easilydeployableon existing IEEE 802.11x-basediVMNSs. It
runson eachnodeand periodicallymeasureshe quality of link to
eachof its neighborsto maintainup-to-datelink-quality informa-
tion. On eachnode,EAR is implementedht the network layerand
a device driver, andintelligently usesseveral featuresof the MAC
layer, suchastransmissionesultsanddatarate,by interactingwith
the MAC ManagemeninformationBase(MIB) [9]. Moreover, this
designdoesnot requireary systemchangeor MAC rmw aremod-
i cation, thusmakingits implementatioranddeploymenteasy

We conductan in-depthevaluationof EAR via both ns-2based
simulationand experimentatioron a Linux-basedmplementation.
Our simulationresultsshov that EAR's unicast-basediechniques
decrease¢he root mean-squarerrorin measurementy at leasta
factorof 4 over the broadcast-baseapproachwhile reducingthe
overheadby anaverageof 50%, evenin large-scaleVVMNs. More-
over, EAR's direction-avarelink-quality measuremergnableshe
opportunistiauseof asymmetridinks andhelpstheunderlyingrout-
ing protocol nd thebest-qualityelaynode thusimproving channel
efciency by upto 49%.

EAR is implementedasa routing componengtlongwith the de-
vice driver of Orinoco802.11b,andthen evaluatedon our exper
imental testbed. Experimentalresultsshov that EAR effectively
exploits existing applicationtraf c in measuremer(up to 13times
more probing pacletsthan BAP's). In addition, our measurement
resultsshav that there exist mary asymmetriclinks in different
time scaleqfrom a few to dozensf minutes),andthat EAR's uni-
directionalmeasuremeritelpstheroutingprotocolimprove theend-
to-endthroughputby up to 114%.

Therestof this paperis organizedasfollows. Section2 describes
themotivationof thiswork. Section3 presentsheEAR architecture
andalgorithms.Section4 evaluatesEAR usingns-2basedsimula-
tion, and Section5 describeour implementatiorandexperimental
resultson our testbed.Section6 discusseshe remainingissuesas-
sociatedvith EAR, and nally concludeghe paper

2. MOTIVATION

We rst adwcatethe importanceof accuratemeasurementef
varyingwirelesslink quality to WMNSs. Then,we identify the limi-
tationsin applyingexisting measuremertechniqueso WMNSs.

2.1 Why Accurate Link-Quality Measurement?

Wirelesslink quality varieswith ervironmentalfactors,suchas
interferencemulti-patheffectsandevenweatherconditions[10,23,
29]. Especially in multi-hop WMNSs, dueto their usualdeploy-
mentin large andheterogeneouareaswirelesslink quality uctu-
atessigni cantly, andthus,the variousnetwork protocols,suchas
the shortest-patlandgeographiaouting protocols,designedunder
the stronglink-quality assumptiohoftensuffer performancelegra-
dationor weakconnectity [10,18,29].

For example,if | canhearyouatall, | canhearyouperfectly

Accuratelink-quality measuremeris essentiato solve the prob-
lem associatedvith varying link-quality in WMNSs, asonecansee
from thefollowing use-cases.

Selectionof the bestrelay node Accuratelink-quality informa-
tion canreducethe recovery costof lost framescausedy link-
quality uctuations. For example,ExOR[13,14] andMASA [40]
attemptto reducethe numberof transmissionsvith the help of
intermediateaelay nodesin retransmittingost frames. Both so-
lutions arebasedon capture effectsthatallow in-rangenodesto
cooperatiely relay “overheard frames,but onekey questionis
how to selecttherelay nodethathasthebestlink-quality.
SupportingQuality-of-Servic€QoS) Wirelesdink-quality infor-
mationenablespplicationsandnetwork protocolsto effectively
meetusers'QoSrequirements For example,applications such
asVolP andIPTV, candynamicallyadjusttheir servicelevel that
canbe sustainedy varying link-quality in the network. On the
otherhand,link-quality-avarerouting protocols[17,21] canac-
curatelylocatea paththatsatis esthe QoS(e.qg.,throughputand
delay)requirementd®asedon thelink-quality information.

Networkfailure diagnosis Link-quality statisticscanbe usedto
diagnoseandisolatefaulty nodes/linkgor faultyareasjn WMNs,
facilitatingnetwork managemerjil6,35]. WMNSs coveringshop-
ping malls, a campusor a city, usually consistof a numberof
nodesandeachnodemustdealwith site-speci clink conditions.
Thus, WMNSs requirea clearpictureof local link conditionsfor
network troubleshooting.

Identifyinghigh-qualitychannels Link-quality informationhelps
WMNS s identify high-qualitychannels WMNSs usuallyusemul-

tiple channelgo reduceinterferencebetweemeighboringnodes
[21,23,36]. However, dueto the useof sharedwirelessmedia,
link-quality differsfrom onechanneto anotherandhencedeter

miningthebest-qualitychannels of greatimportancedo channel-
assignmenalgorithms suchasthosein [11,28].

Motivatedby theseandotheruse-casesye would like to address
how to measurdink-quality andhow bene cial accuratemeasure-
mentscanbein utilizing the givennetwork capacity

2.2 Limitations of Existing Techniques

Therehasbeenasigni cant volumeof work on link-quality mea-
surementWe discusgprosandconsof usingexisting techniquegor
WMNSs.

Accuracy andef ciency. A measuremertechniquemustyield ac-
curateresultsataslow acostaspossible First, Broadcast-baseic-
tive Probing(BAP) hasbeenwidely usedfor adoptinglink-quality-
awarerouting metricssuchasExpectedlransmissiorCount(ETX)
[17] and ExpectedTransmissioriTime (ETT) [21]. It usessimple
broadcastingof probe paclets from eachnode and derives link-
qualityinformationby multiplying thepercentagef successfuirans-
missionsn eachdirection. Althoughit is inexpensve, broadcasting
usesa x edandlow datarate(2Mbps),whichis moretolerantof bit
errorsthanotherrates,andwhich may differ from the actualdata-
transmissiorrate (e.g., 11Mbps). Thus,aswe will show later (in
Figure 13), BAP yields lessaccuratdink-quality informationthan
a unicast-basedpproach(e.g.,10.2%error by broadcasts. 1.6%
errorby unicast).

Next, the unicast-basedpproachto measuringlink bandwidth
[19-21] canyield accurateresultsasit usesthe samedataratefor
probing a link asthat for actualdatatransmissionsver the link.
However, frequentprobingof link to eachneighborincursa higher
overheadthan BAP. As the numberof neighborsincreasesprobe
pacletsmightthrottlethe entirechannekapacity

Finally, withoutinjectingprobepaclets,passie monitoringyields
accuratdink-quality measurementsithoutincurringary overhead.
Signal-to-Noise&Ratio (SNR)monitoringmaybethecheapesthut it
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Figure 1: Measurementresultswith BAP for 4000s: BAP of-
ten under-estimatesthe quality of an asymmetric link between
A and B due to its bi-dir ectionality, even though one dir ection
(from A to B) hasgoodquality for data transmission.

is shawvn to be not stronglyrelatedto actuallink-quality [10]. Self-
monitoring [30] could be attractive dueto its use of actualdata-
frametransmissiomesults.However, it alsoincursalarge overhead
in probinglinks whenthereareno datapacletssentover them.

Link-asymmetry-awareness Measuremerschemesnustbeable
to identify andexploit wirelesslink asymmetrythatresultsfrom in-
terferencepbstaclespr weatherconditiong/4,17,31]. For example,
if thereis interferencan thevicinity of nodeA, thensignalsfrom a
remotenodeB to A might be disrupted whereassignalsfrom node
A arenormally strongenoughto overcomethe interference While
B mightreachA via nodeC thathashigh-qualitylinks to both A and
B, nodeA canusethedirectlink to B, thussaving network resources.
First, BAP haslimited asymmetry-aareness.It was originally
designedto be aware of link asymmetry{17,21]. BAP indepen-
dently measureshe quality? of thelink's both directions,andthen
multipliesthem.However, theresultsarebi-directional—gving the
samelink quality in bothdirections—dueo the sametype of prob-
ing usedin bothdirections,andoften underestimatethe quality of
asymmetridinks. Figurel is a samplemeasuremenesultof BAP
over anasymmetridink on our testbed.The gure shows thatal-
thoughonedirectionof link hasgoodquality (uppercurve),themea-
surementesultvia bi-directionalityoftenunderratesthe quality of
the link's both directions(lower curve). EventhoughBAP might
overcomethis limitation using multiple typesof probing, suchan
approachncursadditionaloverheadsandusingbroadcasmay still
under/over-estimatdink-quality aswe will shav in Section5.3.2.
Next, unicast-basegrobingand passve monitoring are usually
uni-directionalin the sensahattheir measuremerincludesthe de-
livery ratio of dataand ACK frametransmissionsThus,the mea-
surementresultsaccuratelyre ect the link-quality of actual data
transmission.Again, in the rst example,becauseuni-directional
resultsarecalculatedy usingthehigh-qualitylink directionandthe
reverse-directiomguality of ACK transmissiongheresultsareaccu-
rateregardlessof the oppositedirection's quality, andallow nodeA
to directly transmitpacletsto nodeB without takinga detourpath.

Flexibility and feasibility. Measurementechniquesnustbe e x-
ible enoughto copewith time-varyinglink-quality. First, aperiodic
measurementsyhich capturelink-quality only for a certainperiod
asin [24,32], might bethe simplestway to monitorlink conditions.
However, it yields poormeasuremerdccurag in wirelesserviron-
mentsdueto frequentlink-quality uctuations or requiressigni -
cantefforts to determinethe optimalmeasuremergeriod.

On the otherhand,the simple on-demandink-quality measure-

2Forthetime-beingwe usethedeliveryratio of dataframesof link A! B as
thelink quality. We will elaborateonthisin Section3.2.

mentusedin MANETS [27,33] might be cost-efective. However,
it mainly focuseson link connectity (i.e., a binary value)instead
of actualwirelesslink quality. Even though several approaches
(e.g.,[22]) have beenproposedo elaboratelymeasurdink-quality
using SNR, their main purposeis to maintainstableconnectvity,
ratherthanadaptingo thelink dynamicsin realtime.

Finally, themeasuremenechniqueaveto beeasilyimplement-
ableanddeplg/ablein existing WMNs. BAP andunicast-basedp-
proachesanbeimplementedht ary protocollayerwithout requir
ing ary signi cant systemchange Passve monitoringcanbedevel-
opedin the network andMAC layers. However, it needso access
andexploit the informationfrom the MAC layer, which might not
be availableto the public [25].

3. THE EAR ARCHITECTURE

This sectiondetailsthe architectureof EAR. First, the designra-
tionaleand main algorithmof EAR areoutlined. Next, we de ne
the link quality that EAR dealswith, and then describeits three
measuremerdgchemesFinally, we analyzethe compleity of EAR.

3.1 Overview of EAR

EAR is a low-overheadand high-accurag measuremenframe-
work thatis awareof asymmetriovirelesslinks andalsoeasilyde-
ployablein 802.11-base®VMNs. EAR hasthe following distinct
characteristics.

Hybrid approach: EAR adaptvely selectsoneof threemeasure-
mentschemegpassie, cooperatie, andactive) to opportunisti-
cally exploit existing applicationtraf c asprobepaclets.If there
is no applicationtrafc overalink, EAR usesactive probingon
thelink at areasonabl&ost. Otherwise EAR switchesitself to
passie or cooperatie monitoringthat gratuitouslyusesexisting
trafc for collectingthelink-quality information.

Unicast-basedini-directional measuement EAR usesunicast
(insteadof broadcastjn eachdirectionof a link for measuring
its quality. Unicast,which usesthe samesettingsasthe actual

datatransmissionsallows differentschemeso generatdvomoge-
neousmeasurementsMoreover, sincethe quality of eachlink's

direction is independentlyneasuredvia unicast,the measure-
mentresultsareuni-directional.

Distributedandperiodicmeasuement EAR independentlynea-
suresthe quality of link from a nodeto its every neighborin a
fully-distributed way. This measuremenis also taken periodi-
cally to copewith the varying link-quality, andthe measurement
periodis alsoadaptecasedn alink-quality history

Cross-layeinteractiont EAR is composeaf “inner EAR” (iIEAR)
that periodically collectsand deriveslink-quality informationin
thenetwork layerand“outer EAR” (0EAR) thatmonitorsegress/
crosstraf ¢ atthedevice driver. Thesetwo componentsnteract
acrosghetwo layersto intelligently exploit MAC-layerinforma-
tion withoutarny modi cation of MAC's rmw are.

EAR's overall operationcanbe describedn four sequentiabteps
asshavn in Algorithm 1. First, duringa measuremergeriod(M ),
every nodemonitorslink quality usingoneof passve, cooperatie,
andactive measuremergchemegerneighbor Then,at the endof
My, a noderecordsthe measuredink quality and exchangeghe
informationwith neighboringnodes,if necessaryNext, duringan
updateperiod (Ux ), nodesprocesdink-quality reportsfrom their
neighborsif ary. Finally, afteranorderedpairof M x andUx (called
the measuementcycle,C, %), eachnodeupdatests local link-state
tablewith directly andindirectly measuredink-quality information,
andthendecidesn its measuremergchemeor thenext cycle.

3We setCy to 10 secondg$=9s(M x ) + 1s(Uyx)) in our evaluation.



Algorithm 1 EAR atnodei duringCy

(1) During aMeasurement-Periotl,2 (Cx
for every neighbomodej do
Sjj amonitoringschemdor thelink from nodei to nodej
if Sj ==PASSIVE or ACTIVE then
monitoregresgrafc to nodej
elseif Sj == COOPERAIVE then
monitoregresstraf c from nodei to nodek thatnodej overhears
endif
if nodei receveda cooperatiommeques{’) from nodej then
overhearcrosstraf ¢ from nodej to node’
endif
endfor

1; My)

(2) At theendof a Measurement-Periotl= M x
for every neighborj do
recordmeasuremenesultsfrom nodei to nodej
if nodei receveda cooperatiommeques{’) from nodej then
sendnodej areportof overhearingrafc from nodej to node’
endif
endfor

(3) DuringanUpdate-Periodt 2 (Mx; My + Uyx)
processa measurementport(s)from othernodesjf ary

(4) Endof anUpdate-Periodt = My + Uy (or,t = Cy)
for every neighbor do
calculatethe quality of link from nodei toj usingEq. (1)
runthetransitionalgorithm(in Figure2) for nodej
if transitionto COOPERAIVE then
choosenodek thatnodej canoverhear
senda cooperatiorreques{k) to nodej
elseif transitionto ACTIVE then
scheduleactive probepaclets
endif
endfor

3.2 Link-Quality of Interest

EAR focuseson link costand capacityas link-quality parame-
ters,which arede ned asfollows. First, thelink costis de ned as
theinverseof thedelivery ratio (d) of MAC frames.This de nition
re ects theexpectedransmissiorcountof eachdataframe. Specif-
ically, thecost(C) of link A! B is calculatecby

c=%anddi=(1 ) d o1+ ':I—f (1)
whered; is the smootheddelivery ratio, asmoothingconstanf‘,
Ns thenumberof successfulransmissionsandN, thetotalnumber
of transmissionandretransmissionduring a measuremeryeriod
of thei-th cycle.

EAR alsomeasure$ink capacityby usingthe datarateobtained
from MAC frame transmissions. The datarate can be an upper
boundof capacitythat the link canachiere, andis usedto derive
anetcapacityalongwith link costvia suchmetricsasETX [17] and
ETT [21]. In EAR, therateis derived basedon the recentstatistics
of dominantly-usedateatthe MAC layerduringthe previousmea-
surementycle. This is donejointly with the collectionof thelink
cost(Ns; Nt). Uponcompletionof datatransmissioro its neigh-
bor, EAR updateghefrequeng of thedatarateused.At the endof
themeasuremertycle, EAR useshefrequeng to infer theMAC's
currentdataratefor the neighboringnode. This simple algorithm
enable€AR to work with ary rate-controschemée.g., xed, auto)
in MAC andyields accuratdink-capacityinformation without in-
curringary communicatioroverhead.

Note that even thoughEAR can be easily extendedto measure
other parameterssuchas delay andjitter, asdescribedn Section
6.1,wewill focusonthelink costandcapacityasmainlink-quality
parameteri theremaindeof this paper

“Weset to 0.3, but othervaluesarealsoevaluatedn Section5.
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Figure 2: Three measuement schemesand their inter-

transitions: EAR consistsof passie, cooperative, and active
measurementphases.Basedon the amount of egress/cosstraf-

C (Tegg: Terss), EAR adaptively switchesfrom one measure-
ment schemeto another. Py esh and Cuyr esh arethe thresholds
for passive and cooperative schemesrespectely.

-

3.3 Hybrid Approach

As mentionedearlier EAR consistsof passve, cooperatre and
actve measuremerschemesyhicharecomplimentaryto eachother
Ontheonehand all of theseschemesinicastprobepacletsthrough
which ary of theschemeprovidesconsistentneasuremermesults.
On the otherhand,althoughone scheme(i.e., active probing) pro-
videsaccuratemeasurementesults(e.g., 7% errorin d aswe will
seein Section4.2) comparedo BAP (34%),the otherschemegan
furtherimprove theaccurag (1.5%)by opportunisticallyexploiting
anodes egress/crosgafc, if ary.

Figure2 depictsthe EAR's hybrid measuremerdapproactbased
onthethreeschemesWhena measuringnode(m) hasegresstraf-

C, Tegg, to aneighbornode(n), m passivelymonitorsthetrafc.

WhenTegg decreasebelow a certainthreshold,Pir esh , m nds
anothemeighbomodeto which m hasegresstrafc andthatn can
overhearthetrafc, andcoopeatively (with noden) measureshe
quality of link m! n. Finally, whenthe actualtrafc overthelink
islow (< Cur esh ), M activelymeasuredink quality by unicasting
probepacletsoverthelink. Next, we give adetailedaccounpf each
measuremergchemawith its rationale.

Passve measurementvia egresstraf ¢

Whenthereis enoughegresdrafc, EAR favorspassie monitoring
over active monitoringfor its accurag andefciency. The passie

scheme(e.qg.,[30, 37]) cancollect accurateand stablelink-quality

informationfrom a large volumeof existing datatraf ¢ withoutin-

curringary overhead.By contrastmary actve schemegusingei-

therbroadcasbr unicastprobepacletsasin [17,19,20]) mustcon-

sumenetwork resourcegor probing,yetcannotprovide asaccurate
resultsasthe passve schemgthatusestheactualtraf c).

InaWMN, thereis usuallyenoughegressandrelaytraf ¢ through
eachnode.EAR employs the passie schemdo accuratelymeasure
link quality by capitalizingon this realtraf ¢ while minimizing the
measurementverhead. Thereare, however, several designissues
to beresohedbeforeusingthe schemeasfollows.

Hetelogeneouspadet sizes The paclet size greatly affectsthe
delivery ratio [10], andthus,a measuremergchemehasto de-
rive theratio by usingpacletsof sameor similar sizein orderto
obtainaccurateandconsistentink cost. EAR's passie scheme
monitorspacletswithin a 100-byterangeof eachof threepopu-
lar sizesusedin the Internet[39]—60,512and1448bytes—and
derivesthe link costcorrespondingo eachsize. EAR canalso



measurdhelink costsfor otherpaclet sizessimilarly, or by us-
ing the estimationtechniquen [30].

Network-level vs. MAC-level Passve monitoringcanbeimple-
mentedat eitherthe network layer or the MAC layer The net-
work layer solutionis simple, but requiresa neighboringnodes
feedbaclon eachsuccessfupaclet delivery. This consumeset-
work bandwidth,and its resultis oblivious of the retransmis-
sion resultsat the MAC layer EAR eliminatesthis overhead
by placingitself at a device driver and monitoringtransmission
resultsbasedon MAC's built-in ACK mechanisnwithout addi-
tional costor MAC modi cation (seeSection5.1).

Use of MAC information: EAR obtains(and uses)MAC infor-
mationvia a device driver's interfaceto getaroundthe dif culty
of modifying MAC rmw are. ProprietaryMAC rmw aremakes
it very dif cult, if notimpossible for designerso modify MAC
for directuseof channelinformation. Througha device driver's
interface,EAR canaccessMAC managementariables—¥xRet
ryLimitExceeded, TxSingleRetryFrames, andTxMultip
leRetryFrames  °—to infer transmissiomesults.

Supposeas an example, that node A has (statistically) enough
egresstraf ¢ to nodeB. Then,A requeststs device driver to record
the statusof eachof its paclet transmissions.The device driver
thenkeepstrack of the threevariablesof MIB for the trafc, and
derivesthe numberof successfulransmissiongNs), thetotal num-
ber of transmission§N:), andthe datarate. Next, at the end of
ameasuremerperiod(M;), EAR at the network layer obtainsthe
measuremenesultsfrom thedevice driver. Finally, attheendof an
updateperiod(U;), it deriveslink quality usingEq. (1).

Cooperative measuementusing crosstraf ¢

EAR switchesto cooperatie monitoring when a measuringnode
(e.g.,B in Figure 3) hasno egresstraf c to a neighbornode(C),
but to others(A). We call the neighbornodewith no trafc a “co-
operatve” node.Dueto the broadcashatureof wirelessmedia,the
cooperatie node(C) canoverhearthe trafc from the measuring
node(B) to theotherneighborqA)—we call thetrafc crosstrafc.
Theoverhearingesultis thenusedfor themeasuringrodeto derive
thequality of link B! C. This schemenotonly helpsthe measuring
nodeavoid the active probing, but alsoimprovesthe measurement
accurag by usingalargeamountof crosstrafc. Notethatall nodes
in WMNs areassumedo faithfully cooperatePreventingmalicious
behaiors, suchasDoS attacksjs beyondthe scopeof this paper

To incorporatethis schemento EAR, we mustresole the fol-
lowing designissues.

Overhearingcrosstraf ¢ : Thepromiscuousnodein IEEE802.11
NIC allows eachnodeto overheardataframesdestinedor nodes
otherthanitself. Dueto the broadcashatureof wirelessmedia,
pacletswith thesamenetwork ID (or ESSID)canbecapturecby

MAC andsentup to theupperlayer EAR at a device driver can
choosethis modeuponmaking/accepting cooperatiorrequest,
andmonitorthecrosstrafc immediately

Selectiveverhearing A cooperatie nodehasto selectvely over-
hearcrosstrafc whosedatarate is the sameas the rate from
a measuringnodeto itself asif it were the destinationof the
trafc. Becausethe datarate affects greatly the delivery ratio
aswe will shav in Section5.3.2, overhearingall crosstrafc
with differentratesyieldsinaccurateandnoisyresults.In EAR,
the measuringnode (B) selects basedon its local information,
neighbomodeg(A) thatthe cooperatre node(C) hasto monitor,
andthenincludestheselectionin its cooperatiomequestmessage
(i.e.CooperateREQ (A)) sentto thecooperatie node.

SNote that thesevariablesare speci ed in IEEE 802.11standard9], and
most of 802.11chipsets,including Prism, Hermesand Atheros, provides
interfacesto accesshesevariablesrom a device driver or above [1, 5].

‘H$ ! "o #" R "H# o% & ‘

Figure 3: Example of node B's cooperative monitoring with
node C. Once node B requestscooperation with C, node C
switchesits NIC into a promiscuousmode and starts overhear-
ing traf ¢ from node B to node A. Then, it sendsoverheard re-
sults back to node B. Note that due to the ambiguity of retrans-
mitted packets, the cooperative schemeonly counts the over-
heard packetswhoseretry bit is not set.

Ambiguity of retransmissions Retransmissionsauseboth the
measuringnode and the cooperatie node ambiguity in count-
ing overheardpaclets.In Figure3, becaus¢he cooperatie node
(C) cannotreceve duplicateframesfrom its MAC layerevenin

the promiscuousnode,the measuringnodeB cannotusethe re-

transmittedpacletsfor measurement&.g.,the fourth overheard
paclet). Also, if thereare multiple retransmissionsthe coop-
eratve node cannotcountthe total numberof pacletsthat are
successfullydeliveredto nodeC, dueto a singleretry bit in the
frame andthe ignoranceof duplicateframesat MAC (e.g.,the
lastoverheardpaclet deliveredto nodeC).

Let's considerthe examplein Figure 3. In the rst updatepe-
riod, nodeB decidesto usethe cooperatie scheme pasedon the
algorithmin Figure 2, to measurehe quality of link B! C by us-
ing trafc B! A. Next, CooperateREQ (A) is sentto nodeC. On
receving therequestnodeC switchesits NIC modeto the promis-
cuousmode,and startsto overhearthe trafc from B to A. At the
sametime, nodeB alsobegins counting rst-time successfutrans-
missions(C.) within the crosstrafc. In the secondupdateperiod,
areportof overheardresults(CooperateREP (Cp)) from C is sent

to B, andthenanew deliveryratio (i.e., <2 = 2) is calculated.

Ce 5

Active measurementusing shared unicast

Whenthereis no egress/crostrafc, EAR switchesto active moni-
toringandopportunisticallysendsunicastprobepacletsto neighbor
nodes. Sinceit usesunicast-basegrobing, EAR cancollectmore
accurateresultsthan broadcast-baseprobing. On the otherhand,
by emplogying “cooperatve” monitoring, EAR canreducethe ac-
tive probingoverheado aslow asBAP's overhead(e.g.,1 paclet
per second). Also, it canfurther reducethe probing overheadby
adaptvely adjustingthe probefrequeng basednthehistoryof the
link's quality.
To incorporatethis schemento EAR, one mustaddresshe fol-

lowing designissues.

Minimize the interferencecausedby probing trafc: Thereare
casesvhena nodeneedsto do active probingof link to one of
its neighborseven thougha channelis heavily usedby others.



Figure 4: Needfor active monitoring: In Figure 4(a), C does
not have any egress/cosstraf ¢ and thus, needsactive probing
while other nodesdon't. In Figure 4(b), D hasenoughingress
traf ¢, but needsactive probing of the oppositedir ection.

For example,in Figure4, (a) a channelis usedby A, B andD,
but C needsactive probingof links to the otherthree,and(b) D
hasenoughingresstrafc (e.g.,videostreaming)but it needso
probelinks to B and C. EAR reduceshe probing overheadby
sharingthe probepacletsvia cooperatre monitoring. In Figure
4 (a),C probesonly thelink to A andalsomeasurethequality of
linksto B ; D throughcooperatiorwith B andD, which overhear
the probingtrafc from C to A. Note thatthis is differentfrom
BAP in the sensethat probepacletsaretransmittedat the same
rate asthat of datatransmissiongasopposedo a broadcasting
rate).

Reducethe probing overheadon stableandidle links: If alink
hasa smallquality-varianceandexperiencedow actiities, EAR
neednot trigger active probesoften. Thus, it usesan actiity-
basedacloff timerthat(i) is exponentiallyincreasediponits ex-
piration,with anupperbound(window), if the variance/actiity
hasbeenbelov a minimumthresholdand(ii) linearly decreases
every measuremertycle. Ontheotherhand,if therehasbeenei-
therthe minimum actiity or quality- uctuation, EAR resetshe
timerto 1 andtriggersthe active probing.

Needto probeat differentrates A measuringhodethatusesser-

eraldataratesto its neighborscannot share'probepacletswith

all neighbors.Instead the measuringhodeneedshe samenum-
ber of setsof probesasthe numberof dataratesthe nodeuses
for its neighbors,which might, in turn, generatdots of probe
pacletsduring onemeasurementycle. To reducethis possibil-
ity, EAR distributesa setof probingpacletsover several cycles
during which it is not scheduledo probelinks dueto its back-
off timer. Becausdinks areidle underthe active schemeandthe
bacloff timer increasesxponentially thereare usually enough
unusedcyclesto accommodateall sets. If the numberof setsis

greatetthanthe numberof unusedctycles,EAR scheduleprobes
for all dataratesin aroundrobin fashionover availablecyclesso
thatevery ratehasanequalchanceo beprobed.

Let's consideran illustrative example. SupposenodeC in Fig-
ure 4(a) switchesto active monitoring. Basedon its link-quality
varianceand data-ratehistory, C classi esA andB to bein the 11
Mbps-groupandD the 2 Mbps-group respectiely. Also, basedon
the bacloff timer, C scheduleghe active probingto the 11 Mbps-
group rst. During the rst updateperiod,C broadcasts cooper
ationrequest(ActiveCooperateREQ(B) ) indicatingB's coopera-
tion. Then,for thefollowing measuremergeriod,C triggerstheac-
tive probingto A andmeasureshe quality of link C!  AandC! B
through passive and cooperatie monitoring, respectrely. In the
secondmeasuremenperiod,C scheduleghe active probingto the
2 Mbps-group(i.e., D) basedon the above schedulingrule. In the
third updateperiod,if thelinks C! AandC! B show stablequality

— | \ \

Figure 5: The simulation topologies: We usedfour topologies
with different traf ¢ and shadoving model values. T1 and T2

areusedfor evaluating the accuracyof EAR. T3 and T4 areused
for EAR's asymmetry awarenessand accurate node selection.
The bottom of eachtopology shows the changeof link quality in

atime domain.

andhadno actwity, EAR skipsits probingfor the 11 Mpbs-group
andscheduleshe probingfor the next group(i.e., D) if its bacloff
timer hasbeenexpired.

3.4 Complexity of EAR

The operationof EAR consumegessnetwork resourceshanthe
broadcast-baseapproachdue mainly to its useof hybrid monitor
ing. As the egress/crossrafc increasesEAR in eachnodepas-
sively monitorsits trafc at the senderside, eliminating the need
for transmittingprobepaclets. With cooperatre monitoring, EAR
only requiresa periodicreportmessageer cycle from a cooperat-
ing nodeto the measuringhode. Sincethe cooperatingnodeshares
a hello messagéo senda reportevery cycle, its overheadis neg-
ligible. Finally, evenin caseof active monitoring, EAR's resource
consumptionis lessthanthat of the broadcasapproachdueto its
exponentialactive-timer triggeringactive probinglessfrequently

4. PERFORMANCE EVALUATION

We conductedxtensive simulationto evaluateEAR. We rst de-
scribeour simulationmodelandthenpresenthe simulationresults
in termsof accurag, scalabilityandlink-asymmetry-avareness.

4.1 The Simulation Model & Method

ns-2[7] is usedin our simulationstudy andthe simulationwas
run on topologiesof Figure5. First, T1 and T2 are usedfor eval-
uatingthe accurag of both EAR andBAP. Second, T3 andT4 are
usedto measurehe bene ts of EAR's link-asymmetry-wareness.
Finally, randomtopologiesare usedto evaluateEAR's scalability
Notethatnodesn all topologiesdo notmove (asin meshnetworks),
andtwo adjacennodesareseparatetby 150—200m.

In all simulationruns,we usedthe shadaving radio propagtion
modelin the ns-2to simulatevarying wirelesslink quality assug-
gestedn [29] andadjustedhe standardieviation of themodelasa
link-quality parameter The standardeviation is basedon the val-
uesin [7], andawirelesschannels modi ed sothateachdirection
of the channelcanbe setto the differentvaluesto simulateasym-
metric link-quality. CMU 802.11wirelessextensionsin ns-2were
usedasthe MAC protocol.

For closeinteractionwith a routing protocol, we implemented
EAR in both the network layer andthe device driver asdescribed
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Figure6: Accuraciesof EAR and BAP: Figure 6(a) shovsthat EAR yieldsaccurateresultscloseto the ideal values(solid lines), while
BAP generatesuctuating and skewedresults,affected by unstabledir ection. Figure 6(b) shavs that EAR accurately measuresthe
link quality evenwith unstablelink stateswhereasBAP shawsinaccuraciesand largevariances.

in Section3. We alsoimplementedDijkstra’'s algorithmfor pathse-
lectionwith link-quality-avareroutingmetrics,includingETX [17]
andETT [21], andusedthe sequencedoding mechanisnj34] for
disseminatingdhe measuredink quality. Notethatdisseminatiorof
link-quality measurements notwithin the scopeof this paper(de-
velopmenbf ef cient disseminatioimechanism$or WMNs is part
of our futurework).

Throughputhesimulation thefollowing parametesettingsvere
used.First, RTS/CTShandsha& atthe MAC layerwasdisabledto
study the effects of link-quality uctuations and co-channeinter-
ferences.Second,UDP o ws were mainly usedto emulateusers'
trafc with an exponentialdistribution and a paclet size of 1000
bytes. Third, a default MAC dataratewassetto 11 Mbps. Finally,
all experimentsvererunfor 1000secondsandtheresultsof 10runs
wereaveragedunlessspeci ed otherwise.

4.2 Accuracy

We shav the accurag of EAR with uctuating andasymmetric
link-quality andcomparet with theaccurag of BAP.

4.2.1 EAR

Weevaluatedheaccuray of eachof EAR'smeasuremersgchemes
while varying link-quality. To simulatetime-variant asymmetric
link-quality, we setthe quality of a link's onedirection(D1) to the
default value,4, of the shadaving model,while the oppositedirec-
tion (D2)'s quality is setto 4 during [Os, 200s),to 8 during [200s,
600s),andto 12 during[600s,1000s].Giventhis scenariowe used
T1 of Figure5 to evaluatethe passie schemeby measuringhe de-
livery ratio, while runningone UDP o w in both directionsat 1.0
Mbps. We alsousedthe above settingswithout UDP traf c for the
active schemeFinally, we usedthetopology T2 andonly oneUDP

ow from B to A for the cooperatre schemewhile changingthe
quality of link B! C to the sameasD2, we measuredhe delivery
ratio over thelink betweerB andC.

Figure 6 shavs the progressiorof the delivery ratio measured
by EAR andBAP for stable(D1) and unstable(D2) directionsof
alink. First, EAR's passve andcooperatie schemeshav almost
the sameresultsasthe ideal caseasshown in two upper gures of
Figures6 (a) and6 (b). Speci cally, the root mean-squarerrors
of the passie schemes delivery ratio (rmsey) are 0.012for D1
and0.015for D2, andthosefor the cooperatie schemeare0.017
and0.021. Moreover, they quickly adaptthemselesto the change
of link quality—rmseof the ratio's standarddeviation (r mses) is
0.002and 0.003for the passive scheme,and0.002and 0.006 for
the cooperatie schemerespectrely—thanksto the useof a large
portionof existingtraf c asprobepaclets.

Ontheotherhand theaccuray of theactive schemdies between

the previoustwo schemesandBAP's accuraciesFor example,for
stabledirection (D1), the active schemeincreases msey (0.064)
by a factor of 4 over the passie schemewhereasBAP increases
rmseq (0.287)by afactorof 26. Eventhoughtheactive schemen-
creasesheerrorratedueto asmallnumberof probepaclets,theer
ror rate(7%) is muchlowerthanBAP's (34%). Moreover, theactive
schemesuccessfullycapturedink-quality asymmetry(in contrasto
BAP), asshavn in two lower gures of Figures6(a)and6(b).

4.2.2 BAP

We alsoevaluatedthe accurag of BAP for the purposeof com-
parisonwith EAR. We usedtopologyT1 in Figure5 with notrafc,
and measuredi-directionallink quality basedon the link costin
Eq.(1). As shawn in two BAP gures in Figure6, BAP yieldspoor
measuremeraccurag (i.e., rmseqy is 0.287for D1 and 0.158for
D2), due mainly to the bi-directionalnatureof BAP. BAP's accu-
ragy is 4 timesworsethanthe active schemes and 26 timesworse
thanthe passie schemes. On the otherhand,eventhoughBAP is
sensitve to varyinglink-quality (i.e., D2) andyields measurements
relatively closeto theideal case,ts varianceis still (aroundtwice)
largerthanthe active schemes, asshavn in Figure6(b).

4.3 Scalability

We shawv the ef ciency and scalability of EAR in termsof the
numberof network nodesthenumberof o ws,andtrafc patterns.

4.3.1 Effectsof thenumberof neighboringnodes

We evaluatedthe ef ciency andscalability of EAR with alarge
numberof neighboringhodes.To simulatealargeanddenseVMN,
we variedthe numberof nodesfrom 2 to 96 in anareaof 200m
200m. We measure@ nodes averagemessageateduringa mea-
surementcycle, including the numberof control and active probe
paclets.In this simulation,we did nottransporiary traf ¢ to evalu-
atethe EAR's worst-caseverhead(i.e., the active schemepanddid
compareit with BAP throughwhich eachnodeinjects one probe
paclet (of 1448bytes)persecond.

Evenin theworstcase EAR measuremerdverheadsre,on av-
erageonly onehalf of BAP's, thanksto its actiity/variance-based
bacloff timer. While maintaininga given measurementariance,
EAR effectively avoidsunnecessarprobingof idle links. As shavn
by Figure7, in caseof low nodedensity(1-10nodes) EAR's over
headis a one-sixth(e.g., window =4, or “EAR-W4") of BAP's.
Eventhoughthetimer expireseasily(thusincreasinghe overhead)
asthe numberof nodesincrease$10—70nodes) EAR alsoreduces
the overheadsy an averageof 50% (e.g.,window =16, or “EAR-
W16") of BAP's, by adjustingthe maximumwindow size of the
timer. Evenin a highly denseenvironment(> 70 nodes),EAR's
overheaddoesnot surpas8AP's.
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Figure 7: Effects of the number of neighboring nodes

4.3.2 Effectsof thenumberof ows/trafc patterns

We alsoevaluatedthe effects of the numberof ows andtrafc
patternson the measurememverhead.Measurementsveretaken
on 32 nodesrandomlydistributedin anareaof 1 Km 1 Km. To
shawv the effectsof the numberof o ws, we randomlychosei pairs
of nodes,wherei isin f1;2;:::;15g, andran one UDP ow at
300 Kbps for eachpair. Next, to shav the effects of trafc pat-
terns,we chosei pairsof nodeswith random,sink-to-mary, mary-
to-sink,andmary-to-sink/sink-to-mawp traf c patternsandranone
UDP o w for eachpair. Here,sinkandmanyarea centralnodeand
randomly-chosenodesrespectiely.

Evenwhenthe amountof egress/crostrafc increasesEAR re-
ducedts measuremeraverheacdy usingthetraf c asmeasurement
paclets. As shavn in Figure8, EAR's averageoverheaddecreases
by 27.8%with differentnumbersof UDP o ws underthe random
trafc pattern. This savings mainly comesfrom EAR's hybrid ap-
proachwhich effectively exploits existing traf ¢ (also seeFigure
12).

Thetrafc patternis alsoanimportantfactorin the overall mea-
suremenbverhead.In Figure8, giventhe sameamountof traf c,
EAR underthe randomtrafc patternreducesthe overheadmost
amongall patternsdue mainly to the increasedchanceof having a
large numberof relay nodes.It rarelyhasonecentralnode,suchas
sinkthattransmitsor relaysmostof thetraf c. Ontheotherhand,in
the sink-to-mary pattern,EAR reducesoverheaddy at most9.7%
becausef thesmallemumberof relaynodegesultingfrom sinkand
theshortaveragepathlength(i.e.,1.71)betweersinkandmany Fi-
nally, underthe mary-to-sink pattern,dueto the increasechumber
of nodesthat transmit/relaytrafc, resultingfrom many EAR re-
ducesthe probingoverheadby up to 33.4%asthe numberof o ws
increases.

4.4 Link-asymmetry-awareness

We now shav two notablebene ts—netvork ef ciency andse-
lectionof arelaynode—ofEAR'saccuratanddirection-avarelink-
quality measurements.

4.4.1 Opportunisticuseof asymmetridinks

we evaluatechow muchasymmetry-aarenessontributesto net-
work efciency. We usedthe topology T3 in Figure5 andsetthe
following parameterbasedn asymmetridinks obsenedfrom our
testbedseeSection5.3.3). First, we setlink quality betweerA and
B andbetweerB andC to agoodcondition(s=4) in bothdirections,
but setthe quality of link Al C to a goodcondition(s=4) andthe
quality of link C! A to abadcondition(s=12). In addition,we set
dataratesbetweenA and B, andthe link A! C to 5.5 Mbps, and
the rate betweemodesB and C to 11 Mbps to mimic asymmetric
links. Next, we usedtwo routing metrics, ETX and ETT, which
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usethemeasuredink quality for makingroutingdecisionsFinally,
weranoneUDP ow onlink Al C at5.5Mbps,andmeasuredhe
o w's goodput(N4) andthe total numberof transmissiongN+) at
theMAC layer

Link-asymmetry-aarenessgainedfrom EAR's direction-avare
measurementsjot only enhance&nd-to-endhroughput,but also
improvesnetwork ef ciency by upto 49.1%evenonasingleasym-
metric link. Table 1 showvs the measuredgoodput(Ng), the to-
tal network capacityused(N) andnetwork efciency (de ned as
normalizedgoodputwith respectto total paclet transmissionsor
Ng=N). First, ETX with EAR improvesnetwork ef ciency by up
to 23.9%thanksto EAR's uni-directionality while ETX with BAP
oftentakesa detouraroundasymmetridinks, asa resultof BAP's
bi-directionality EventhoughBAP is not awareof link asymmetry
sinceETX penalizedongerpaths[21], ETX with BAP unintention-
ally usedink asymmetrymoreoftenthanexpected.

Second,by consideringthe dataratein link quality, ETT with
EAR effectively usesasymmetridinks, andimprovesnetwork ef -
cieng/ over ETT with BAP by up to 49.1%. SinceETT andETX
with EAR constantlyidentify/useasymmetriclinks, their perfor
manceis the sameasshawn in the third column ((ii )s) of Table1.
By contrastETT with BAP showvs a worseperformancehanETX
with BAP becauseéETT favors a pathwith the leastsumof trans-
missiontime over the shortest-lengttpath, often chosenby ETX.
Dueto BAP's underestimationf the delivery ratio on anasymmet-
ric link, ETT with BAP overestimatethetransmissiorime overthe
asymmetridink. Thus,ETT with BAP alwaystakesa detourvia B
in thetopologyT3, consumingnorenetwork resourcege.g.,BAP's
N—? is only 0.574in Table1 (b)).

Table 1: Benets of EAR's asymmetry-awareness: EAR im-
provesnetwork ef ciency over BAP by up to 49.1%. ETX and
ETT areusedasrouting metrics.

| [ )BAP [ (ii)EAR T j(i) (ii)j (Benets) ]
Ng 333,553 370,450 46,897(11.1%)
N¢ 482,362 432,936 49,426(10.2%)
Nq=N;¢ 0.691 0.856 0.165(23.9%)

(a) Network ef ciency with ETX

| [ ()BAP | (i)EAR T j(i) (ii)j (Benets) ]
Ng 302,781 370,455 67,674(22.3%)
Nt 527,835 432,929 94,906(18.0%)
Nq=N;¢ 0.574 0.856 0.282(49.1%)

(b) Network ef ciency with ETT

Total numberof UDP pacletsdeliveredto therecever.
Total numberof MAC transmissionandretransmissions.
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Figure 9: Effects of accurate node selection: EAR makes an
about 30% improvementin achieved thr oughput via selection
of the bestrelay node.

4.4.2 Selectiorof thebestrelaynode

We alsoevaluatedhow effectively EAR helpsrouting protocols
[14,17,21] nd the bestrelay nodes. We usedthe topology T4 in
Figure5, andranoneUDP o w from Ato D atamaximumratewith
two randomly-selectebackgroundJDP o ws of 0.5Mbps. In the

rst run, to simulateasymmetridinks andvarying link quality, we

initially setthequality of link B! D to aworseconditions (> 4) for

500 secondswhile keepingthe othersin a bettercondition (s=4).

Then, the worse-conditionedink becamebetter (s=4), while the
quality of link C! D becameworse. In the secondrun, we also
appliedthe samechangesof s to link D! B to simulateanother
asymmetriclink with the sametrafc. Finally, we measuredhe
goodputof the UDP o w while varying s and tracking the relay
nodeselectionby bothEAR andBAP.

Using EAR's accurateand direction-avare measurementsput-
ing protocolscanimprove thegoodputby up to 28.9%throughcon-
stantly nding the bestrelay nodesin the presencef varyinglink-
quality andlink-asymmetry As shovn in Figure9, for all valuesof
s, EAR achievesthe goodputof the betterconditionedink. Specif-
ically, in bothruns,EAR improvesthe goodputover BAP by up to
18.6%(oneasymmetridink) and28.9%(two asymmetridinks), re-
spectvely. EAR accuratelyselectghebestrelaynodegi.e.,nodeC
for 0-500sandnodeB for 500—1000sn thetopologyT4), whereas
BAP often choosesvorse-relaynodes(e.g.,nodeB for 54% of 0—
500speriodandnodeC for 45% of 500—1000%eriod,whens=12)
mainly becauseof BAP's bi-directionallink-quality measurement
andlargemeasurementariance.

5. SYSTEM IMPLEMENT ATION AND
EXPERIMENT ATION

WealsoimplementedEAR in Linux-basedsystemsandevaluated
it on our experimentaltestbed. We rst give the architecturalde-
tails of this implementationandthendescribeour experimentation
setup.Finally, we presenthe experimentakesults.

5.1 Implementation Details

WeimplementedAR in Linux-basedystemsvith bothPentium-
baseddevices (e.g., laptops)and StrongARM-basedlevices (e.g.,
StagatesandiPAQs)andLucentlEEE 802.11bNIC.

IEAR at the network layer

As shavn in Figure 10, iEAR is implementedn the network layer
as a loadablemoduleof net lter [6] andis composedf the fol-
lowing six components.First, task queuewith timers is responsi-
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Figure 10: EAR's software architecture: EAR is composedof
aniEAR at the network layer and an oEAR at a device driver.

ble for releasingperiodic EAR messagessuchas cooperatiorre-
quest/reportgndtriggeringmeasurement/updageents.Next, mes-
sage andtaskprocessoprocessetheEAR messageanddispatches
themto the correspondingask functionsin iEAR. If necessary
it sends/recgesperiodicreportsandrequestgo/from neighboring
nodes.

When measurementimers expire, measuementcomponentsn
themiddle of Figure10take measuremen@ndderive link statesas
follows. First, the measuremenschemeselectedby EAR records
the measurementesultsobtainedfrom the oEAR (stamper),and
thenexchangesheresultswith neighboringhodesduringtheupdate-
period,if necessaryexchanger).Finally, it updatedink statesand
determinesvhich measuremergchemeo usefor thenext measure-
mentperiod(transitioner).

Link-statetable and disseminatoupdateghe local link-stateta-
ble at the end of measurementycle. Then,the updatedinforma-
tion is periodically disseminateti to every other node througha
sequencedooding messagendis re ected to othernodes'link-
statetable.Basedon theupdateinformation,therouting-tableman-
ager locally calculateshew routing pathswith Dijkstra's algorithm
andinvokesa kernelfunctionthatupdateghe kernelrouting table,
if thereare route changes.Finally, neighbordiscosery maintains
neighbordy exchangingperiodichello messages.

OEAR at adevicedriver

OEAR is implementedassub-functionsn an Orinoco802.11linux
device driver, andis composedf two monitoring functions(i.e.,
outgoingand incoming trafc monitoring) and several interfaces
with iEAR andMIB, asshown in Figure 10. First, outgoingtraf-
¢ monitoringobseresthe egresstraf c to eachneighboringnode
andcollectstransmissiorstatisticssuchasNs, N; anda datarate,
basedon MAC MIB information. Next, incomingtrafc monitor
ing overhearscrosstrafc. Whenthereis a cooperationrequest
from iIEAR, oEAR switchesthe modeof NIC into a promiscuous
modeandbegins overhearingthe crosstraf ¢ betweentwo neigh-
bors.Finally, oEAR hasseveralinterfaceghroughwhichit requests
transmission/receptioresultsfrom the MAC layer (i.e., EventTx,
EventRx ) andperiodicallydeliverscollectedstatisticoiEAR (i.e.,
ioctl).

5.2 Experimental Setup

To evaluateour implementationwe constructedh testbedn the
Electrical Engineeringand ComputerScience(EECS)Building at
the University of Michigan. This building hasroomswith oor -to-
ceilingwallsandsolidwoodendoors,andhasrelatively straightcor

S\We seta disseminationimer to 30sin our evaluation.
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Figure 11: EAR testbed: 10 EAR nodesare placed on either
ceiling panelsor high-level shelvesto send/receve strong signals
in the same oor of our Department building (7Om  50m).

ridors. This environmentprovides enoughmulti-path effectsfrom
obstaclesndinterferencdrom public wirelessservices.

In thisenvironmentwe deployed10nodesn thetopologyof Fig-
urell. Weplaceds laptops(N 1-N 5) in differentof ces and5 star
gates(N 6-N 10) alongthe corridors. All nodesweredeliberately
placedon eitherceiling panelsor high-level shelhesto send/receie
strongsignalsto/from neighbors.

All nodeswere equippedwith the samelLucentIEEE 802.11b
PCMCIA cardandwereequippedvith EAR. Eachcardoperatedht
channelll (2.462Ghz),lesscrowdedchannelin the building, and
wassetto usea built-in automatiaatecontrolalgorithm(i.e., auto
for its datarate. Next, eachnodedynamicallyloadedEAR into both
the device driver (0EAR) and the network layer (iIEAR). Finally,
BAP wasimplementedandtestedfor the purposeof comparison.

5.3 Experimental Results

Using the above setup,we rst shav how effectively EAR uses
realdatatrafc with its hybrid approactfor measurindink quality.
Then,we shaw thatby usingthe datatrafc, EAR's unicast-based
approachmeasuretink quality moreaccurateljthanthebroadcast-
basedapproach.Finally, we shav that EAR's uni-directionallink
quality effectively identi es link asymmetryandimprovesthe ef-
ciency of utilizing the channelcapacityover BAP's bi-directional
link quality.

5.3.1 Effectiveexploitationof datatrafc

We evaluatedheeffectsof EAR's hybrid approactby measuring
thenumberof probepacletsperlink. We ranseveraldifferentnum-
bers(n: ) of UDP o ws at 100 Kbps for 40 minutes,eachpair of
which wererandomlychoseronceevery 4 minutes.While increas-
ing n¢ , we measuredhe averagenumberof paclets(np) usedfor
measuremendf eachlink's quality per cycle andderived the per
centageof cyclesduring which eachmeasuremergéchemes used.
Figure 12 plotsrepresentate links with differentamountsof mea-
suremenpaclets.

While thebroadcast-baseapproachusesa x ednumberof probe
paclets(i.e., 10) percycle, the hybrid approactin EAR indeedin-
creases, asthenumberof o wsincreasesAs shavnin Figurel2,
np of links with high egressirafc approache430,andn, of links
with high crosstraf ¢ grows up to 135 paclets. On the otherhand,
n, of links with low trafc is even smallerthanBAP's sinceEAR
reducesactive probingbasedn anexponentialbacloff timer.

Next, the percentagef eachmeasuremenschemeper link de-
pendsonthelink's geographicalocationandtrafc pattern.In Fig-
urel12,links with low traf c arelocatedin edgenodesn ourtestbed
suchasN3, N4 andN5, whereadinks with highegresdrafc arelo-
catedat centemodessuchasN1, N2 andN9, wherelarge o ws are
oftenrelayed.Ontheotherhand links with highcrosstrafc canbe
placedat centernodesthat have lots of relaytrafc, but might not
usesomelinks to transmitthetraf ¢ often.

5.3.2 Improvedaccuacywith unicastpadets

We also evaluatedthe accurag improvementof unicast-based
measuremerin EAR over the broadcast-basesieasurementWe
usedtwo adjacentnodes(N1, N2) and measuredhe delivery ratio
of link N1!' N2 with both BAP andEAR's active probingfor 400
cycles(i.e., 4000s). As a reference(called "Ideal’), we separately
ranoneUDP o w at1 Mbpsfrom N1 to N2 andmeasuredhe de-
liveryratioby EAR's passie schemeNotethatthe passie scheme
providesaccurateesultsasit deriveslink-quality informationfrom
thetransmissiorof alarge numberof actualdatapaclets.

Dueto its low, x ed datarate, BAP yields lessaccurateresults
thantheunicast-basedpproachThetopline in Figure13(a)shavs
theprogressiorf onedirectionquality of link N1! N2 with broad-
castprobing. Sinceactualdatatransmissiorusesll Mbps, BAP
generates higherdelivery ratio thanthe ideal doesdueto its low
datarate (i.e., 2 Mbps), which is more tolerantof bit errors. By
contrast,owing to the useof unicastpaclets, EAR's measurement
results(averageis 0.778(1.6%error),standardleviation 0.032)are
closerto the ideal results(0.791,0.014)thanthose(0.872(10.2%
error),0.064)of BAP, asshavn in Figure13(b).
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Figure 13: Broadcastvs. unicast measuement accuracy: Broadcastusually yields high link quality becauseit useslower (thus
reliable) data rate than that for actual data transmission (top curve in Figure 13(a)). By contrast, EAR's active probing provides
almostthe sameresultsasideal passive monitoring asshown in Figure 13(b).
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and the good-quality direction of an asymmetric link is under-estimated since the bi-dir ectional result is affected mainly by the
poor-quality directionasshown in (b). By contrast, EAR'suni-dir ectionallink quality improvescapacity ef ciency asshown in (c)

Ontheotherhand thebi-directionallink-quality informationde-
rived from BAP (the bottomline in Figure 13(a)) provides worse
resultsthanthe ideal case. This is dueto the poor quality of link
N2! N1 andyields underestimatedquality of link N1!' N2. This
bi-directionalityis evaluatedn thefollowing experiment.

5.3.3 Gainsof uni-directionalityon link asymmetry

Beforeshaving the uni-directionalitybene ts on asymmetrywe
rst measuredhe asymmetryof wirelesslinks in our testbedand
evaluatedthe limitation of BAP's bi-directionalityon the asymme-
try. To this end,we repeatedhe experimentin Section5.3.1. This
time, we x edn; to three,and measuredhe delivery ratio of all

links in eachdirectionaswell asbi-directionwith BAP.

Fromextensve measurementsye foundthatwirelesslinks often
have signi cant link asymmetryandshow variousinterestingchar
acteristics,in termsof lifetime and degree of asymmetry Figure
14(a)shaws the numberof links in our testbedthat have different
asymmetrylifetimes with differentlink quality in eachdirection.
For the caseof diff; p> 0.1 (i.e.,jdf orward  Oback war aj >0.1),@
small degreeof asymmetryoccursvery oftenfor short(4 minutes)
to long periods(40 minutes).On the otherhand,somelinks expe-
riencea high degreeof asymmetry(e.g.,diff; ,> 0.4) for morethan
25 minutesof a40-minuteruntime.

Observingthe variouslink-quality asymmetrywe foundthatbi-
directionallink quality measuredy BAP is often affectedby the
worse-qualitydirectionof anasymmetridink, thusyielding under

estimatedesults. To illustrate this, we derived the correlationco-
efcient ( ) betweerbidirectionallink quality andthe quality of a
worsedirectionlink measuredby BAP. As shavn in the bi-direction
caseof Figure14(b),BAP generateskewed measuremenesults.
More than75%of links arecloselyrelatedto poorasymmetridinks
(> 0:8). By contrast,EAR's unidirectionallink quality is inde-
pendentof eachotherdirection(Solid line in Figure 14(b)). More
than75%of links shov weakcorrelation( 0:2< < 0:2).

Finally, we evaluatedthe improvementof EAR's uni-directional
link quality on utilization of asymmetriclinks. We began with a
simplecaseusingthreenodegN2, N5 andN10) andoneUDP o w
from N10 to N2. Sincethe quality of link N2! N10's onedirec-
tion is worse than the oppositedirection, BAP's underestimated
bi-directionalmeasuremennakesthe o w detourthroughN5. By
contrastEAR's uni-directionallink quality enableshe o w to di-
rectly routeto N2, improving the good-putby 27.45%as shavn
in Figure14(c). Similarly, N9! N6! N7 andN1! N6! N7 have
35.2%and12.87%good-putimprovementsrespectiely.

We further evaluatedhov muchuni-directionalityimprovesthe
overallnetwork performanceThis evaluationis donewith six nodes
(N1, N2, N5, N6, N7, andN10), two asymmetridinks (N2! N10,
andN1! N7),andoneUDP ow from N10to N7. As shavnin the
f4's resultof Figure14(c), EAR's asymmetryawarenessmproves
the network ef ciency over BAP by up to 114%, mainly by nd-
ing shortempaths(e.g.,N10! N2! N1! N7)with asymmetridinks
thandetouringpaths(e.g.,N10! N5!' N2!' N1!' N6! N7).



6. CONCLUSION

We rst discusssomeof the remainingissuesassociatedvith
EAR andthenmake concludingremarks.

6.1 RemaininglIssues

Disseminatindink-qualityinformation Althoughthispaperfocused
on how to measurdink quality in WMNSs, disseminationof the

measuredink-quality informationis anequallyimportantproblem.
Broadcast-basesequenceoding [34] is onepopularsolutionto

this problemin small networks. Thereare alsoa coupleof well-

known approacheso the disseminatiorproblemin MANETS [15,

38]. However, theinformationdisseminationn WMNs hasseveral

challengego overcome,including scalability and fault-tolerance.
We will addressheseissuedn a separatdéorthcomingpaper

Measuringotherlink-quality parametes: In this paper the paclet-
deliveryratio anddatarate—suitabldor high-throughputnetrics—
areconsideredsthelink-quality parametersHowever, QoSparam-
eters,suchasdelayandjitter, shouldbe measuredo supportreal-
time applications Theseparametersanbe accuratelyneasuredy
EAR, basedon MIB [9] andNIC buffer clearingtime [26]. Thus,
alongwith the high-throughpuparametersEAR cansupportsuch
applicationsasVolIP, IPTV thatusethetime-relatecharameters.

6.2 Concluding Remarks

In thispaperwe have presente@novel link-quality measurement
framework, calledEAR, for wirelessmeshnetworks. EAR is com-
posedof three complementarymeasurementechniques—passs,
cooperatie, and active monitoring—whichminimize the probing
overheadand provide highly accuratedink-quality information by
exploiting eachnodes egressandcrosstraf c. Moreover, basedon
accuratenddirection-avarelink-quality measurement&AR iden-
ti es andexploits underutilized asymmetridinks, thusimproving
the utilization of network capacityby up to 114%. Finally, EAR
is designedo be easilydeployablein existing IEEE 802.11-based
wirelessmeshnetworks without ary changeof MAC rmw are or
systenmkernelcompilation.EAR hasbeenevaluatedextensvely via
both ns-2basedsimulation,andexperimentatioron a Linux-based
implementationdemonstratingts superioraccurag andef ciency
over existing measuremeriechniques.
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