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Introduction

+ Network maps are useful

* Existing maps are small, stale, or
Inaccurate

* Mapping well requires:

- lots of measurements (lots of error)

- many techniques (lots of disagreement)






Contributions

¢ Show how to use Record Route
¢ DisCarte

- Cross-validates measurements to reduce error

¢ |ntroduce disjunctive logic

programming (DLP)

- Develop divide and conquer scheme to scale
DLP to Internet-sized topologies

+ Validate DisCarte against public
topologies
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IP Addresses Are Interfaces

¢ All routers have
multiple
interfaces

¢ Many-to-one
mapping from
interfaces to
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Topology Inference

Traceroute discovers
incoming interface
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Topology Inference

Reverse path finds
distinct interfaces
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Ambiguous Topologies

Need to map
interfaces to routers
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Alias Resolution

* Direct probing techniques
- Source IP matching: Mercator
- IP ID matching: Rocketfuel

- 32% of IP addresses are unresponsive

* |ndirect resolution techniques are
incomplete and have false positives

+ Bad/missing aliases affect mapping
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Record Route Finds Aliases

RR discovers
outgoing interfaces
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Record Route Finds Aliases

RR and TR addresses
are aliases




Record Route Finds Aliases

RR implementat ions
are under-standardized




RR Implementations

Departing (61.9) Yes Outgoing Yes
MPLS (13.3%) Like Departing, but does not implement BRR on MPLS interfaces
Notlmpl (9.1%) -- - -- - Yes
Arriving (7.1%) No DEEE];;;?ZK Yes

Lazy (5.8%) ? ? No if RR is set
Mixed (2.7%) No in;“ﬁ%"ﬁﬁ‘iﬂ Yes
Hidden (<1%) ? - No
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RR is Hard to Use

* Implementation diversity adds
ambiguity to RR and TR matching

- Each traceroute hop adds 0-4 RR addresses
- 7 implementations times 7 implementations

- Alias resolution requires implementation
classification

- Bad classifications lead to bad aliases

* RR probes take different paths
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Example Merge
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