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Motivation: Two Ways of Processing Traffic

ÅProcess as an individual packet

ÅAdvantages: Flexible, More control, Micro-decisions

ÅDisadvantages: Slow

ÅProcess as an aggregate flow

ÅAdvantages: Faster, Macro-decisions

ÅDisadvantages: Not enough control and flexibility

ÅFlowlets: Process packets on per-packet and per-

flow granularity

ÅBest of both worlds!



3 3

Example: Network Security 

(Flow-Based Only)

Normal traffic

Malicious traffic

Suspicious 

traffic

1. Routers forward 

traffic using only 

packet header 

fields

2. Identify malicious 

traffic by 

examining packet 

data at line speed

Ingress

Point

Ingress

Point

Ingress

Point
Enterprise

Network



4 4

Example: Network Security 

(Packet-Based Only, Distributed)
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Example: Network Security 

(Packet-Based Only, Centralized)
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Better Solution: Both Packets and Flows
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Neither Flow nor Packet-Based Processing is 

Sufficient

Examples Speed Caching ñMacroò

Decisions

ñMicroò

Decisions

Control/

Flexibility

Flow-based 

processing
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Forwarding 

tables, 

Openflow
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We need both !!
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Main Idea: Combine Packet and Flow 

Processing

Packet Based Processing
ÅFlexible

ÅControl

ÅMicro-decisions 

Flow Based Processing
ÅFast
ÅCaching

ÅMacro-decisions 

Flowlets
ÅHybrid model

ÅFlexibility and Control
ÅCaching

ÅSwitch between modes

ÅExpressive power 
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Talk Outline

ÅMotivation

Å Example: Enterprise Security

Å Flowlets: Hybrid Processing

Å Background

ü OpenFlow

ü Click

Å OpenFlow Click Element

Å Demonstration

Å Implementation Details and Decisions

Å Future work and Summary
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Flow-Based Processing: OpenFlow

OpenFlow Switch

Flow

Table

Secure

Channel

secchan

hw

sw
Controller

PC

ÅAdd/delete flow entry

ÅEncapsulated packets

ÅController discovery
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Packet-Based Processing: Click

Å Easy to program

Å Intuitive configuration language

Å Provides more control

Å Large elements library
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Hybrid: OpenFlow Click Element

OpenFlow rules can control the 

output port for each flow 
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Example: Enterprise Security
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