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Motivation: Two Ways of Processing Traffic

Process as an individual packet
Advantages: Flexible, More control, Micro-decisions
Disadvantages: Slow

Process as an aggregate flow

Advantages: Faster, Macro-decisions
Disadvantages: Not enough control and flexibility

Flowlets: Process packets on per-packet and per-
flow granularity
Best of both worlds!
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Example: Network Security

(Packet-Based Only, Distributed)
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Example: Network Security

(Packet-Based Only, Centralized)
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Better Solution: Both Packets and Flows
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Neither Flow nor Packet-Based Processing is

Sufficient

Examples Speed Caching A Macr oi Mi ¢cr o Control/
Decisions Decisions Flexibility

Flow-based MPLS,
processing Forwarding

Openflow
Packet- Active % % % J J
based Networks,
processing DPI, Click / /
We need both !!
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Main Ildea;: Combine Packet and Flow

Processing

Flow Based Processing Packet Based Processing
AFast AFlexible
ACaching AControl
AMacro-decisions AMicro-decisions
“ Flowlets A

AHybrid model
AFlexibility and Control
ACaching

ASwitch between modes

\_ AExpressive power .

Georgialnstiitute
8 off Technelegy



Talk Outline

A Motivation
A Example: Enterprise Security
A Flowlets: Hybrid Processing
A Background
U OpenFlow
U Click
A OpenFlow Click Element
Demonstration
mplementation Details and Decisions
~uture work and Summary
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Flow-Based Processing: OpenFlow

OpenFlow Switch
“
Secure o® Controller
Channel
secchan Andd/delete flow entry

AEncapsulated packets
AController discovery
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Packet-Based Processing: Click

A Easy to program

A Intuitive configuration language
A Provides more control

A Large elements library
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Hybrid: OpenFlow Click Element
OpenFlow rules can control the
output port for each flow
Controller

i
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Example: Enterprise Security
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