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ABSTRACT
Today’s mobile network presents an oxymoron. While in-
novative services are sought after by ISPs, deployment of
novel services by small businesses and researchers are often
met with great resistance. This stems from the coupling
of infrastructure and service providers, preventing multiple
services to coexist in a single infrastructure. To explore for
a remedy to this, we design, build and deployed a wireless
network in which multiple services can coexist within a sin-
gle infrastructure. In this work, we share our design and
experience gained.

1. INTRODUCTION
Mobile networks today presents a perculiar scenario. On

one hand, Internet service providers (ISPs) are compelled
to offer innovative and attractive services to the customer.
On the other, small businesses and researchers are unable
to innovate and provide novel services on that infrastruc-
ture. Among the pheltora of innovations, those compelling
service(s) that ISPs are looking for are likely to be found.
Wouldn’t it be great if small businesses and researchers can
innovate in the mobile networks?

This awkward situation arises from the split “personality”
of the ISPs. Beyond being the infrastructure builder and
owner, ISPs seek to be the service provider. This is often
a mismatch due to the end-to-end nature of services, and
localized nature of infrastructure. For example, mobile users
desire pervasive connectivity. However in today’s network,
we can typically only connect to a single ISP. Regardless of
how poor the connection is, we cannot communicate via that
nearby base-station belonging to the other ISP. Ironically,
if we subscribed to a foreign ISP, we could roam between
these networks.

To address this issue, we seek a “virtualized” infrastruc-
ture, such as Cabo [1], to decouple the service and infrastruc-
ture providers. In such an network, service providers (which
could the ISPs, small businesses or even researchers) can co-
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Figure 1: Multiple Services on OpenRoads

exists, and deliver truly end-to-end services to mobile users.
Building such an infrastructure is not without its challenges.
On OpenRoads, we made our first cut attempt to build such
a network, within which multiple service providers can co-
exists within a single physical infrastructure, as illustrated
in Fig. 1.

To accomplish this, we need to provide isolation in midst
of interaction. With reference to the example in Fig. 1, Al-
ice’s mobility manager should not be able to affect Bob’s
traffic. More importantly, if Bob’s mobility manager is to
fail, Alice’s connectivity should not be affected. Further,
both Alice and Bob could be served by the same DHCP
service. This can be achieved by enforcing a consistent pol-
icy layer in our system. Our objective here is to share our
design and experience with the community.

2. SLICING THE NETWORK
To allow multiple controllers within a single network, Open-

Roads divides the control into datapath and device, as shown
in Fig. 2. Datapath control refers to the ability to redirect
traffic in the network, for which we adopted OpenFlow [2,
3]. OpenFlow separates the control logic from the switch
itself, allowing us to manipulate the traffic transversing pro-
duction devices in the network. This allows us to process
the packets at line rate, while maintaining a large degree
of control over the traffic. Meanwhile, device control refers
to configuration of the devices. Here, an arbitrary choice
of SNMP is made. We note that control of devices com-
plements the datapath control, provided by OpenFlow. For
example, we might want to change the transmit power of the
WiFi AP, which in turns affects the reliability of a particular
link in the network.



Figure 2: OpenRoads’ Architecture

To slice the network, we exploit FlowVisor and SNMP
multiplexer as a policy layer. This policy layer appropri-
ately modify and desseminated control packets of OpenFlow
and SNMP. Further, the layer allows enforcement of consis-
tency in the network. As such, Alice’s mobility manager
cannot redirect Bob’s traffic, since the command will be dis-
carded by this policy layer, providing the desired isolation
mechanism. Also, DHCP request from Alice can be sent to
both the DHCP service and Alice’s mobility manager. This
allows Alice’s mobility manager to maintain her network lo-
cation through observing such traffic, while receiving her IP
address from an independent DHCP service of her choice.

Further, we argue that technology and vendor agnosti-
cism is an important factor in our system. Given that a
service provider may operate over multiple network slices,
spanning across multiple infrastructure providers, it would
be impractical to cater for each and every vendor equipment
separately. Therefore, a common interface to all devices
performing the same functionality is required. In our sys-
tem, that interface is OpenFlow and SNMP, abstracted as
OpenRoads interface to the application programmer. This
argument can be extended to technology, where a link over
WiMAX or a link over WiFi, should not perturb mobility
managers that primarily concerned with redirection of flows.

It should be mentioned that our system allow but do not
require application programmers to be technology and ven-
dor agnostic. For example, one might want to exploit a
vendor specific feature on the switch or fine tune the wire-
less link’s parameter for the application at hand. This can
be done in our system, with the same interface. We contend
that such flexibility while having a degree of uniformity is
important for rapid innovation in the network.

3. SERVICES AND CHALLENGES
To gain a better understanding of our system, we built

and deployed our design in Stanford’s Gates building. De-
ploying 4 OpenFlow switches (from NEC and HP), 30 WiFi
APs, and a NEC WiMAX base stations, we created an ex-
perimental testbed on which we can deploy new services.

To date, we have created 4 distinct mobility managers,
which we run concurrently on our deployed network. Our
system allowed us to simultaneously support an heteroge-
neous pool of clients, some of which have multiple interfaces,
while others may have connections over WiMAX instead of
WiFi. We see that this allows us to deploy new mobility
managers , without worrying about existing clients. This in
turn allow services to evolve over time, without worries of
backward compatibility.

Also, since a separate IP address space has been allocated
for clients on our wireless networks, we created a DHCP
service that replies to DHCP requests from wireless con-
nections only. By selective proxy of applicable requests to
our DHCP server, and forwarding the rest to Stanford’s, we
have demonstrated the feasibility of hosting multiple ser-
vices, such as DHCP, in the same physical network1 with-
out any hardware changes. We are also able to create other
novel services on this infrastructure, e.g., a service that pre-
dict a laptop’s next AP is created to help reduce scan times
of WiFi.

From our experience, flexible slicing of the network have
been crucial in our ability to host multiple services within
the same physical infrastructure. Further, a strong isolation
mechanism allows the numerous parties involved to share
the network, without fear of bad interaction. Vendor and
technology agnosticism have also accelerated the develop-
ment of new and interesting applications in our network.

Many challenges remain in building our ideal system. We
have yet to understand how our system can be scaled to
multiple administrative domains, or how a service can be
deployed on multiple network slices spanning across multiple
physical networks. We see our work as the first steps towards
creating an“app-store” of services in the network, a critical
component towards rapid innovation in mobile networks.
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1It is worth noting that both DHCP services runs in the
same VLAN in our network.
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